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Offensive Computing - Malware Intelligence

Offensive Computing, LLC

« Community Contributions
— Free access to malware samples
— Largest open malware site on the Internet
— 350k hits per month

 Business Services
— Customized malware analysis
— Large malware data-mining / access
— Reverse Engineering
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Introduction

 Debugging Malware is a powerful tool
— Trace Runtime Performance
— Monitor API Calls
— Dynamic Analysis == Automation
 Malware is getting good at preventing It
— Debugger Detection
— VM Detection

— Legitimate Software Pioneered these
Technigues
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Overview of Talk

e Software Armoring Techniques

 Covert Debugging Requirements
 Dynamic Instrumentation for Debugging
 OS Pagefault Assisted Covert Debugging
* Application — Generic Autounpacking

e Results
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Software Armoring

e Packing/Encryption

VM Detection

« SEH Tricks

 Debugger Detection

e Shifting Decode Frame
 Example: Microsoft's Patchguard

B 7 e ssm = BEEE




Offensive Computing - Malware Intelligence

Packing/Encryption

o Self-modifying Code
— Small Decoder Stub
— Decompresses the main executable
— Restores imports
 Play Tricks with Portable Executables
— Hide the Imports
— Obscure relocations
— Encrypt/compress the executable
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Normal PE File

push ebp
Im Memory moy ebp, esp
sub esp, 1Ch : 1lpMsg
call ds: imp_ GetCommandLineW28 ;
push [ebp+nCmdShow] ; nCmndShow
push eax ; int
olber sectbons push [ebp+hPrevinstance] ; int
push [ebp+hInstance] ; hlnstance
PE File call _FSollnit@16 ; FSollnit(x,:
A test Pax, Pax
Unmapped Dats jz short locret_1801F13
JAate section push esi
moy esi, ds:  imp_ GetHessagel@16
push edi
moy [ebp+Hsg.wParam], 1
Aext sectien Xor edi, edi
jmp short loc_1881EFE
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Packed PE File

14899425h, 43D2D868h, 746C4863h, !
45895906h, OFFF883E4h, GEC8DO25Dh,
In Memery 83591607h, 2EBBFCASh, OF7343BEDh,

A 1ADB69F6h, 67E408390h, 1887CF75h, €
0A32BEES4h, 46C223E%h, PEG753Bh, &
2B8B7BC2h, 4FF6668Ch, @D1OA38DFh,

OFFB3CO1Bh, S59F4BBAFh, BBBFAC348h,
68BOF7f3h, 4DFFEF9Dh, ODOFFB2B3h, <
ODEBB23ISER, HEC2374h, OCCBL4FF23h,
3F839FCh, 3C418B24h, BADCHC1B3h, I
ODBFB1878h, OFE382B3h, 31CO94h, BE
11C82548h, 5891441h, 8D2330671h,
761808440, 247C8B1Eh, 3BOCAD14h, &
OcC72FB3Bh, BFFDADDB8h, 8301C283h,
680DDC35Bh, BF4FOFF8h, BBA4EBY343h,
8063D1Fh, 1658C22Bh, BE900CH5h, 2E
OE2F71FE8h, BEB2FB1EGh, 6DBBG6C28h,
SA13A2CHBh, 1FBBD730h, BC74DL496%N,

RN

Section Table public start
start proc near

Saction Table pusha
moy esi, offset loc 406000

PL File

Jrelet nection

| Pedeader lea  edi, [esi-500n]
or ebp, BFFFFFFFFh

Wighee DOS Headur Highar ?
allaals 05 Heador ol jmp short loc 486882

1
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Virtual Machine Detection

e Single instruction detection
— SLDT, SGDT, SIDT
— See: Redplll, Scoopy-Doo, OCVmdetect

 Instructions for Privileged/Unprivileged

CPU mode

— VMs try to be efficient, some instructions
Insecure

— Do not fully emulate x86 bug for bug
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Debugger Detection

« Windows API|
— IsDebuggerPresent() API call
— Checks PEB for magic bit (EFLAGS)
— Bit toggling works

e Timing Attacks

— Issue RDTSC instruction, compare to known
values

— Amazingly effective
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Debugger Detection (cont.)

* Breakpoint Detection
— Int3 (OxXCC) Instruction Scanning
— Checksumming of executable

 Hardware Debugging Detection
— Check CPU Flags for debug bit

o SoftICE Detection
— Modification of Int3 Scanning
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SEH Tricks

o Structured Exception Handler
« Used to handle error in running code

e Malware will overload this function to
unpack code

* Debugger thinks SEH exceptions are for it
 Debugger dies
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Shifting Decode Frames

« Execution Is split at the basic block level

 Block is decoded, executed, and then
encoded again

e Hard to defeat!

 Implemented in Patchguard for Vista 64
and Windows Server 2003 64-bit
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So What?

 These are all variations on a theme
 There should be a generic way to debug
 Need to modify at a fundamental level

e Solution should be:
— Generic — Work across set of executables
— Efficient — Good performance for non-debug
— Undetectable (as much as possible)
— Extensible — Automation is the key
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Software Armoring Achilles Heel

If It executes,
It can be unpacked.
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Unpacking

« How an Unpacker Works:
— Writes to an area of memory (decode)
— Memory Is read from (execute)
— More writes to memory (optional re-encoding)

« CPU Only Executes Machine Code
e This process can be monitored

e Unpacking is directly related to timing
— At some point, it must be unpacked
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Manual Unpacking Process

* Consists of several stages
— ldentify Packer Type

— Find OEP or get process to unpacked state in
memory

— Dump process memory to file
— Fixup file / rebuild Import Address Table (IAT)
— Ensure file can now be analyzed
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Manual Unpacking Process

o Several methods to identify packer type
— Peid
— Msfpecan / OffensiveComputing.net
— Manually look at section names

— Other packer scanners like
e Protection-id
e Pe-scan
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Manual Unpacking Process

_.1 :I m%ﬁm COMPUTING

& Ihﬂ Hex Wier

0 Offensive

Upx1:81e2
UPx1:81e2
UPx1:8182
UPx1:81a2
UPx1:8162

Malware
Search

UPs1:81682 -

"UPX1:8182
"UPK1:8182
"UPX1:81e2
"UPX1:8182
"UPX1:8182
UPK1:e1e2

UPx1-@162 3| Malware: 42550

"lUPN1:8182
UPx1:8102
UPx1:8102

"UPX1:8182

"UPK1:e1e2

"UPK1:8182

"UPR1:8182
UPx1:8162
UPx1:810

" UPX1:818
TUPK1Ie1e;
UPs1:816:
UPx1:816:
"UPK1e1e:
"UPX181e
TUPX181|
UPx1:816:
UPx1:81e;
CUPX1e1e:
"UPX1816:
UPx1:816:
UPX1:-818:

HDVY4 = R4 A

earch for sum or
name

OE PEID v0.94

=arch I

t Malware:

Support OC

by Google

—J
-x
—a
-D
-3

-h
-B

mzf > msfpescan —f
px_scrambler calc.exe:

Computing

File: |Cihpackersiupxl.20_calc.exe E
Entrypoint: (00020310 EP Section: [UPx1 E
File Offset: [pDo07710 First Bytes: [60,BE,00,50 | > |

Linket Info: [7.0 ] Subsystem: |[winaz GUI (=]

|UP% 0,896 - 1.02 [ 1.05 - 1.24 - > Markus & Laszlo

h-1
138d7b2edbd

| Mulki Scan I| Taskvmwerl | Options | | About ||

Exit |
v Stay on kop

HE
() B [ P LW )

{reg?

{regex*
{address >

{count >
<count >
-1 address

8df04a4520f26acad6d69a1 139532741 d755f3f2351d0

: |PE executable for MS Windows (GUIY Intel
Filetype: \g306 35 bit, UPX compressed
Packer: matches)

Search for jump equivalent instructions
Search for popt+pop+ret comhinations
Search for regex match

Show code at specified virtuwal address
Dizplay detailed PE information

Attempt to identify the packer compiler

Mumber of hytes to show after match
Mumber of bytes to show hefore match
Specify an alternate ImageBasze

Print disassembly of matched data

upx_scrambler calc.exe —85
UPX—Scrambler RC vl.x [667] <1 matches)
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Manual Unpacking Process

 Methods to find OEP / unpacked memory
— OllyScripts

e http://www.tuts4you.com
e http://www.openrce.orq

— OEP finder tools
* OEP finders for specific packers
e OEP Finder (very limited)
 PE Tools / LordPe
e PEID generic OEP finder
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Manual Unpacking Process

13

Paused @40 X| wII| B4 $i i A »f L|E|M|T|W|H|c|/|K[B|R|..|s5| =|if|?]

Address

Comment
This is the OEF* Found By :

Disassembly

Hex dump

kerne . y leHandleA
Just : QEP ! Plz Dump and Fix I&T . Good Luck ntdl

[

a1 File: | C:\packersiupxl.20_calc.exe
5 % EAX, WORD PTR

B CHP EAX, 1PE

;i Entrypaint: 00020310 EP Section: |LUPX1 B
]

] File Offset: | 00007710 Firsk Bybes: |&0,BE,00,90 ﬂ

—
=

Analyzing: 100%. .. JOEP Reached a
IRNRNERNARRNRRNENRNAN] UnkerInfo: (7.0 Subsystem: [Win32GUI | > |

Lisk of possible CEP's
T-etpname Matchbytes O [pw0,89.6-1.02 ) 1.05 - 1.24 - Markus & Laszlo

e
O

Xl
Mulki Scan | Task Miewer | Opkions | Ahout | Excik |
Found QEP; 01012475
aun I+ Stay on top ikt | -

TP Cbinireversingydandag. exe

L cidownloads| Framework-2.7 . exe
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Manual Unpacking Process

— Dump process memory to file
e OllyDump
* LordPE
e Custom tools

— Example:

void DumpProcMem(unsigned int ImageBase, unsigned int ImageSize,LPSTR filename,
LPSTR pid) {
SIZE_ T ReadBytes = 0; SIZE T WriteBytes = O;
unsigned char * buffer = (unsigned char *) calloc(lmageSize, 1);
HANDLE hProcess = OpenProcess(PROCESS VM_READ, FALSE, (DWORD)atoi(pid));
ReadProcessMemory(hProcess, (LPCVOID) ImageBase, buffer, ImageSize,
&ReadBytes);
HANDLE hFile = CreateFile(TEXT("'oc_dumped_ image.exe'),
GENERIC_READ|GENERIC_WRITE,
0,
NULL,
OPEN_ALWAYS,
FILE_ATTRIBUTE_NORMAL,
NULL) ;
WriteFile(hFile, buffer, ImageSize, &WriteBytes, NULL);
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Manual Unpacking Process

This is the DEFY Found By = flu

x|

Start Address: |1UUUUUU Size: |2BUUU Durmp |
Entry Point: |2E|31 0 -» Madify: |1 2475 Get EIF az OEF | Cancel |

Ease of Code: I19IJEIIJ Baze of Data: |21|:IDEI

v Fix Flaw Size & Offzet of Dump Image

Section | Yirkual Size | Wirtual Offset | Raw Size | Raw Offzet | Charactaristics |
UPF=0 00018000 Qo001 ooa Q0018000 0oo01o00 EDO000S0
UP1 00008000 00013000 Qoo0goo0 00013000 ED000040
R 00007000 Q0021000 Qooo7oon 0o0z1000 Coo00040

-] T

Path | PID | ImageB aze | ImageSize
Q c:hbinhreversingilordpetlordpe. exe 0ooo016a 0400000 00036000 Break & Enter
W Rebuild Import '\3 c:\program files\mozilla firefox’firefox. exe 000007e4 Q0400000 00EF4000 Fobuld PE
G'_Method'l - Search JMP[&PI] | CALLISPI] ﬂc::'\bin'\reversing\ida\idag.eHe Q000030 Q0400000 00295000
 Method2: Search DLL & AP| name sting | |07 c-downloadstamenork 2.7.exe ODOOOE4 00400000 00033000
— @ chbinhreversingipeidipeid. exe ooooo1ag 00400000 00o07EOON e
BB c\windowshspstem32hemd. exe 00ooa184 44000000 000e1000 _
ﬁ c:\program files\metasploithframewaork 2hbintb...  O0000GFS Q0400000 nooaanon - Optians
E c:\program files\metasploithframework Zhbintp... 000007144 Q0400000 0000EQon
BA o \windows\system32hemd. exe 00D002F0 44000000 000&1000
;' chpackersbupxl. 20_calc.exe 0000034C 01000000 0oo2a000 L
[ Rebuild Status ] all

|
& oK
Durnpfis...done _I |—I

wipe Relocation...no Relocation present
Realigning...done

Current filesize: 24F78h

File minimized bo; 923%

Febuid ImportT able...done

/alidate PE image...done

Binding Imparts.. failed

Mew filesize: 24F75h @
File minimized bo: 92% |-
Rebuilding finished. - L]
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Manual Unpacking Process

— Fixup file / rebuild Import Address Table (IAT)
e ImportRec probably best tool
e Revirgin by +Tsehp
« Manually with a hex editor (tedious)
— |AT contains list of functions imported
» Very useful for understanding capabilities

=10 x|

Address Ordinal * Mame I Library -
% 0on1214 T hype_infol (@ AL @ gt

B 01001210 PP ARPANET mavert

sy (11001220 PherminateEal T AT

I% oo oes CaltwfindowProch IJSER3Z2

I% oo oro Chart e, ISER32

I% oo Charh et IJSER3Z2

Iﬁ 1001 0eo CheckDIgButtan IJSER32

I% moomiad CheckMenultem IJSER32 —
% moo1148 CheckMenuR adioltem USER32

I% moooc CheckR adioButton IJSER3Z

I% oo, ChildwindawFramPaoint IJSER32

I% Moo ord ClozeClipboard JSER3Z2

I% 01001 06C ClozeHandlz KERMELZ2

- % 01o0116C CreateDialogP arama USER3Z2 -
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B

!upﬂ _20_calc.exe 000003AC 00028000 01000000 L‘
1Select Module to Attach LI

Path | PID |_Ir : :
@ :tbintreversingtlordpetlordpe. exe 00000163 1] toduls Drdinal |Mame

‘ <4 Import REConstructor ¥1.6 FINAL (C) 2001-2003 0] =l
Attach to an Active Process

| -

| Ic:'\packers'\upﬂ.2D_ca|c.e:<e [O00003AL) ;i Pick DILL ‘

[#- advapid2.dll FThunk: 00007 000 MbFunc: 3 [decimal. 3] valid:YES Shaw [nvalid

- gdi32. dil FThunk: 00007010 MbFunc:3 (decimal:3] valid:YES
] kermnel32.dil FThunk: 00001020 NbFunc:1E [decimal: 30] validYES Show Suspect

zhell32.dll FThunk:0000103C MbEFunc:1 [decimal:1] validY'ES

] userd2 dil FThunk: 00001044 MbFunc: 45 [decimal:63] walid:YES

- msvert dll FThunk:000011BE NbFune: 14 [decimal: 28] valid YES

‘ Imported Functions Found

Clear Inparts

Log

Fixing a dumped file... -]
E [decimal &) module(z)

84 [decimal:132] imported function(s]. Clear Log
= N ew zection added successfully, Ryva: 00028000 SIZE: 00001 Q00
Image Import Descriptor size; 78; Total length: B30

! Stop I

AT Critical Malues————————— TR ! 1T Walues + generatar

———|AT Infos needed———————  — Mew Import Infos (ID+45CH+LOADER]— Optians DEP iEﬂ 020210 .
— Resolve again| | AYA
OEP [00020310 AT AutaSearch Rya [00000000  Size [nODDDEZ0 RVA  [00001000 [ FEERIAT e o
About oad resalved] |
i Length [00000228 ength |
R4 00001000 | Size |00OD0228 . % Add s section | A = molvedil

Euit

Load Treel Save Treel Get Imports Il i ¥ Show IAT referers IDDDDDDDD Tracer i ]Shnw all Li

¥ Autcfix sections + |T paste

[~ Mangled Scheme high limit |1DDDDDDD

el B BB

upxl,20_calc.exe {Imports Wisw |Import Edit disabled i
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Manual Unpacking Process

* Ensure file can now be analyzed

o Clean disassembly should be available

* |AT should be visible

* Functions should be found

e Strings clear and useful

 Manual unpacking process can be tedious
 Hardest part is generally finding the OEP
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Manual Unpacking Process

1,104 - C:ypackershunpacked'upx1.20_calc_lordPE_dumped_.exe =

File Edit Jump Search View Debugger Options  Windows Help

_ EmAT=EY . - & ¢ Imports - o=l M =[Ol x| =
o UpXa:81810B13 arg 4 = dword ptr BCh T Ty — = — e | Ad =
[ e o oy B o
| * UPXA:61610B14 mou ebp, esp % 01028004 Regluen’y alueE «& adwvapi3? aIJJ‘ 31

* UPX@: 0106168816 moy edx, [ebp+:| &R mnza008 RegClosek.ay adkeapi32 aw4 -
L UPX8:016816810 mov ecx, [ebp+z|Ehmmzanio SatBkColor gdi32 i ,
* UPX8:81818B1C moy eax, [edx+E : atwhat3This? m
. % moze014 SetTextColar gdi32
L UpXa:a1816B1F sub eax, [ecx+f %01028018 C etBkMod 432 start o1
* UPX@:816168B22 push esi R EikikMode gd Realpenk eyE s 0
S T R CoR =il :
* UPXD: 01010826 push  edi RegClosek ey 0
UPXB: 016818827 nov edi, [edx+!|EE 01023028 GetProcAddress kemel32 A, 0
* UPXB:@1818B2n sub eax, ESZ:l % 0028020 GlobalCompact kemeld2 S efTestCol -
' UPXD:01018B2C add eax, edi  |§Dmoza0s0 Globallios kemel32 SetEE;I 3”' -
UPXB:618168B62E ns short loc_1| b mozanas GlobalFres kerriel32 sioxlinge
- - GetModuleH andles, o1

- (O] x | B 01028038 BlobalReAlioc kemei32 , .

Funclionname | Segmer B 01028030 Istrempha kemel32 Load braré yl

Function name Segment | Start | Length | 5 | F | L | 5 | B | T | - iRy Elie | »

:Izn sub 1001301 UPYD 0100301 OODDOOZE R . . . . . %m LAt S it = >

Lﬂl sub_1 001 3FF [H]=5] 01001 3FF 00000025 =] . . 0102e044 WnteF’mflIeStnngW kermel32

Y)sub_1001424  UPKD 01001424 00OOOODS A B . —|Ep0r02s0ss GetStartuplnfod kemel32 =101 |

STsub_10074F3  UPKD 010014F9 DOODOMZS R B . B 0102804C BlobalSize kemel32 th Type | Sting -]

sub 10016F2  LIFXO DIOOMEF2 00000035 R B, 01025050 Globalnlock kemel32 oos  © gdiazdl

sub 1001782 UFXD DI007E2 0O00OODS2 R Ei, 01026054 CreatsE ventt/ kemel32 DO0E  © SetBkColor

sub 1007804 UFXD 0I00ME04  000OOD47 R Fi, 01028058 CreateThread kemel32 DOOE  © (TestColor

“Tsub_100FC UPKD 0100MFC  0O0OOOS2 R Ei, 0102805C ResstEvent kemel32 DO0E  C tBkMade
P sub 1003560 UPKO 01003BEC  0OOOOOS2 R Ei, 01028060 Istrcpyrivt kemel32 00D C kemel32dl

f]sub_ 1003641 UIPKD 01003641 000008 R .. |Eporozsoss S kermel32 0011 € GetModueHanded

Flsub_10036B4  LUFXD DI0036B4  000OOT10 R B . B, 01028068 WaitForgingleObiect kemel32 00D © Loadlibram
M sub 10037C4  UPXO 0I0037C4 00000352 R B . B, 01 02806C CloseHandle kemel3z DOOF  ©  GetProchddress
M sub_ 1003840 UPXO DI003BA0  000OOOSD R B . B, 01028070 Istrcatn/ kemel32 0O0C  © ohalCompact
MAsub 1003040 UPXO 01003040 000OOOZE R B 01028074 Istrler/ kemel32 02 © iteProfileStingy | |
Mo sub 100307 URXO DI003C7S OOOOODME R Ei, 01026078 LocaRelloc kemel32 000 C GetStartuplnfod
MAsub 1004332 URXO 01004332 0O0OOOME R Ei, 0102807C LocalFres kemel32 DO0E  C  ResstEvent
Cijsub 1004488 UPKD DI004464  00DDOOZ7 A By 01028080 Tl L kemel32 0008 € g
i sub_ 1004431 UFXD 01004491 00000027 R B, 01025084 B A il kemel32 J(J0007  © tEvent hd P

-1 Aracen i e P A = . l': r!i:.llﬁﬂ‘l nroenas lLlahall Anl L armal3 I 'J I »
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Unpacking: The Algorithm

e Track written memory
 If that memory Is executed, It’'s unpacked

 Must monitor:
— Memory writes
— Memory Executions

e Break on execute useful here
 Automate the process
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Dynamic Instrumentation

« Allows a running process to be monitored

e Intel PIN

— Uses Just-In-Time compiler to insert analysis code
— Retains consistency of executable
— Pintools — Use API to analyze code

— Good control of execution
* |nstruction
* Memory aCCess
* Basic block

— Process Attaching / Detaching
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Dynamic Instrumentation

 |nstruction tracing for the following packers
— Armadillo
— Aspack
— FSG
— MEW
— PECompact
— Telock
— UPX

e Created Simple Hello World Application
e Graphed results with Oreas GDE
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e Unpacking loop Is easy to find
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Dynamic Instrumentation Results

* Generic Algorithm Described Previously
works well

« All address verified by manual unpacking

o Addresses display clustering, which must
be taken into account

« Attach / Detach Is effective for taking
memory snapshots of an executable
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Dynamic Instrumentation Problems

e Detectable
— Memory checksums
— Signhature scanning

o Extend this to work generically, non-
detectably

e Slow — ~1,000 times slower than native
* Need faster implementation
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Towards a Solution
e Core operating system component that:

— Monitors all memory
— Intercepts memory accesses
— Fast Interception and Logging

— Fundamental part of OS
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Introducing Saffron

 Intel PIN and Hybrid Page Fault Handler
« Extension of OllyBonE Kernel Code
» Designed for 32-bit Intel x86 CPUs

e Replaces Windows OxOE Trap Handler

LOgS memory accesses
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Saffron System Implementation

. NP
/—Wlndows Kernel (Ring-0) ~

Interrupt

/Descrlptor—\
Table

Saffron Page Fault
Handler

Windows Page
Fault Handler

OxOE (Page Fault)

A
A
Logging
System
- J/
A
A

. T J
Memory Accesses
/—Userlan ~
Malicious Saffron
Executable Monitor Process
. J
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Virtual Memory Translation

e Each process has its own memory

« Memory must be translate from Virtual to
Physical Address

 Non-PAE 32bit Processors use 2 page
Indexes and a byte index

e Each process has its own Page Directory
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Example Memory Translation

31 0 (LSB)

Virtual Address

CPU References Virtual Memory Address

- [Microsoft Windows Internals, Fourth Edition, Microsoft Press] -
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Example Memory Translation

31 0 (LSB)

Page Directory Index Page Table Index Byte Index

10 Bits 10 Bits 12 Bits

Virtual Page Number

- [Microsoft Windows Internals, Fourth Edition, Microsoft Press] -
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Example Memory Translation

31 0 (LSB)

Page Directory Index Page Table Index Byte Index

10 Bits 10 Bits 12 Bits

Virtual Page Number

CR3 contains process Page Directories

—»  PFN

CR3

Page Directories
(Contains the PDE)

- [Microsoft Windows Internals, Fourth Edition, Microsoft Press] -
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Example Memory Translation

31 0 (LSB)

Page Directory Index Page Table Index Byte Index

10 Bits 10 Bits 12 Bits

Virtual Page Number

—+
—»  PFN » PTE
CR3
Page Directories Page Tables
(Contains the PDE) (Contains the PTE)

- [Microsoft Windows Internals, Fourth Edition, Microsoft Press] -
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Example Memory Translation

0 (LSB)

Page Directory Index Page Table Index Byte Index

10 Bits 10 Bits 12 Bits

Virtual Page Number

—»
—i- -«
*
— PEN - PTE Address —— Desired Page
Desired Byte
CR3
Page Directories Page Tables Physical Address
(Contains the PDE) (Contains the PTE) Space

- [Microsoft Windows Internals, Fourth Edition, Microsoft Press] -
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MMU Data Structures

 Page Directory Entry is hardware defined
— Contains permissions, present bit, etc.

e Page Table Entry also hardware defined
— Permissions (RingO0 vs. all others)

— Present bit (paged to disk or not)
— “User” defined bits (for OS)

B 7 e ssm = BEEE




Offensive Computing - Malware Intelligence

Virtual Address Translation

 TLB Is major source of optimization
 Hardware resolves as much as possible

* Invokes page fault handler when
— Page is not loaded in RAM
— Incorrect privileges
— Loaded, but mapped with demand paging
— Address is not legal (out-of-range)

« All Indicated by special fields
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Intel TLB Implementation

e Two TLBs maintained
—Data-DTLB
— Instructions — ITLB

e ITLB more optimized than DTLB
— Less lookups for ITLB == faster code
— DTLB accessed less
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Hardware

Is the virtual address
Present in the cache?

| Yes
No
Walk the Page Directory
No v

v

Return the

Is the PTE Valid? Yes Acidrose
%PAGE FAULT INT OF ey
No
Operating
System l

Is it paged to disk? |—Yes Retrieve from Disk

No
Are Permissions Ye Retumv’f;ddress
correct? IRETD

I
No
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Process Monitoring

e Overloading of supervisor bit in page fault
handler

» All process memory must be found

 |terate through all pages for a process

— Windows application memory
0x00000000 — OX7FFFFFFF

 Mark supervisor bit on each valid PTE
 |nvalidate the page in the TLB with INVLPG
 Hook heap allocation so new pages are watched

B 7 e ssm = BEEE




Offensive Computing - Malware Intelligence

Trap to Page Fault Handler

 Determine if a watched process
e Unset the supervisor bit
e Loads the memory into the TLB

* Resets supervisor bit
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Results

« Memory accesses are visible
 Reads, writes, and executes are exposed

 Program execution can be tracked,
controlled

 Memory reads, writes are extremely
apparent

« Executions only show for each individual
page
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Modifying the Autounpacker

o Watch for written pages
* Monitor for executions into that page
 Mark page as Original Entry Point

« Dump memory of the process
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Video Demo of Unpacking

e Demonstrate Saffron
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Autounpacker Results

o Effective method for bypassing debugger
attacks

— SEH decode problem is easily solved

— Memory checksum

* No process memory is modified
e pOwn3d!!!

« Shifting decode frame

— Slight modification under development, but
effective
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Future Work

e Develop full-fledged API

 Problems
— Sometimes all page markings are lost
— Still detectable at some level
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Questions?

e Paper, presentation available at

www.offensivecomputing.net



http://www.offensivecomputing.net/
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