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Introduction

Name: Anthony S. Clark

Title: Owner / Principal Researcher Red Crow Lab
Contact: asclark@redcrowlab.com

Focus: Reverse engineering, vulnerability discovery, PoC devel

Bac kg round: - LANL: Red Team Founder, CSIRT Member, X-DIV Tech Sec, Int.
" Applied Tech - Research Scientist 4, Guest Scientist

- Founder / CEO Attack Research: Security consulting (Exxon,
Facebook, GM, Bridgewater, Panasonic Avionics, DOD, IC)

- Founder / CTO Boldend: Software tooling for IC & FVEY
- Founder Red Crow Lab: Hardware/Software RE, Tool Dev
- Speaker & Trainer: Blackhat, Defcon, SANS, Infragard, BSides

- Original Contributor: Metasploit, Cisco ThreatGrid, PTES,
DARPA Cyber Fast Track
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mailto:asclark@redcrowlab.com

Specialty

Taking custom or proprietary technologies
Learning them,
Reversing them,
& Leveraging them.

Red Crow Lab — Industrial Scale Hardware Hacking 02/23/2024°



Types of Devices

Scientific Instruments
Avionics
Automotive
Security (ex. Locks)
Legacy (Ex. AS400)
Satellite i |
s sensors 50

OT/ICS/SCADA
Financial

e« ATMs
« POS

Telecom

* Routers
*  Switches
Mobile

Bluetooth /
BLE Sensors

3
* \M\cgn‘l\t:% \
Reﬁa’fﬁﬁp‘e‘_wﬁou f

ECU
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Industrial Scale Hardware

Hacking Process

Target Catalogued

Collect make, model, serial, FCCID
Specific software / OS versions
External & Internal High ~ -Resolution
photographs

Open -Source Review

Collection of Documentation
Review of forums, support boards
Review of known vulnerabilities
Diagram reviews

RE Survey

Device Isolation

Spectrum Analyzer Collection of
Signals (boot, idle, comms, etc.)
WIFI / Bluetooth / RFID testing
Replay Attack Testing

Network Survey

Full Packet Capture
Port Scanning
Web Application Mapping & Scanning

Hardware Analysis

Component Identification

Board Debugging (JTAG, UART, SPI)
Firmware Dumping

Identification of Tampering

Software Analysis

Firmware Identification
Disassembly & Strings Extraction
Code Review

Mobile App Reversing

Tool Development

» Develop framework of tools which
allows for repeatable testing &
verification of target future versions.

Knowledge Base

» Al of the collected data,
specifications, product documentation
& software, testing results, discovered
vulnerabilities, etc. are stored in a
knowledgebase for future use.

Documentation _

Extensive documentation is provided to
the customer including:
Executive Summary
Tests Performed & Detailed Results
Recommendations & Follow  -ups
Supporting Materials
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Setting Up A Lab

BENCH CONCEP I.NSTFEA%I\SE?;Q;ISON COLLECTION

1] Network
File System

Process Table
Registry
Memory
Signals

1 11 Pl
e
_< > T 1] Q i
L1 | )
Modem Firewall Router f DHCP Full Packet Capture

Transparent Bridge ELK Stack
VLANs

g
WP’  \VIDIA GeForce

Internal LLM/AI RTX 3060 TI
(in Process LAMA 3 Instruct

Attribution Management

[E=0e=a]]

Red Crow Lab — Industrial Scale Hardware Hacking 02/23/2024°



Lab Equipment

Logic Analyzer

24dMhz8CH CE Fe
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Lab
Equipment

Network Gear

Network Isolation / Network Switch With Port Mirroring / Router
Jump Hosts

DNS Control / Dynamic Host Configuration Protocol (DHCP) Server
Full Packet Capture

Man In The Middle (MiTM) Tools (fiddler, Ettercap, sslstrip)

Small Programmable Devices

Arduino / Raspberry Pi/ BeagleBone / Teensy / NanoPi / OrangePi

Radio Frequency Analysis

HackRF / BladeRF / UberTooth / Proxmark / FlipperZero / Pineapple /

SDR

Hardware Debugging & Measurement

Multimeters

Oscilloscope

Logic Analyzer

Chip Reader - Dataman 48Pro2 Universal Programmer /

Imaging

High Resolution Camera & Lighting
Electronics Microscope

ULLLLRRERRRY

of WIS
G2

i
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Build a Kanban Board

Hardware Assessment Tasks

Backlog 5

Build & compile C2 client to run on
device.

Identify JTAG PIN outs

Attach to JTAG Debugging Port

Attack Bluetaoth Interface

Create modified firmware

In progress 5

Run Burp Scan on Web Interfaces

Run security toel on contrel
scftware

Netwerk Mith against command
port

Build Hardware Implant

Crack Device WIF Password

Blocked 2

Analyze Mcbile App - Need to
acquire APK from vendor, waiting on
MDA

Analyze Armware, Firmware
Encrypted

Done &

Take External Photos

Take Internal Fhotos

Analyze Photos & Identify
Compeonents / Inputs

Collect RF Survey

Collect Network Survey
(PCAP + Ports)
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Target Catalogue

MAKE: Medtronic
MODEL: Commander Flex CD3#8V
SERIAL 1000869493
NUMBER:
FCCID: XTQCO320
IQOOBLE113

DESCRIPTION: Medical Telemonitoring Device, is capable
sending important medical information to
your doctor, and or medical healthcare
professional, via a wired telephone line.
Measures weight, peak blood flow, oxygen
saturation, blood pressure, and/or blood
glucose levels

DATASHEET: https://fccid.io/ XTQCD320/User
Manual/UseeManual2976121

10: USB
RJ11
7V DC Power
Audio
PS2

o CUFF» @
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https://fccid.io/XTQ-CD320/User-Manual/User-Manual-2976121
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MAKE:
MODEL:
DESCRIPTION:

DATASHEET:

Target Catalogue

* ldentify Critical Chips

Microchip
PIC24EP512

Primary microcontroller. ThRIC24EP512as an
16-bit CPUcore, (Cand Assembly) based , with
IEEE 1149.Compatible JTAG Boundary Scan. A
well as15-ChanneDMA ( Direct Memory Accesy
with UserSelectable Priority Arbitration:

+ 15Channel DMA with 4 UART modulekb
Mbps ) with support for UART, SPI, ADC, ECAN
and OC.

* Four 4Wire SPI modules15 Mbps )

+ Two ECAN modules ( 1Mbaud) CAN 2.0B
Support

* Two I2C module§up to 1Mbaud) with SMBus
Support

+ Data Converter Interfac@®Cl)module with
Support for 12S

* Programmable Cyclic Redundancy CHEdRC)

+ Parallel Master PoiPMP)

* PPS to allow Function Remap

https://ww1.microchip.com/downloads/aemDoc
uments/documents/OTH/ProductDocuments/Da
taSheets/706164g.pdf

AN2S/PVWMEHPMDS/RPESIRES
AN3O/PWMALIPMDS/RPISSIRES
AN31/PWMAHIPMDT/RPETIRET
C1IN3-/SCK2IPMAS/RP118/RGE
CAIN{-/SDIZPMAYRPI119/RGT
C2INZ/SDOUPMAIRE120RGE

MCIR

C2AN1-PMAZIRPI121/RGS

vss

Voo
ANSICINT+VBUSON/VBUSSTIRPIZT/RES
AN4/C1IN2-/USBOEN/RPI6/RB4
ANB/C2IN1+/PICRPIZE/RES

AN2IC2IN2-VMICIRPI4/RE2
PGECH/AN1/VREF-/RPI3RE1
PGEDH/ANO/\VREF+/RPIZ2/RED

dsPIC33EP256MUS06

PGEC2SOSCOICIINTTICKRPIEZRC14.
PGEDYSOSCICIING/RPIEIRC3
INTO/DMH/RPB4/RDD
PMCS1/RPITS/RD11
ASCL1PMCS2RPIT4/RD10

USBIDIRPSSIRF3
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Open Source Review

NORTHWEST

Search CVE List ownloads ata Feeds Update a CVE Record Request CVE

Search Results

‘There are 26 CVE Records that match your search.

Name
023-31222

CWE-2023-25931

CWE-2022-32537

CWE-2020-27252

CWE-2020-25187

CWE-2020-25183

Description

Deserialization of untrusted data in Microsoft Messaging Queuing Service in Medtronic's Paceart Optima versions 1.11 and earlier on Wir
user to impact a healthcare delivery organization&#8217;s Paceart Optima system cardiac device causing data to be deleted, stolen, or
systemn being used for further network penetration via network connectivity,

Medtronic identified that the Pelvic Health dinician apps, which are installed on the Srart Programmer mobile device, have a password vi
security update to fix, Not updating could potentially result in unauthorized contrel of the dinician therapy application, which has greate
parameters than the patient app. Changes still cannot be made outside of the established therapy parameters of the programmer. For 1
individual would need physical access to the Smart Programmer.

A vulnerability exists which could allow an unauthorized user to learn aspects of the communication protocol used to pair system compe
paired with other system components, Exploitation requires nearby wireless signal proximity with the patient and the device; advanced
for exploitation. Please refer to the Medtronic Product Security Bulletin for guidance

Medtronic MyCareLink Smart 25000 all versions are vulnerable to a race condition in the MCL Smart Fatient Reader software update sys
firmware to be uploaded and executed on the Patient Reader. If exploited an attacker could remotely execute code on the MCL Smart P
control of the device

Medtronic MyCareLink Smart 25000 all versions are vulnerable when an attacker who gains auth runs a debug command, which is sent1
overflow in the MCL Smart Reader stack. A heap overflow allows attacker to remotely execute code on the MCL Smart Reader, could lear
Medtronic MyCareLink Smart 25000 all versions contain an authentication protocol vuln where the method used to auth between MCL S

MyCareLink $mart mobile app is vulnerable to bypass. This vuln allows attacker to use other mobile device or malicious app on smartphe
patient8#8217; Smart Reader, fools the device into thinking its communicating with the actual smart phone application when executec

OR the Commander FLEX setup should look like this if a
telephone is also plugged into the wall jack:

POWERLINE CONDUCTED EMISSIONS

EUT: CD320 Commander Flex Work Order. CCOMO0TS
Serial Number: ‘9000000008 Date: 06/29/2015
Customer: Cardiocom Temperalure. 24°C
Attendees: None Relative Humidity: 57%
Customer Project| None Bar. Pressure 580 b
Tested By: Dustin Sparks Job Site MNO3
Power: 110VAC/BOHZ C CCOMOO0T53
TEST SPECIFICATIONS

Specification: [ Method:

FCC 15.207.2015 [ANSI C63.10:2008

TEST PARAMETERS

Run# E] [Line: [ Neutral [ Add. Ext Attenuation (dB) | 0
COMMENTS

None

EUT OPERATING MODES

Transmitting channel 10

DEVIATIONS FROM TEST STANDARD
None.

Poak Data - vs - Quasi Peak Limit Peak Data - vs - Average Li

100 100

% s

50 80

n 0

0 \___rm_._ 60
2 2
g® g ® N
g g

@ 40

EY 30

2 20

10 10

o o
o 1 10 100 o 1 10 100
MHz MHz

@ (X ] 4 n m &icalletFrom Frame=N&RequestTimeou.. ¥f

Federal
Comnmy
Commission

dffice of Engineering and Technology

|E-Filing |Ini

Forums

CVE / Vuln DBs

FCCID Lookup
Reddit

FCC > FCC Efiling = EAS * List Exhibits Page
OET Home Pate.

FCC Site Mz

Filing Options QET Exhibits Summary List
Grantee Registration
Modity Grantee Informtion 15 Matches found for FCC ID xTQ-CD320
Benly to Grantee Name [Exhibit Type File Type Eile size Sh Date Available
Change Correspy e Lonfidential Confidential
Black Diagram #Adobe Acrobat PDF103880 Frequency Block Diagram 04/29/2016  Ves tlo
WM{ Cover Letter(s) Adobe Acrobat POF27780  Cover letter 04/29/2016 Ho Ho 04/29/2016
= Cover Letter(s) dobe Acrobat PDF27257  Request for confidentiality 04/29/2016 Mo Mo 04/29/2016
Relurnn 153/ Pay for External Photos idobe Acrobat PDFS17644 External Photos 04/29/2016  HNo Ho 04/29/2016
Grantes registration ID Label/Location Info Adobe Acrobat PDF110081 1D Label 04/29/2016  Ho Hlo 04/29/2016
ID Label/Location Info Adobe Acrobat PDF144184 1D Label 04/29/2016 Ho Ha 04/29/2016
Internal Photos dobe Acrobat PDF1052743Internal Photos 04/29/2016  Ho Mo 04/29/2016
Reports Operational Description Adobe Acrobat PDF139983 Operational Description  04/29/2016  Yes o
Operational Description Adobe Acrobat PDF23961600perational Description  04/29/2016  Ves Ho
Pending Applcation Stetus Gperational Description Adobe Acrobat PDFS1629  Antenna info 04/20/2016 Mo Ho 04/29/2016
Operational Description Adobe Acrobat PDFE40687 Antenna info 04/29/2016 o Hlo 04/29/2016
Search hemati adobe Acrobat PDF 3266634 Schematics 04/29/2016  Yes Ho
Grantes Search Test Report dobe Acrobat PDF92089% Test Report 04/29/2016  Ho Mo 04/29/2016
Test Setup Photos idobe Acrobat PDFS20392 Test setup Photos 04/20/2016  No Ho 04/29/2016
Bending Grantes Search Users Manual Adobe Acrobat PDF2136840User Manual 04/29/2016 Ho Ho 04/29/2016
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RF Survey

Faraday Cage / Signal Isolation
Spectrum Analyzer {@ GHz)
ShieldedPassthruPorts

Look for signals that indicate RF coms
Signals = Potential Attack Surfaces




RF Survey

« HackRF

* QSpectrumAnalyzer in hackrf _sweep mode
 Signal Collection and Characterization
* Replay attacks "

* Wifi testing o T SR
— De-auth attacks S = Y trane 3

%7/ = GREAT ScoTT EADGIT =

— Traffic sniffing
— Malicious AP attacks

Bluetooth testing
NFC, RFID, & other RF Tests

Red Crow Lab — Industrial Scale Hardware Hacking 02/23/20249



Near Field Analysisi

* Look for emissions from devices [
« Done using
— Oscilloscope running in FFT /
Spectrum Analyzer mode

— HGLN Amplifier
— Near field probes
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Network Survey

 Internet controllable power switch
* |dentify listening services
PORT STATE SERVICE
80/ tcp  open http
443/ tcp open https

MAC Address:
00:03:EA:06:68:10 (Mega
System Technologies)

« Setup hardware network tap

Hak5Plunderbug

. Red Crow Lab — Industrial Scale Hardware Hacking 02/23/2024@



Network Survey

« Using a tap, collect full packet capture of interaction with the device

login=1l&user=admin&password=rcPassword
Server: GohAhead-Webs

{ap

{tesct html)

SE978 + 80 [ACK] Seq=652 Ack=46@ Win=262144 Len=@
56978 + 82 [FIN, ACK] 5eq=5652 Ack=46@0 Win=262144 Len=@
8@ + 56978 [ACK] Seq=46@ Ack=653 Win=7142 Len=2

=8 Time Source Destination Protocol  Length Info
— 23 3.640417 192.1658.1@1.175 192.168.1@1. 228 TCP 66 SE978 + 8@ [SYN] Seq=@0 Win=54248
25 3.848916 192,168, 1@1. 228 192.168.181.175 TCP 66 B@ + 56978 [5YN, ACK] Seq=@ Ack=
26 3.64@952 192.1658.1@1.175 192.168.1@1. 228 TCP 6@ SE978 + 8@ [ACK] Seq=1 Ack=1 Win
= 27 3.641161 192.168.1@1.175 192,168,181, 228 HTTP 785 POST fgoform/login HTTP/1.1
3@ 3.e4lvae 192.1658.1@1. 228 192.168.1@1.175 TCP 6@ 8@ + 56978 [ACK] Seq=1 Ack=652 W
31 3.846714 192.1658.1@1. 228 192.168.1@1.175 TCP 81 8@ + 56978 [PSH, ACK] Seq=1 Ack=
— 32 3.648@82 192.1658.1@1. 228 192.168.1@1.175 HTTP 485 HTTRP/1.@ 2@@ Data follows
33 3.648291 192.1658.1@1.175 192.168.1@1. 228 TCP (1]
34 3. 648673 192.1658.1@1.175 192.168.1@1. 228 TCP (1]
= 35 3.6491@2 192.1658.1@l. 228 192.168.1@1.175 TCF [=15]
» Frame 27: 7@5 bytes on wire (5642 bits), 785 bytes captured (5642 bits) on interface ‘Device\NFF_{2F28D!
» Ethernet II, Src: ASUSTek(_Fe:db:es (S@:eb:fé:7e:db:ed), Dst: MegaSyst @6:68:10 (0@:83:e2:06:658:12)
» Internet Protocol Wersion 4, Src: 192.168.101.175, Dst: 192.168.101.228
» Transmission Control Protocel, Src Port: 56978, Dst Port: 8@, Seq: 1, Ack: 1, Len: 651
* Hypertext Transfer Protocel
> HTHL Form URL Encoded: application/x-www-form-urlencoded
M Wireshark - Request Sequences - [no capture file] =
Topic / Itern
~ HTTP Request Sequences
™ http://239,255,255,250:1900%
http:f192.168.101.1:571 35 rootDescxml
hittpff 192,168,101, 1:491 52 fwps_devicexml
~  httpf/192.168.101.228¢
¥ hittp:/f192.168.101.228/login.asp
~ httpe/ 192,168,101, 228/ new_account.asp
¥ http:/192.168.100.228  scriptfjavascript,js 7ad02
hittp://192,168.101.228/ |ogin.aspierror=1
¥ http:/192.168.101.228/graphics/background.jpg
hittp://192,168.101.228/|ogin.aspierror=1
¥ httpf192.168.101.228/ goform/mew_account
¥ hittp:/A192.168.101.228/login.asp
~ http/192.168.101.228/graphics/background,jpg
http://192.168.101.228¢ ogin.aspferror=1
~ httpid 192,168,101, 228/ faviconiico
¥ http/192.168.101.228/ 0gin.asp
~  http:/f192,168.101.228/goform/login
¥ httpe/ 192168101228/ index.asp
v hitp:192,168.101.228/view.asp
Display filter: Apply
Copy Save as... Close

A

POST fgoformflogin HTTP/1.1
Host: 192.1658.1@1.228
Connection: keep-alive
Content-Length: 38
Cache-Control: max-age=@8
Upgrade-Insecure-Requests: 1
Origin: http:/f192.168.101.228
Content-Type: application/x-www-form-urBencoded

User-fgent: Mozilla/S.@ (Windows NT 1@.80; Wingd; x54) Applellebkit/537.36 (KHTML, like Gecke) Chrome/
126.2.8.8 Safarifs37.36
fccept: text/html,application/xhtml+:gil ,application/xml;q=0.9,image/avif,image/webp,imagesapng,*/*;q
=2.8,application/signed-exchange;v=b3Pq=02. 7

Referer: http://192.168.101.228/1ogilf. asp

fccept-Encoding: gzip, deflate
Accept-Language: en-UsS,en;q=@.9
login=l&user=adminfpassword ‘
Server: Gohhead-lUebs

Date: Tue Jun 25 @8:83:2@ 2824
set-Cookie: WQKJIhuECnAWAIt7WE+ugRA=3wilRyFzHyn]sIolx; HttpOnly; Path=f
FPragma: no-cache

Cache-Control: no-cache

Content-Type: text/html

Location: /index.asp

/1.8 28@ Data follows

<html><head>
<meta http-equiv=Content-Type content="text/html; charset=utf-5'>
</head><body> <script language="lavaScript's
window.top.location.href="/index.asp";
<fscripts
</body></html>
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Network Survey

« Scan for low-hanging fruit vulnerabilities

Tirne Source Is5ue type Host Path Insertion point Severity Confidence Cammer
11:22:04 25 Jun 2024 Task 2 0 Input returned in response (stored) http:/f192.168.101.228  fsystem.asp WOKIhuEcnAVAIEAW,...  Information Certain
11:13:43 25 Jun 2024 Task 3 0 Input returned in response (reflected) http://192.168.101.228  jftop2.htm WOKJhUEChAVASETW...  Information Certain
11:03:53 25 Jun 2024  Task 3 ® Open redirection (DOM-based) http://192.168.101.228  fskype.azp Low Tentative
11:03:52 25 Jun 2024  Task 3 {';3:3' Open redirection (DOM-based) http://192.168.101.228  fconfig.asp Loy Tentative
11:03:45 25 Jun 2024  Task 3 ! Session token in URL http://192.168.101.228  Aview.asp Medium Firm
11:03:45 25 Jun 2024 Task 3 @ Frivate 1P addresses disclosed http://192.168.101.228  /network.asp Infarmation Certain
11:03:45 25 Jun 2024 Task 3 @ HTML does not spedify charset http://192.168.101.228  feventlog.asp Infarmation Certain
11:03:45 25 Jun 2024 Task 3 @ Frivate 1P addresses disclosed http://192.168.101.228  fogi-bin/ExportSettings.ch Infarmation Certain
11:03:45 25 Jun 2024 Task 3 © cleartext submission of password http://192.168.101.228  fmailSettings.asp High Certain
11:03:45 25 Jun 2024 Task 3 © File upload functionality http://192.168.101.228  Jsavelpgrade.asp Infarmation Certain
11:03:45 25 Jun 2024  Task 3 ! Session token in URL http:/f192.168.101.228  Jeventlog.asp Medium Firm
11:03:45 25 Jun 2024 Task 3 © Frivate IP addresses disclosed http:/f192.168.101.228  Jconfig.asp Infarmation Certain
T R TV O S SUP SOOI Ilbe s feMmm amA A A e ek o o T PR,
Advisory Request Responze Fath to issue
Pretty Raw Hex Render 8 in = Inspector In m T o X
1 HTTP/1.0 200 QK -
: [beees ved fum e ohioiier o e s
4 Pragma: no-cache
5 Cache-Control: no-cache Name Value =
2 Content-type: text/html Date wad Jun 26 01:0.. 5
& <html> ] Server Goshead-Webs >
=1 <frameset frameborder="0" framespacing="0" border="0" rows="g0, *">
10 <frame src="logChoose.asp" name="logchoose™ scrolling="no" marginwidch="0" marginheight="0" noresize> Pragma no-cache >
11 <frame sre="/cgi-bin/eventlog.cgi?type=0&ccsrftoken=0Jrwgx8ZbT0AIZHE0" name="eventlog" marginwidth="0"
marginheight="0" scrolling="no" target="right"> Cache-Control no-cache ?
12 </Eifmi§nﬁsew Content-type text/htrrl >
14
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HT TP Intercept

« Use Burp to identify useful actions
* Determine “effects”
* Create tool to generate effect

Prety ~ Raw  Hex ® no= Inspector w =z - © X

1 GET /cgi-bin/control.cgi?target=l&control=3&time=1719274366948&csrftoken=delNSxgwGhP9V510s5 HTTE/L. 1
2z Host: 159Z.1&3.101.2ZI8 .
5 Upgrade-Insecure-Fequests: 1 Request attributes 2 2
4 TUser-Agent: Mozilla/5.0 (Windows NT 10.0; W 4; xE4) AppleWsbKit/537.36 (EHTML, like Gecko) Chromes/l125.0.8422.112 Safari/537.36 X
5  Accept: text/html,application/xhtml+xml,appli ion/xml;q=0.9, image/avif, image/ wvebp, image/apng, */*;q=0.8,application/signed-exchange;v=b3;q=0.7 Protocel BUUZAR HTTR/2
5 Referer: http://192.168.101.228/status.asp
7 Aheocecept-Encoding: gzip, deflate, br _
5 Accept-Language: en-U3,en;qg=0.%9 Name Value ==
i . - J = 8B7 3 03
o Cookie: .UQKJhch,nA\uJ}St,'?UE+ugEA OPns8RTgSpdvsWolF Method GET 5
i0 Connection: keep-alive
11 Path Jfegi-hinfcantrol.cgi >
12
Request query pararmeters 4 ~
Name Value =
target 1 >
control 3 >
| Jogi-binf/control.cgi?target=l&control=3&time=17192743 EEEJ*&E&csrftuken=cleI‘-IS:-:n:J'JGhPEI'-fSleE.| U BN 2
csritoken deMSxgwGhPIVSIOs5 >
+
Request body parameters 0 w
Request cookies 1 4
Request headers 9 4

Red Crow Lab — Industrial Scale Hardware Hacking 02/23/2024
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Network Effect Tool

 msnEffect.py

import  requests

url =" http://192.168.101.228/ cgi -
bin/ control.cgi?target =1&control=3&time=1719274366948&csrftoken=deNSxgwGhP9VSIOs5 "
headers ={
"Host ™" 192.168.101.228 ",
"Upgrade - Insecure - Requests " " 1",
"User-Agent ":" Mozilla/5.0 (Windows NT 10.0; Win64; x64) Chrome/125.0.6422.112
Safari/537.36
" Accept "
"text/  html,application / xhtml+xml,application / xml;,g =0.9,image/ avifimage [/ webp,image /apng,*/
*:0=0.8,application/ signed - exchange;v =b3;0=0.7 ",
"Referer ":" http://192.168.101.228/status.asp
"Accept - Encoding ":" gzip , deflate, br ",
"Accept - Language ":" en-US,en;q =0.9 ",
"Connection ™" Kkeep-alive "
}
cookies ={
"WQKJIhuECcnAVA3t7WE+ug6A: " OPns8R7gSpJvsWo3F"
}
response = requests.get  (url , headers=headers, cookies=cookies, verify= False )

print (response.text )

’ Red Crow Lab — Industrial Scale Hardware Hacking 02/23/20246




Test Effect

Configuration
Schedule

Tetwark
E-mail
Skype
Account
System
Language

e

Event Log

!

Systemn Status
Save / Upgrade
Online FAZ
Logout

| Connection Status

Assign Site Lahel Target Site IP Address Response TimeTimeout
Google W o ogle.com 1422507236 21 ms 13 %
Bath Yahoo ww yahoo. com B9 147 .71.245 Timeout 100 %
Pingler W pingler.com B9.64.32.114 45 ms 14 %
Ask.com W 35 K. Cam 151.101.70.114 21 ms 13 %
N Router 192.168.101.1 192.168.101.1 1ms 13 %
ohe

| Status and Control

ltem On/Off Control
LS et L Effect Resets
Assigned outlet will auto reset when target site timeout. Only outlets that are On will reset. POWer O Utl et

B Z:cigned outlet will not reset when connection loss is detected.

| Status and Control

Outlet Name
Outlet 1

Outlet 2

Cutlet On B Outlet Off IE‘ Outlet iz On, UIS Reset function is Off or Outlet is not Assigned

4] Command Prompt

C:\Users\Admin>python msnSwitch_effect.py
<?xml version="1.0"?><request><outlet_status>1,1</outlet_status><uis_s
tatus>0</uis_status></request>
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Hardware
Analysis

ST pin naming is from the target's perspectiy
to disable either pin, if desired.

) p1n S |
) puin : 2
id rate - 115200

scal echo? [y/N]: y

UART passthrough! Press Ctrl-X to exit...
0000868] Booting Linux on physical CPU Gx0
060087 Linux version 5.15.61-v71l+ (dom@buildt
2.34) #1579 SMP Fri Aug 26 11:13:83 BST 202
00687 ] CPU: ARMwT Processor [410fdeg3] revis:
Joooe] CPU: div instructions available: patcl
Joooo] CPU: PIPT / VIPT nonaliasing data cach
Joooo] oOF: fdt: Machine model: Raspberry P1 o«

R e 1 | . Rl (R ([



Hardware Analysis

JTAG, UART, SPI

Take resistance measurements against ground with
board powered off. Set Multimeter to ohms Q.

Touch black probe to a ground point.

Touch red probe led to each pin and record
measurements on a table.

Next take resistance measurements against VCC.
Find data sheet, locate VCC pin

Red probe on the VCC pin & touch the black probe
%obelach candidate JTAG pins & record results in
able

7. Power on board, switch multimeter to volts, measure
voltage on each pin. Black probe on ground & red
probe on each pin

8. Search http://[tagtest.com/pinouts for a pinout that
matches findings.

1. Know the device's architecture (arm, mips, etc.)

ok wh &

o ~-JTAG Test

R AR

Home Products  Documentation Download Order FAQ  Resources

AVR JTAG header pinout P I N O UtLOO kU p

Go back to JTAG pinouts



http://jtagtest.com/pinouts

B e D
Example Pinout Analysis Table

PIN RGRNDRVCC V NOTES PIN RGND RVCC V NOTES

Probably
Ground
(GND)
because its
all Os

VCC because
it has O
resistance
against VCC
but 3.3V

High
Impedance
PIN?

Could be TDC

(\[o]
Connected?

Not
Connected?

Probably
Ground
(GND)
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Logic Analysis
Hex "0x48, 0x65, 0x6C O0x6F, 0x20, 0x57
Ox6F, 0x72, 0x6C, 0x64, OX{ID DX

ASCII"H"
A o

>

15:550ms . e rial @
ims  s2me s3me Mms Sms s6ms 7me sme 9me ims  2me 3w Mms 5w

| oxs | oxes | oec | ooec | oxee | 00 | 057 J o 002 ] oxec | oxed ] 000 | 004 ] > Trigger View A

Data

B ASCH Table - ASCH Characte

all1)
art of heading)
tart of text)
(end of text)

(end of transaissic

ne feed, nev
al tab)

line

ontzol 4)
acknowledge)

(group separator
(xecord aeparator)
(unit separator)
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Software Analysis

 Windows Device Software
— PE (.exe) & DLL files

* Linux Device Software
— ELF binaries and .so files

* Firmware Reverse Engineering
— Firmware format identification
— OS & file extraction
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Static Software Analysis Example

FILE NAME: CareLinkUploadeACG7350-3.11.0windows-installer.exe

FILE SIZE:

FILE TYPE:
MD5SUM:
SHA256SUM:
COMPILE TIME:

COMPILE
SECURITY:

DEPENDENCIES:

SECTIONS:
ENTROPY:
IMPORTS:

174372/ 171M

PE32 executable (GUI) Intel 80386 (stripped to external PDB), for MS Windows
cf0a57d5441239da426922e481a2a85e
62b9e6928h3884bc67868423dc9a63d76bb05118ae7c5adalee453355981f383
202301-04 15:12:35

DEP: True
ASLRTrue
NX: True
SEH: True
CFG: False

'GDI32.dII', 'SHELL32.DLL', 'OLEAUT32.DLL', 'WS2_32.dII', 'OLE32.dIl', 'USER32.dIl', 'COMCTL32.DLL', 'msvcrt.dDLICOMDL
'IMM32.DLL', 'ADVAPI32.DLL', 'KERNEL32.dII

11, "text', ".data’, tdata, '.eh_frami, "bss, '.edatd, ".idata, .CRT', tls', ".rsrc, ".reloc
7.9983 (High Entropy, likely contains compressed/encrypted data

GetSecurityDescriptorOwngGetSidldentifierAuthorityGetUserNameAGetUserName\WRegCloseKeiRegOpenKeyExRegQueryValueExA
CopyFileACreateDirectoryACreateEventACreateFileA,CreateFile\ZreatePipeCreateProcessAreateProcessYCreate ThreadDeleteFile A
DeleteFileWExitProcesgrindClosgeFindFirstFile AFindFirstFileWFindNextFile AFindNextFileWWriteConsole WWriteFilg IstrcpyA IstrcpyW,
IstrcpynA IstrlenA IstrlenW,_getpid, _stricmp, _strnicmp _timezone _tzset _write, fputc, fputs, fread, free,frexp, fseek ftell, fwrite, geteny, gmtime,
isalnum Idexp localtime log, log10, malloanemcmp memcpy memmove memset mktime, modf, pow, printf, puts,gsort, reallog setlocale signal,
sin, sinh, sprintf, sqrt,sscanfstrcat, strchr, strcmp, strcpy, strcspn strerror, strlen, strncmp strncpy; strpbrk, strrchr, strspn strstr, strtod, strtol, strtoul,
swprintf, tan, tanh, timetolower, toupper, vfprintf, vsprintf, wcschy wecscmp wescpy weslen wesnemp GetAsyncKeyStat&etCapture
GetClipboardDataGetClipboardOwneiGetFocusGetForegroundWindonwGetKeyStateGetKeyboardLayouGetWindow MessageBoxA
OpenClipboargPeekMessageAostMessagePostQuitMessagesendMessage\Waccept, bindglosesocketconnectgethostbyaddy
gethostbynamegethostname getpeername getservbynamegetsocknamegetsockopt htons, inet_addr, inet_ntoa, ioctlsocket listen,ntohs, recy,
select, sendsetsockopt socket
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Static Software Analysis Example

Interesting Error from IDA Indicating
how the program was built

W Please confirm =

The input file was linked with debug information

and the symbol filename is:
"DivJenkinshvorkspacetuploader_pipelinetbuildiscpxbd_protect'x 6P\ Release’WWinCarelinkLauncher.pdb”
Do wouwant to look for this file at the specified path

and the Microsoft Spmbol Sepcer?

——

21 1

i -

- Ty =

i A |

: - i]i =4 ' i
View Flow Graph to begin to | I — N ) 2 5 '
understand the program e et

1 g

P &

;EF'%_‘ ﬁﬁ*f?:_? [

ﬁ:h'

[ s ol [ T I
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Static Software Analysis Example

Look at potentially useful imports
— CreateFile, WriteFile, RegSetValue, fopen
— Malloc, free, strcpy, gets, CreateProcess

— Socket, connect, bind, CryptGenKey

Jddata:
Jddata:
Jddata:
Jddata:
.didata:
Jddata:
Jddata:
Jddata:
Jddata:
Jddata:
.idata:
.idata:
.idata:
.idata:
.idata:
.idata:
.idata:
.idata:
.idata:
.idata:
.idata:
.idata:
.idata:
.idata:
.idata:
.idata:
.idata:
.idata:
.idata:
.idata:
.idata:
.idata:

B al4ea7
B al4ea7
B al4ea7
B al4ea7
BEEBR14887 .

bR

b}

R R R ]
[alinl

b

b R e iy My e e ey Wy M

]

[ R R i~ o xR wJ c J w J n J  J c J  J c~ c  Jc J JY~
o

o R R B B O B i B B i i B R i i R i i i

R i R R B R R R i
[ R R R R R R B R R R i R R e R

[ R R R o i B R R i R R R R e R
[ R R R R i R B R R s R B R

ol )

g e e Qe e e et e e g

BoEOEEEEEE BB BB B BB BB R R BB R R

OO0 000000000000 000D 00D 0D D

[l I R I R R R R R R R R R R R R e R R R )
1

]

[T B B EY Y B B O Yy Oy O Y O Y I Y WYL O R Y R WY R WY ¥Y)
WO L L L W L) L LY L L L L L L W W W

[l =
0000 @ @ 5 G 0 000000 00 G0 G0 0D G0 00 00 0O 0O G D 00O 00 0O 00 D @ O Do D0 D0

mmmmmmmooQooQooogn

BOOL _ stdcall WriteFile(HANDLE hFile, LPCVOID lpBu

LPVOID _ |
BOOL _ st
int _ std
int _ std
BOOL _ st
LCID st
BOOL _ st

extrn GetModuleHandleExw:gword

; CODE XREF: sub_l4@8@85BE48+251p
; DATA XRE sub_146885BE48+25Tr

; CODE XREF: sub_1488623C8+34Efp
; sub_l4ee@623Ce43971p ...

extrn WriteFile:qword

[ refs to WiriteFile O *

Direction Typ Address Text

[y

= Up p o sub_1400623C0+397 call  catiriteFile

@ Up  p werite_text_ansi_nolock(int,c.. call  cstWriteFile

@ Up p o werite_text_utfl8le_nolock{in. call  csdWriteFile

@ Up  p o werite_text_utf8 nolock(int,c.. call  cstWriteFile

= Up p o sub_14006200C +262 call  catiriteFile

@ Up v sub_1400623C0+34E call  cstifriteFile <

@ Up v sub_1400623C0+397 call  csiWriteFile

@ Up ¢ werite_text_ansi_nolock(int,c.. call  cstWriteFile

@ Up v werite_text_utfl8le_nolock{in.. call  csiWriteFile

@ Up v werite_text_utf8 nolock(int,c.. call  cstWriteFile

@ Up v sub_14006200C +262 call  csiWriteFile

< >
Cancel Search Help

Line 1of 12

ffer, DWORD nNumberOfBytesTolrite, LPDWORD lpNumberOfBytesWritten, LPOVERLAPPED lpOverlapped)

Map out and
review all calls
to useful
imported
functions

Red Crow Lab — Industrial Scale Hardware Hacking
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Static Software Analysis Example

« Map out installed files security: EXEs, DLLSs,
Drivers, Services, Reg Keys

FILE NAME C\Program FilesMedtronic\ Carelink Uploadeh DSSWinCareLinkLauncher.exe
IS PE yes

FILE SIZE 0.767120361328125MB

MDSUM 2BCF5A8589360C5A9794774ADS58A7C1

FILE PERMISSIONS NT AUTHORITYYSTEMullControl BUILTINAdministratorsFullContro]
BUILTINUsersReadAndExecuté&ynchronize; APPLICATION PACKAGE
AUTHORITXLL APPLICATION PACKARBESANDEXecutesynchronize;
APPLICATION PACKAGE AUTHARITRESTRICTED APPLICATION
PACKAGHSadAndExecut&ynchronize;

USED AS SERVICE no
ARCHITECTURE 32BIT

SECURITY FEATUR ASLR, DEBafeSE}StrongNaming
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Static Software Analysis Example

— Keys
— Passwords
— Secrets

'C » Local Disk (C) » Prograrn Files » Medtronic » Carelink » Uploader » DSS » localweb

 ldentify files with: ..

j configuration
j data_tokens

j greylist

j latestversion
j metadata_token
j patientinfo

j servertirme

j uploadstatus
T whitelist

— Operation hints

— Ips / Servers

~

v O Search localweb

|
File Edit Format  View Help
{
"firstName™: "Paul™,
"lastlame™: “Smith",
"country™: "USA",
"clinicName®™: "5San Lupine Diabetes Center™,
"dateOfBirth™: "
"lo =en-Us",
okenExpilrationTime™: “28117-12-31T98:49:12.1327",
"sakeKey": "7D8w/FxUCW/shdEIPBATiqtPysH74dCQUACO3ARRZ I 8uS LAgbY SpsDAKNoojOf 2Cc
"controlCodes™: {
"connectionTimeOut™: 3,
"loglewvel™: 2,
"tracelpload™: "MNONE™,
"encryptlionkey™: "thislsasimpleencryptionkeyandiswverylong”,
wdiagnosticControlCode™: false

})

"devicelist™: [

]

e

Ln 14, Cal 57 100 Unix (LF) UTF-8

j data_tokens - Motepad

File Edit Format Wiew Help

i

"kind": "BLENGE

"repositoryType™: "PUMP_HISTORY",
"secureToken™: "FwMDACCAABAAARAAAADT 1oPEUX+5d
"recache"™: false

cjMEEkE1I4133eumGEKvpkE axOSy

"repositoryType™: "PUMP_SENSOR_HISTORY™,
CsecureToken™: " FwMDACCABAAAABAAAEE Ll
geache™: false

ELluZYKRe9 W+ 15 ACSEA 23 j01 s AzQ+ FxBE

"wersion™: "1

Red Crow Lab — Industrial Scale Hardware Hacking
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Static Software Analysis Example

 Disassemble JAVA files and look for
device controls & secrets
SECRET HANDLING HARDWARE CONTROL

package com.ftdi;

package com.medtronic.diabetes.utils;

import com.medtronic.diasbetes.fusion.device.common.Util;

= import com.whitecryption.skb.Cipher;

. . . . import com.sun.jna.library;
import com.whitecryption.skb.SkbException; import com.sun.ina.Memory:

import java.util.UUuID; import com.sun.jna.Platform;
import libuploader.Lloader; import com.sun.ina.Pointer;

import com.sun.ina.Structure

import com.sun.ina.Structure.Fieldorder
import com.sun.ina.ptr.BvteByvReference;
import com.sun.ina.ptr.IntByReference;
import gom.sun.jna.ptr.PointerByReference;
public static native byte[] getCipherIv{UUID paramUUID); import com.sun.jna.ptr.ShortByvReference;
import java.nio.file.Path;

public static native byte[] decryptWithNoPadding(Cipher paramCipher, byte[] paramérrayOfbytel, b jimport java.nic.file.Paths;

import jawva.util.Objects;

= public abstract class SecurityUtils {
public static native byte[] encryptWithPadding{Cipher paramlipher, byte[] paramirray0fbytel, byt

public static public interface FTD2¥¥ extends Library {

i i public static final int DEWICE_INFO_LEN = 184;
public static byte[] paramirrayOfbytel, byte[] paramir
static String getLibraryPath{) {
public static i encryptWithPadding(CiphenparamCipher, byte[] paramérrayOfbytel, byt String FTDI_DRIVER = "FTDI-Driver";
String DRIVERS = "Drivers";

Path path = null;

if {(Platform.isWindows()) {

. . . if (Platform.ise4Bit()) {
public static native byte[] zorfrrays({byte[] paramérrayDfbytel, byte[] paramtrrayOfbyte2); path = Paths.get("Orivers", new String|

public statdic i Ofiect paramObject);

T else {
public static native byte[] decryptWithPadding{Cipher paramCipher, byte[] paraméirray0fbytel, byt path = Paths.get("Drivers", new String[\
¥

public static native byte[] encryptWithBlockSizeExtension(Cipher paramCipher, byte[] parambrrayl b else if (Blatform.isMac()) . X X
path = Paths.get("Uploader.bundle®, new String[] { "Contents', "Home", "Drivers", "usb", "FTDI-Driwver"

T else if (Platform.islinux{)) {

"ETDI-Driver", INAZHEA" 33

f "usb", Tand6d”,

{ "usb", "FTDI-Driver", "i3se6", "Fih2zx" ¥i;

public static native byte[] encrypt(Cipher paramCipher, byte[] paramArrayOfbytel, byte[] paramar path = Paths.get{"/homesandriy/Projects /Gl suploader/deployment /lavouts /1in.xé6d/Drivers fusbfFTDI-Driver)
¥
public static native UUID retrieveSystemId(); Objects.requireNonNull{path, "Error during initialization of path in FTDZ¥X");
return path.tofbsolutePathi).toString();
¥
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Dynamic Software Analysis Example

 Monitor everything the application does
— Registry modifications
— File system modifications
— Process table changes
— Network connections

333479212878 PM
238:47.9231203 PM
333479231533 PM
3353479232705 PM
3:35:47.9243054 PM
3:35:47.9243216 PM
335:47.9245414 PM
2358479260144 PM
3:35:47.9309343 PM
3:35:47.9309631 P
233479311154 PM
233:47.9320743 PM
3353479323933 PM
3:35:47.9325654 PM
235:47.9370215 PM
3:38:47.9370573 PM
333479371417 PM
3:35:47.9455752 PM
3:35:47.3460460 P
33847 9460607 PM
23847 9460245 PM

WinCarelinkLauncher exe
WWinCarelinkLauncher. exe
WinCarelinkLauncher exe
WinCarelinkLauncher exe
WinCarelinkLauncher exe
WWinCarelinkLauncher. exe
WinCarelinkLauncher exe
WinCarelinkLauncher exe
WinCarelinkLauncher exe
WwinCarelinkLauncher exe
WWinCarelinkLauncher. exe
WinCarelinkLauncher exe
WinCarelinkLauncher exe
WinCarelinkLauncher exe
WWinCarelinkLauncher. exe
WinCarelinkLauncher exe
WinCarelinkLauncher exe
WinCarelinkLauncher exe
WWinCarelinkLauncher. exe
WinCarelinkLauncher exe
WinCarelinkLauncher exe

B0ES &% Load Image
A063 Ba CreateFileb apping
A063 Ba CreateFilebd apping
F0E2 &7 Load Image
A0E3 Bﬁ CreateFileM apping

A063 Ba ClueryStandard nformation. .

A063 Ba CreateFilebd apping
BO0E2 &7 Load Image

A0E3 Bﬁ CreateFileM apping
A063 B@ CreateFilekd apping
B0ES &% Load Image

068 Eh DuerMamel nformationFile
B0E2 &7 Load Image

B0ES &% Load Image

A063 Ba CreateFileb apping
A063 Ba CreateFilebd apping
F0E2 &7 Load Image

A0E3 Bﬁ CuerpStandardinformation. .

A063 B@ CreateFilek apping

A063 Ba ClueyStandard nformation. .

E06S Bk CreateFileM apping

Sysinternaldor
windows system
monitoring

C:AwindowshSpztem 32y cypt22.dll
C:hwiindowshSyetem32ywerzsion. dll
C:hwiindowshSystema32swversion. dll
C:vwindowzhSpztem32ywerzion. dll
C:MwindowshSpztem32yimm32. dll
C:hwindowshSpstem32yimm32. dll
C:WwfindowshSpstem32yimm32. dll
C:Wfindaws\System3@imm32 di
C:MwindowzhSpetem32ymzaznl . dll
C:hwiindowshSpetem32ymzaznl dll
C:hwiindowshSyetem32smeaznl . dll
C:%Prograrm Files\MedtranichCarelink \ ploaders DS SMinCarelink Launcher exe
C:vwindowszhSpztemnm32WSHCore. dll
C:MwindowshSpztem 32y combaze. dll
C:hwindowshSpstem 32y T extShaping. dil
C:MwfindowshSpstem 32y T extShaping. dil
C:vwindowszhSpztem 32T extShaping. dil
C:MwindowshFontzhStaticCache. dat
C:wfindows\FontzshStaticCache.dat
C:Wwfindows \FontzhStaticCache. dat
C:Ywfindows \FontzhStaticCache. dat
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Dyvnamic Software Analysis Exam

Run software in debugger
Identify useful imports, set breakpoints

Bl cpy . Log ' Mokes Breakpoints R Memoty Map jll Zall Skack, =F SEH H Scripk ﬁ Symbols €2 Source # peferences
Ease Module Farty Fath A Address Twpe ordinal | Symbal

O000FFFFEEQLOO00 | wincarelinklaunchenld User CihProgram FilessMedtronichCa O000FFFS0OFSE2030 | Symbal wWriteConsoleInputyYOMa
O00OFFFS05310000 | version.dll B Swetem | Ciwindowsy System3 2 version. d O0007FFFE0FSE2030 | Export| 1566 wWriteZonsoleInputyOMa
O000FFFE0AA50000 | apphelp. dll EH system | Cihwindowsh Systems 2t apphelp. d O000FFFSOFSE20C0 | Symbal wWriteConsoleInputYOMe
O000FFFE00100000 | win32u.d11 E syetem | Cihwindowsh Systemz2hwinzzu. dl O000FFFSOFSE20C0 | Export | 1567 wWriteConsoleInputYOMe
O000FFFE001C0000 | ucrthase. dl1 E syetem | Cihwindowsh Systems2hucrthase. O000FFFS0OF9FSSF0 | Symbal wWriteConsoleInputy
OO0OFFFE002Z0000 | mswep_win.dll E Swetem | Wi ndows s Sys tem3 2N mswop_i n O000FFFE0FSFESF0 | Export| 1568 wWriteZonsoaleInputi
O000FFFE00460000 | gdi32Tull.d11 B syetem | Ciswindowsy Systems2hgdizz Tull O000FFFS0OFSF5 200 | Symbal wWriteConsoledutputs
O000FFFE005S0000 | crypt3z2.dll E system | Cihwindowsh Systems2hcrypt3z. d O000FFFSOFSF5 200 | Export | 1569 wWriteConsoledutputs
O000FFFE00GEQOOD | wintrust. dll B system | Cihwindows Sys tems 2hwintrust. O000FFFS0F9F5210 | Symbal wWriteConsoledutputAttribute
O000FFFE00750000 | kernelbase.dl1 B syetem | Cihwindowsh Systems2hkernelBas O000FFFS0OFSF5 210 | Export | 1570 wWriteConsoledutputAttribute
O000FFFE00AS0000 | borypt.dl] E syetem | Ciswindowsy Systemz2hborypt. dl O000FFFS0OF9F5 2920 | Symbal wWriteConsoleoutputcharacters
O000FFFE00AS0000 | user3z2.dl1 E system | Cihwindowsh Systemz2huser3z.dl O000FFFS0OF9F5 920 | Export | 1571 wWriteConsoleoutputcharacters
0000FFFS00C00000 |mswert.dl ] B Swetem | Chwi ndows s Sys tem2 2 mswort. dl O000FFFE0FS75 230 | Symbal wWritelonsoledutputcharacteriy
O000FFFE00000000 | gdizz.dl1 B system | Ciswindowsy System32hgdizz.dl O000FFFS0F975930 | Export | 1572 wWriteConsoledutputcharactery
O000FFFE00F20000 | adwapizz.dll B syetem | Cihwindowsy Systems2hadwapizz2. O000FFFS0F975 240 | Symbal wWriteConsoledutputy
O000FFFE0E250000 | shlwapi.dll E system | Cihwindowsh Systemz2hshlwapi.d O000FFFS0F975940 | Export | 1573 wWriteConsole0utputy
O0O00FFFS0ES40000 | shell132.d11 B Swetem | Ciwindowsh Systemazhshell13z2.d O000FFFE0F275&00 | Symbal Wil LeLOr> o len
O000FEESSEE2 0000 | FpCrtd, drd B system | CiswWindowsh Systems2hrportd, dl O000FFFS0F275 600 | Expart | 1574 Writelonsolew
OF0FFFE0F7F20000 | sechost.dll E system | Cihwindowsh Systemzzhsechost. d Symbol wWriteFile

CLOOOFFFE0FS50000  kernelzz.dll B syetem  CiswWindowsh Systemzz2hkernel3z. Export| 1575 wWriteFile

ntdl1.d11 B cwetem | Crwindows s Systema2hntdl1.d71 O000FFFE0F2FE2F0 | Symbal WriteFileEx
QO007FFE0F2752F0| Export [ 157 WriteFileE:

B L B rotes Breakpoints - Memory Map W call Stack 2 SEH B script E Symbuols <2 Source ®  References = Threads & Handles §7 Trace

wpe Address Module/Label /Exception State Oisassembly Hits | Sunmmary
oTtware

O000FFFF2SEQOSE270 | <wincarelinklauncher. exe.0ptionalHeader. AddressOTEntryFoints One-time |sub rsp,z& u] entry breakpoint

00007 FFS00AASE90 | <user3z2.dll. Loadstringws Enabled |sub rsp,3s u]

OO00FFFE00F36200 | <adwapi3z.dl]l.CryptcreatedHashstubx= Enabled |jmp gword ptr ds:[FFFS00FCCOSS] u]

00007 FFES0F9EEAZD | <kernel32.d11. 15 trompwstube Enabled | jmp gword ptr ds:[=&15Cromphe] u]

O000FFFE0F2EC7 20 | «kernel32.d17.1s trompastube Enabled |jmp <kernel3z.lstrompas u]

O0007FFFE0F2E0370 | <kernel32.d]11.GetExitCodeFrocess Implementations Enabled |mow gword ptr ss:[rsp+&] ,rbx u]

OO00FFFENFRCoITd wie ieigeva e EatalExitx Enabled |sub rsp,zs u]

NSy FFEO0FS72160 | <kernel3z.d11.1strcpyms Enabled |mow ri,rcx u]

0000FFFS0FS751F0 | <kernel3z.d]].ReadFilex Enabled | jmp gword ptr ds:[<aReadFile=] u]

OO00FFFE0FS7E2ED | <kernel32.d11.WriteFilex Enabled |jmp gword ptr ds:[=&writeFile=] u]

00007 FFE0FADDESD | <ntd]1.d17. _stricmp= Enabled |[sub rsp,2% u]

SANOFFFE0FADDSAD | <ntd]11.d17. _strnicmp> Enabled |sub rsp,zs u]

—_—
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Dynamic Software Analysis Example

* Look for clues when breakpoints are hit

INT3 breakpoint at <kernel3z.ReadFile= (00007FFS0FS7S1FO)!

R

R

R10
R11
R1z
R13
14
15

RIF

RFLAGS
ZF 1
OF 0
_F 0

ooooooo00ooo0aaan
oo00oo000o00aaan
uiulnfa]ujuiuyuiuininiuinh §=ie
000002 684836C310
Qoo0o000o0001000
O0000000ESAFEEFS
Qo0002es450cE0C0
oo00oo000o00aaan

Oo000000000010a0
OO0OO0DDERAFESES
OO00OO000000000~8
aoooooooooo0aaoo
ooooooooooo00003
o000000000001aaa0
Qooooo000oo0000lE
000002 684836C310

O000FFFE0F3751F0

OO000000000003 44

PF 1
SF O
TF 1

AF O
OF 0
N

L's'

"threadrriori ty=truesnble.base.url=http: A/blest.inrange.me: 7095 fapi fdataupl oad A1

L' threadrPriority=trueinble.base.url=http: //blest.inrange.me: 7035 fapi dataupload

"threadrriority=truesnble.base.url=http: /blest.inrange.me: 7025 fapi fdataupl oadA«1

<k Ert

OO00FFFE0F3FCLFD
O00DFFFES0F3FELFE
O000FFFE0FSFS1FT
O00DFFFE0F27ELFE
O000FFFES0F2FELFS
O000FFFS0FSFE1FA
O00DFFFE0F27ELFE
O000FFFES0F2FELFC
O000FFFE0FSFS1F0
O00DFFFE0F27ELFE
O00DFFFES0F3FELFF
O000FFFE0FSF5200
O00DFFFE0F27E2Z0E
O00DFFFE0F27EZOT
O00DFFFE0F7EZ0S
O000FFFE0F275209
O00DFFFE0FS7E20A
O000FFFE0FFEZOE
O000FFFE0FSFE20C
O00DFFFE0F27E200
O000FFFES0F27EZ0E
S0F o N
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FF25 FAEBFOSO0 imp gword ptr ds:[<&readFilex] FeadFile
2

CcC

FF25 F2BFOS00 ReadFileEx
CC
i
i

CcC

jmp qword ptr ds:[<&readFileEx:]
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Dynamic Software Analysis Example

2

48@ 3.159420 192.168.101. 214 224.0.@.251 MDNE 86 standard

query 2x@822 PTR _oculusal sp w2. tcp.lecal, "QM" question
481 8.18966@ fe8@: :55ac:7@87d:51d- ffez2::fb MDNS 186 Standard query @x@280@ PTR _cculusal_sp_w2._ tecp.lecal, "QM" question
AR £ AROSEA FoR A aEC nr s FATAC1 A FEAD 2w Fh [T1at AT 22A 4 ardaind Avseno OTno L 1 OCC 1 TALD OCULST T, l l . 1 1 | T . | =¥ LCC L TARD OCLLATT, 1 1T
| M ireshark 170 Graphs . Ethernetd - [m| X
Endpaint Settings Ethermet 14 IPv4'34  IPve'3  TCP'35  UDP'31 ‘Wireshark IfC Graphs: Ethernet
e e Address Packets Bytes  Te Packets T Bytes Rx Packets R Byte
o ] 13.107.246.66 4 299 bytes 3 245 bytes 1 Sdbyte ,u\
L] Limit to display iker 12.248212.111 6 378 bytes 3108 bytes 3180 byt s [
20.7.215.90 22 T.532KiB 12 2483 KiB 10 5.049 Kif [
204213452 2 126 bytes 1 66 bytes 1 E0byte \
34,214.65.117 2 126 bytes 1 66 bytes 1 60byte \
35.186.224.24 3180 bytes 1 80 bytes 2 120byte |
41196.121.44 3335 bytes 1149 bytes 7 186 byte 600 |- \
52,177.82.91 3 238 bytes 1 87 bytes 2151 byte |
54,85.240.191 3 335 bytes 1149 bytes 7 186 byte \
57.144,104,141 1 86 bytes 0 Obytes 1 S6bytes B \
Copy - 57.144,104,145 12 098 bytes 4 316 bytes 8 Sh2bytes F |
99,83.181.31 7 126 bytes 1 66 bytes 1 60bytes 2 apn | ]
R 104.244.42.194 12 950 bytes T 534 bytes 5 AlGhytes O \
142,250.72.3 18 B8.289KiB 10 4,795 KiB 8 3453 Kif | |
142.250.72.10 20 8163 KB 11 4562 KiB 9 3607 Kif I|' \
142.250.72.42 13 1.6 KB 7818 bytes 6 070 byte | \.
142,250.72.46 35 13,337 KiB 17 3.470KiB 18 9.867 Kif a0 1 / \
142.250.72.66 20 BETZKB 11 4716kKiB 2 4156 KiH . |'I \
142.250.72.67 2 808 bytes 4 412 bytes 4 306 byte Ve . | ‘
Protocol | 1ezzsan03.a 2 173 bytes 1 60 bytes 1 113 byte yd NG | |
Bluetooth 173.194.54.168 1,009 1,193 MiB 971 1,166 MiB 128 32778 KiB o - // ‘n._,_q__EJ,' I\_
DCCR 184.105.99.43 11 1.761 KiB 6 988 bytes 5 815 byte a —
Ethernet 192,168.101.1 4 446 bytes 2 280 bytes 2 166 byte o o : T "
FC 192.168.101.43 1 107 bytes 1 107 bytes 0 0 byte Tirne {5
FODI 192,168,101.63 7 1080 KiB 4 1.678KiB 3 298 byte
IEEE 802.11 152,168,101,152 5395 bytes 5385 bytes 0 Obytes Mopacfersin inerval ).
IEEE 802.13.4 182.168.101.173 3353 bytes 2108 biytes 3 MEbyter [ppopleq GraphMame  Display Filter  Colar Style ¥ doeis ¥ Field SMA Period YA
1Pt 162,168.,101.175 1,210 1.254 MiB 232 63,751 KiB 1,078 1.192 Mif -
|PvE 192,168,101.214 20 3.891KiB 20 3.891KiB 0 Obyte D E7ier tepanalysisfiags [l B Pl iz 0",
1 1P 192,168.101.255 4 252 bytes 0 Obytes 4 252 bytes | ¢ >
O nam 190,232,73,140 2 147 bytes 1 67 bytes 1 80byte
O MPTCE 224.0.0.22 1 54 bytes 0 Obytes 1 Sbyte +||—| | EJ Mouse (@) drags () zooms Interval [1sec  ~ [ Time of day [ Log scale Automatic Update Reset
O MNCP 22400251 17 3146 KiB 0 Obytes 17 3146 kiB
O  openSAFETY 230,55,255.250 5 1,007 bytes 0 Obﬁes 5 1,007 byte AV RS STy opy from Help
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Mobile App Analysis

« Static Analysis
— MobSF
— IDA Pro, Ghidra, Radare2, JD-GUI

] L] e
Filter.java
 Dynamic At |a| SIS
PowerManager pm = (PowerManager) .getSystemService(Cont:

PowerManager.Wa ock wakeLock = pm.newWakelLock (

wakeLock.acquire() 4

L L]
[] pixelsDs [bitmap.getWidth() * bitmap.getHeight()]
— I l rO I I O [1 pixelsSrc = [bitmap.getWidth() * bitmap.getHeight()]
u Filter -~ apply()

splayingbitmaps (Google Pixel_2_XL_API_P)

& ENERGY ~ Modeled @

 Logcat, adb, Profiler Geeoed = mEEE

ui.ImageDetailActivity - stopped -... ui.l...  ui.lmage... ui.ImageGridActi...

Tag: filter:GrayscaleFilter

ENERGY c M Network: None [l Location: None

[ Level: Partial
I I d d I e r . Callstacks: 1

v 00:00:43.757 Acquired

)
+ getClass().getSimpleName())

apply:24, Filter (com.example.android.displayingbitmaps.util.filte

dolnBackground:162, ImageDetailFragment$FilterTask
dolnBackground:134, ImageDetailFragment$FilterTask
— -
| call:313, AsyncTask$2 xar 1 e

[
SYSTEM

5.000 0 0.00 56.000 0 000 01:06.00C 01

Show Al ® 41.385- 45.901
System Event ipti Called By Timeline

Wake Lock: Partial filter:GrayscaleFilter Filter.apply 5

run:256, AsyncTask$SerialExecutor$1

Red Crow Lab — Industrial Scale Hardware Hacking
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Mobile App Static Analysis

1. Acquire APK
2. Scan APK with MobSF

& APP SCORES

U

Security Score 55/100

vjaz2

‘. a0 Mob3F Srorecard |

ACTMITIES
View @
Exported
4| Activities
a

€8 SGAN OPTIONS

Manage Suppressions

O start Dynamic Analysis

@ FILE INFORMATION

XA MiniMed™ Mobile_2.5.0_APKPure.apk

) 46.34MB

(I8 b72ah77eed2741cf101e41d2b063ch17

BT ddac3es5845a1e9baRE T0aa5385c3fAhc7ObE0CS

SERVICES RECEIVERS
View @ View @
Exported Exported
Services Receivers
] 2

i DECOMPILED CODE

i APPLICATION PERMISSIONS

PERMISSION T

android.permission. ACCESS_NETWORK_STATE

android.permission. ACCESS_WIFI_STATE

android.permission. AUTHENTICATE_ACCOUNTS

@ View AndroidManifestaml <f> View Source <> View Smali

&.Download Java Code & Download SmaliCode &, Download APK

STATUS

o=

B2 7192079be343ef50a07803122b0ad 1bfsb1 278207 e4a1926d504220dfebEs

i APP INFORMATION

IR Minibted™ Mobile
com.medtrenic.diabetes.minimeadrmebile.eu
com.medtrenic.minimed.vi.startupwizard. SplashScreensct
o sov B i ot B wson]

EER] Android Version Code RN

PROVIDERS
View @&
Exported
Providers
[
Search:
INFO DESCRIPTION

view network
status

view Wi-Fi status

actas an account
authenticator

Allows an application to view the status of all networks.

Allows an application to view the information about the status of Wi-Fi.

Allews an application to use the account authenticater capabilities of the Account Manager,
including creating accounts as well as obtaining and setting their passwords.

Red Crow Lab - Industrial Scale Hardware Hacking
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Mobile App Dynamic Analysis

Create Android Emulator (not all APKs will work)
Install MITMProxy Certificate
Configure Android Web Proxy Settings

Use MITMProxy to analyze/modify web traffic
1. Can use Burp and Burp Cert

5. If App Uses Cert Pinning use apk-mitm to strip cert from

> w N

APK
1. Large APKs can be stripped on a temporary high resource
AWS node

user@ubuntu:~% apk-mitm tiktok-29-1-16.apk

Red Crow Lab — Industrial Scale Hardware Hacking 02/23/2024@



Analyzed Website

Mobile Analysis

Start  Options | Flow
© mim c 7al | L I}

AndroidWifi Replay Duplicate Revert Delete Mark= Download Exports  Resume Abort

O = Running De [, Pixel 4

G D0« o n @ W™D

[URC B O |

A hitps fw redcrowlabcom

The HTTP proxy is used by the browser but Flow Modification Export Interception
may not be used by the other apps
Path Method Status Size Time Request | Response | Connection  Timing
Install mitmproxy's Certificate 10022 < hitps: s redderoud sb.com GET 200 31k 80ms | (IRITEIEIE

Author"y Presey por Date: Thu, 28 Apr 2823 23:53:37 GMT
| Windows 8066 Server: Apache/2.4.41 (Ubuntu)

B Gl mitmproxy-w-ourlp12 . - BExpires: Thu, 19 Nov 1981 88:52:80 GMT
W Show Instructions Cache-Control: no-store, no-cache, must-revalidate
Linux . " - Pragma: no-cache

e Traffic Interce PLON vt

5 Show Insimictiors Content-Encoding: gzip

macos CANCEL  SAVE Content-Length: 3124

@ Germitmproxy-caen pem Keep-Alive: timeout=5, max-18@

T— Connection: Keep-Alive

108 - please rezd the instructions! Content-Type: text/html; charset-UTF-8

2 Getmilmproxy wacertpem [decoded gzip] HTML @ Edit| &Replace | 2] View: auto v
= show Inatmictions

<html>
Andraid <STYLE>A {text-decoration: none;}</STYLE>
8 Gt mitmproxy-ca-cert cer . <style>
W Show Instructions. ’ img {

max-width:85%;
height: auto;

i

table {
border-collapse: collapse;

i

#table2 {
border-collapse: separate;
border-spacing: 15px 0;

client connect

MITM Certificate B ottt [
server connect www.gstatic.com:443 (142.256.72.3:443)
Insta

disconnect www.gstatic.com:d43 (142.2560.72.3:443)
disconnect www.redcrowlab.com:443 (144.202.71.144:443)

- .exe —-mode regular@s@é6
Android Emulator oy Listerig ¢ <sh
Web server listening at http://127.0.0.1:8081/
client connect

Web Prox Setu server connect www.google.com:4u43 (142.250.69.228:
client disconnect

server disconnect www.google.com:uu3 (142.250.69
client connect
client connect
server connect www.redcrowlab.com:du3 (1u4 .1du:4u3)
server connect www.redcrowlab.com:4u3 (144.202.71.144:443)
client disconnect
server disconnect www.redcrowlab.com:u443 (144.202.71.144:443)
client disconnect
server disconnect www.redcrowlab.com:u443 (144.202.71.144:443)
client connect

> connect www.redcrowlab.com:443 (144.262.71.144:443)

r disconnect www.redcrowlab.com:443 (1u4 .71.144:443)
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Tool Development

* Build tools to automate tasks, replicate
attacks, and collect instrumentation data

Anthony S. Clark

redcrowlab

Rewverse Engineer, Greybeard Hacker. | am
not a coder so please be kind.

Popular repositories

PoC Code to detect if running in a virtual rmachine

©

Autornates recon of Uniz based system

@ chell

Red Crow Lab — Industrial Scale Hardware Hacking

Anornaly detection in Full Packet Captures

Pythion

Exfiltrates hasetd encoded data ower HTTP

Pythion

Fublic Public

Collects ELF File Format data

Pothon
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Tool Development

S

rcWinFileScan.ps1 X

# rcwWinFileScan - PowerShell Script for analyzing a programs directory security.

# Import required module for PE analysis
#Install-Module -Name PESecurity -Force -SkipPublisherCheck

param {[string]%dirPath)

[F - T, AT

R R IR R SRR ISR AR R T EEERF
10 # Function to get file hashes
11 =function Get-FileHashes {

1z param ([string]%filePath)

13 fmd5 = Get-FileHash -Path $filePath -Algorithm MD5

14 $sha256 = Get-FileHash -Path $filePath -Algorithm SHAZ56

15 return 3mdS.Hash, Ssha256.Hash

16 |}

7

18 #EE #i#

13  # Function to get PE file info
20 Ffunction Get-PEInfo {

21 param {[string]%filePath)

22

23 fpeInfo = Get-PESecurity -file $filePath

24 farch = if ($peInfo.Is64Bit) { "64BIT" 1} else { "32BIT" }
25 fsecFeatures = &()

26

7 if ($peInfo.ASLR) { %$secFeatures += "ASLR" }

28 if ($peInfo.DEP) { $secFeatures += "DEP"

29 if ($peInfo.SEH) { $secFeatures += "SEH" }

30 if ($peInfo.SafeSEH) { SsecFeatures += "SafeSEH" }

31 if ($pelnfo.StrongNaming) { $secFeatures += "StrongNaming” }

FILE NAME =] C:%Program Files\MedtroniciCarelinkiUploader'D554wvc_redist. exe

FILE 5IZE *=] 24.065%7730102539MB

MDSUM * ] CDCESDSEE259D8071FA82F522C5C7D6E

SHAZ56 =] CE6593A1520591E7DEAZE93FD03116E3FC3B3821A0525322B0A430FAAGE3C0BS

FILE PERMISSIONS =] NT AUTHORITY)SYSTEM FullControl; BUILTIN\Administrators FullControl; BUIL Users ReadAndExecute, Synchronize; APPLICATION PACKAGE AUTHORITYM\ALL APPLIC
ACKAGE AUTHORITYMALL RESTRICTED APPLICATION PACKAGES ReadAndExecute, Synchronize;

IS PE *] yes

USED AS SERVICE *] no

ARCHITECTURE =] 32BIT

SECURITY FEATURES = ] ASLR, DEP, SafeSEH, StrongNaming

FILE NAME *=] C:%Program Files\MedtronichyCarelink'Uploader'DS54WinCarelinkLauncher. exe
FILE S5IZE =] 0.767120361328125MB

MDSUM *= ] 2BCFS5AB589360C5A9794774AD55BA7TCL

5HAZ256 =] O4CAGFOBE300C2032A8CI7DC16CC2E414B66551ED332F00A37 607 7FFAD26B486

FILE PERMISSIONS =] NT AUTHORITYYSYSTEM FullControl; BUILTIN‘\Administrators FullControl; BUIL Users ReadAndExecute, Synchronize; APPLICATION PACKAGE AUTHORITY\ALL APPLIC
N PACKAGE AUTHORITYYALL RESTRICTED APPLICATION PACKAGES ReadAndExecute, Synchronize;
* I5 PE *] vyes

USED AS SERVICE *] no

ARCHITECTURE =] 32BIT

SECURITY FEATURES *= ] ASLR, DEP, SafeSEH, StrongNaming

FILE NAME *=] C:%Program Files‘\MedtroniciCarelink\UploaderDS5\Driversiserial

FILE 5IZE =] 9.5367431640625E-07MB

MDSWM * ]

SHAZ56 =]

FILE PERMISSIONS *] NT SERVICE\TrustedInstaller FullControl; NT SERVICE\TrustedInstaller 268435456; NT AUTHORITY\SYSTEM FullControl; NT AUTHORITY\SYSTEM 268435456; BUILTIN|
435456; BUILTIN\Users ReadAndExecute, Synchronize; BUILTIN\Users -1610612736; CREATOR OWNER 268435456; APPLICATION PACKAGE AUTHORITY\ALL APPLICATION PACKAGES ReadAndExecute, 5
IOM PACKAGES -1610612736; APPLICATION PACKAGE AUTHORITYM\ALL RESTRICTED APPLICATION PACKAGES ReadAndExecute, Synchronize; APPLICATION PACKAGE AUTHORITYM\ALL RESTRICTED APPLICATI
[* IS PE *] no
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~_Tool Development

root@ :~fdata/medtronic/rcFileScan# python rcPETileScan.py CareLinkUploader-AC
C-7350-3.11.0-windows-installer.exe
[+] File Type: PE
[+] File Size: 178548960 bytes
[+] MD5: cfBas57d5441239da426922e481a2a85e
[+] SHAZ256: 62b9ef928b3884bc67868423dcoa63d76bbA5118ae7c5adalesd533550811383
[+] Entropy: 7.9983
[+] MWumber of Sections: 11
[+] Section MNames: ['.text', '.data', '.rdata', '.eh_fram', '.bss', '.edata', '.idata',
‘.CRT', '.tls', '.rsrc', '.reloc']
[+] Imports:
ADVAPI3Z2.DLL
GetSecurityDescriptorOwner
GetSidIdentifierAuthority
GetUserNameA
GetUserNamewW
RegCloseKey
RegOpenkKeyExA
RegQueryValueExa
listen
ntohs
recy
select
send
setsockopt
socket
[+] Exports:
TclKit_AppInit
TClKit_SEtKitPath
[+] Dependencies: {'GDI32.d11', 'SHELL32.DLL', 'OLEAUT32.DLL', 'H52_32.d11', "OLE32.d11"
, 'USER32.d11', 'coMcCTL32.DLL', '‘mswvcrt.dll', 'COMDLG32.DLL', 'IMM32.DLL', 'ADVAPI3Z.DLL
', "KERMNEL32.d11'}
[+] Security Options:
DEP: True
ASLR: True
NX: True
SEH: True
CFG: False
[+] Compile Time: 2023-01-04 15:12:35
[+] Compiler Version: 2.22
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Knowledge Base

Hoeme  New Device IQ 'L'I
@ MikroTik mAP2nd Router - Firmware Analysis [ExTERNAL PHOTOS |
Catalog Firmware Type: Nova Package

[Z] Make: MikraTik Firmware Version: 6.38

Architecture: MIPS
[5) Modet: RBmAP2MO Checksum: df0a57d5463239da426922e481a2a85f
[Z] serial Number: DESOOFA1AID4 /141/r2

Open Source Research
Manuals & Datasheets

E Firmware Analysis I Firmware Call Graph

Compenents Entropy
[Z] NANYA2113 NTSTU32MIBFG-AC
[z] winbond 250128JvSM 3121

Debugging Interfaces & Steps

RF Survey Results
IEI Spectrum Analysis

[=) Bluetocth
Wifi -
g cor  Urload & Scan mages

Network Survey
EI Open Ports
[2] Full Packet Capture
E] Burp Scan

Vulnerabilities

Testing Tools I Edit Device |
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Documentation

LT 2dz 5ARY QI

Sections of report for different audiences
— Executive Summary (Management)
— High level technical detalls (Devs & Sysadmins)
— Deep technical details (other RE’s)

Photos & device catalog

Every test & results

— Description of test conditions & steps to
reproduce

1 Page per $1000

CD, USB, Zip with all supporting data
— PCAPS, RF captures, debug logs, scans

52 OdzY ¢

Red Crow Lab — Industrial Scale Hardware Hacking
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Example Case Study
 Mikrotik mAP2nd Router

JTAG Port Winbond 25Q128JVSM

Flash Memory
RST (Test Reset) TDO (Test Data Out)

M i .

1671401672601316

Ground

TCK (Test Clock)

YoM 056060
@ RwterBOARD MAfI™
8 =1

X L = - 3 L - RR! J l
TMS (Test Mode Select) | s g | LR

TDI (Test Data In)
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Example Case Study

* Winbond 25Q128JVSM
— 3V 128M-BIT SERIAL FLASH MEMORY

— Datasheet: https://datasheetspdf.com/pdf-
file/1462146/Winbond/250128JVSM/1

— Pin Configuration From Data Sheet:

icS
DO (10,)
WP (102)

GND

I

o1

2

3

4

INIRIN

VCC

VCC
‘;,*,'C?}LD or /[RESET /HOLD or RESET

CLK /WP > * CLK
DI (10,) GND— : ol
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Example Case Study

WIRE COLOR WE CHIP PINS BUSPIRATE PIMS
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Example Case Study

 Firmware Dump:

# flashrom - p buspirate_spi:dev =/dev/ttyUSBO,spispeed=500k -r firmware_dump.bin -
VVV

Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff
Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff
Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff
Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff
Oxff  Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff
Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff
Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff

done.

programmer_unmap_flash_region : unmapped 0x0000000000000000
buspirate_sendrecv :write 1, read 0 Sending 0x00

buspirate_sendrecv - write O, read 4 , receiving 0x42 0x42 0x49 Ox4f
buspirate_sendrecv :write O, read 1, receiving 0x31

Raw bitbang  mode version 1

buspirate_sendrecv > write 1, read 0 Sending 0xOf

Bus Pirate shutdown completed.

-TW-r--r-- lroot root 16777216 Sep 9 17:47 firmware_dump.bin

Alternative Tools:
« OpenOCD
- PyOCD
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Example Case Study

« Search file for signatures:

# binwalk - B firmware_dump.bin

DECIMAL HEXADECIMAL DESCRIPTION

1936 0x790 CRC32 polynomial table, little endian

950480 0xE80DO xz compressed data

6369136 0x612F70 gzip compressed data, has original file name: "roteros.dll", from Unix, last modified: 2021 -05-31
9013347 0x898863 gzip compressed data, has original file name: "secure.dll", from Unix, last modified: 2021 -05-31
9052581 0x8A21A5 gzip compressed data, has original file name: " wlan6.dll ", from Unix, last modified: 2021 -05-31
9130578 0x8B5252 gzip compressed data, has original file name: “iframe.html", from Unix, last modified: 2021 -05-31
9131091 0x8B5453 PNG image, 7x 7,8 - bit/color RGBA, non - interlaced

9132652 0x8B5A6C PNG image, 512 x 64, 8 - bit/color RGBA, non - interlaced

9218884 0x8CAB44 xz compressed data

9248368 0x8D1E70 xz compressed data

9288416 0x8DBAEO xz compressed data

9288447 0x8DBAFF gzip compressed data, has original file name: " dhep.dll ", from Unix, last modified: 2021 - 05- 31 07:33:47
9368892 O0X8EF53C gzip compressed data, has original file name: "ipv6.dil", from Unix, last modified: 2021 - 05- 31 07:36:07
9451262 0x9036FE gzip compressed data, has original file name: "ppp.dll", from Unix, last modified: 2021 - 05- 31 07:35:12
9551692 0x91BF4C xz compressed data

9612800 0x92AEQ0 xz compressed data

8(73112282% 0x92AE1F gzip compressed data, has original file name: " master - min.js ", from Unix, last modified: 2021 -05-31
8(739182925 0x93FE88 gzip compressed data, has original file name: "curve255 - min.js", from Unix, last modified: 2021 -05-31
9784725 0x954D95 gzip compressed data, has original file name: "ipv6.jg", from Unix, last modified: 2021 - 05- 31 07:36:07
9791354 0x95677A gzip compressed data, has original file name: " mpls.jg ", from Unix, last modified: 2021 - 05- 31 07:35:47
11049606  OxA89A86 ELF, 32 - bit MSB MIPS64 executable, MIPS, version 1 (SYSV)

13527889  OxCE6B51 Neighborly text, "neighbor discovery - settings set discover -interface - list=LAN /tool mac - server set
allowed -interface - list=LAN"
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Example Case Study

 Extract the files:

# binwalk --run-as=root -e -M firmware_dump.bin

DECIMAL HEXADECIMAL DESCRIPTION

1936 0x790 CRC32 polynomial table, little endian

Scan Time: 2023-09-09 17:54:59

Target File: /root/_firmware_dump.bin.extracted/ES80DO
MD5 Checksum: 6eb40faa97ee5e0dd7d68c8fe51cd770
Signatures: 411

DECIMAL HEXADECIMAL DESCRIPTION

0 0x0 ELF, 32-bit MSB MIPS64 executable, MIPS, version 1 (SYSV)

Scan Time: 2023-09-09 17:54:59

Target File: /root/_firmware_dump.bin.extracted/FD1FC
MD5 Checksum: 3c4464073496b309285d7339526e58ed
Signatures: 411
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Example Case Study

1. Filesystem Extracted 2. |dentify Loaded Binaries by looking at 4. Disassemble the MIPS www

From Firmware strings in the system.x3 binary binary & identify potential vulns
routerQs »
var_28= -8x28
R var_28= -@x28
— ~ router0s » nowva » etc » loader v O var 1C- _oic
-~ var_138= -8x18
& Marne Date modified var_l4= -2x14
i var_1@= -8x18
bir [ systernzxd 1171442016 6:23 A vertm o
brdl varae 4
addiu $sp, -8x38
boot EY $fp, @x33+var 3(%sp)
HY $s3, Bx384var_C(%sp)
move 3fp, $sp
dEV move $s3, %$al
v < lui $al, @x4l # ‘A’
ete =W $s1, @x38+var_l14($sp)
o 1a $al, aContentlength # "content-length”
flash A 0000000009e8 000000000382 0 fmovasbinglicupar move 351, $a@
A 000000000403 000000000403 0 frovadbinfpd addiu  $a@, $fp, @x38+var_lC # this
harme A 0oo0oo0ona4c  000000000&4C O frovadbindegman sw Sra, Ox35tvar_4(3sp)
A 000000000436 000OOOCOOASE O /novarbin/console o e E:iiii::i-iiﬁiipi
lika A 000000000B13  0O00OQOO0B13 O fnovasbinbackup move  §s2, §a2 —hese
A 000000000850 000000000850 0 a"novaa"bin.-’sermgl jal _ZNestringClEPKc # string::string(char const®)
nova A 000000000BDS  000000000BRDE O fnavadbindwi sw $zero, @x38+var_28(3fp)
A 000000000CRs  000000000CRS, O 22050 ’"3:? iﬁ?) 2;1 I # :EiS# s
addiu $al, $fp, @x38+var_ string *
proc A 000000000CAT - 000000000CAT o 2082 jal _TNK7HeadersSgetHeaderERKGstringPj # Headers::getHeader(string const®,uint *)
addiuv  $a2, $fp, @x38+var_2@ # unsigned int *
rat move 3s8, 3ve
jal _IN6stringDlEv  # string::~string()
2 addiu %a@, $fp, @x38+var_1C # this
Shln bnez $s@, loc 4BEE94
. . nop
sy 3. Find the www binary .
v
LIsr . .
Search Results in routerQ3 » nowva » bin
war ~
dud B Marne Date rmodified Type Size
L] dude || user 12/30/2016 4:37 AM File T2 KB
|| pcka [ wm 12/30/2016 439 AM File 05 KB
LT e ] wrep 12/30/2016 435 &M File 52 KB
|_-| trnp | | watchdag 1243072076 4:39 A4 File 28 KB
WP 1243072076 4:39 Ak File 152 KB
prozy
/ || o 12/30/2076 4:38 AR File 92 KB
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 Check extracted files:

$ cat iframe.html

<html>
<body
onload=" parent.generateContent
>
</body>
</html>
<html>
<head>
<link rel ="stylesheet" type="text/ css "
href ="master.css"></link>
</head>
<style>
form {
display: inline;
width: 100%;

( parent.location.hash.substr

input {
width: 100%;
height: 26px;
background: #fff;
border: 1px solid #888;
margin: O;
padding: 1px;
font - family: verdana , arial, helvetica , sans - serif;
font - size: 12px;
box - shadow: none;
- mox- box - shadow: none;

</style>
<body style="margin:0; white - space: nowrap ">
<form id="form" action="/ jsproxy /upload" method="post"
enctype ="multipart/form - data">
<input id="file" type="file" name="file">
</form>
</body>
</html>

)"

* Analyze binaries:

$ strings AB9A86.elf |more

mips

RouterOS for mipsbe RouterBOARDs, bridgeports.dat
bridgeports.idx

switch - config.dat

ether2

wlan10

#| Welcome to RouterOS !

#| RouterMode :

#| * WAN port is protected by firewall and enabled DHCP client
#| * Wireless and Ethernet interfaces (except WAN port/s)

#| LAN Configuration:

#| IP address 192.168.88.1/24 is set on bridge (LAN port)

#| DHCP Server: enabled;

#| DNS: enabled;

#| wlan1 Configuration:

#|  mode: ap - bridge;

#| band: 2ghz - b/g/n;

#|  wpa2: no;

#| ht - extension: 20/40mhz - XX;

:if ($action = "apply") do={
# wait for interfaces
2local count 0;
:while ([/interface ethernet find] = ") do={
:if ($count = 30) do={
:log warning "
/quit;
}

:delay 1s; :set count ($count +1);

DefConf : Unable to find ethernet interfaces";

:local count 0;
:while ([/interface wireless print count
:set count ($count +1);
:if ($count = 40) do={
:log warning "
interface(s)";
/ip address add address=192.168.88.1/24 interface=etherl

comment=" defconf ";
/quit

- only] < 1) do={

DefConf : Unable to find wireless
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Questions

If you have questions or need further details
please contact:

https://www.redcrowlab.com

asclark@redcrowlab.com
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